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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
2.53.51. 68 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 247

115. 230. 125. 146 Chi na 147.237.77.61 e.cogat.idf.il JIMPurple Gon Limt Htp dr op 1

115. 230. 125. 146 Chi na 147.237.77. 226 W chanat z. aka. i df . i | JLMPurple Con Limt Tcp drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 177 ncore.idf.il B ack Li st drop 1

93. 158. 203. 199 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

162. 210. 196. 129 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 3




09-07-2016-07:04:03 to 09-07-2016-08:04:03

|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

46.120. 122. 219 |147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 14
77.126.80.246 |147.237.77.216|lIsrael dover.idf.il Xenu Link S euth User Agent 2
84.93.84.77  |147.237.77.74 E?';;gom lawidf il Tehila - Perl LWP with fake user agent 2
66.249.66.10 [147.237.76.86 [Lhited Sates |[navy.idf.il ET SCAN NVAP -sA (2) 1
46. 120. 122. 219 |147. 237. 77. 170 | srael naarachot.idf.il |Xenu Link S euth Wser Agent 1
142. 54. 191. 210 |147. 237.77. 205 |Lhited Sates |prishaidf.il ET SCAN NVAP -sS w ndow 4096 1
42.112.28.187 |147.237.8.27 |Metnam e.madi matal .idf.i[ET SCAN NVAP -sS wi ndow 1024 1
142.54.191. 210 [147.237. 77. 205 |Lhited Sates |prisha idf.il ET SCAN NVAP -f -sS 1
104.232.98.38 [147.237.8.50 |lnited Sates |e.tikshuv.idf.il [ET SCAN NMVAP -sS wi ndow 2048 1
104.232.98.38 |147.237.8.50 |Uited Sates |e.tikshuv.idf.il |[ET SCAN NVAP -f -sS 1
94.102. 48. 195 |[147.237.8.50 [Netherlands e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
66.249.66. 191 [147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1
161 10. 17 156|147 237, 0.33 ool onbi a - ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.120. 122, 219 |147. 237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 1
142.54.191. 210 [147. 237. 77. 205 |Lhited Sates |prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
116.7.243.198 [147.237.77.216|China dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104.232.98. 38 [147.237.8.50 |lhited Sates |e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48.195 |147.237.77. 121 |Net her| ands e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 93. 139 [147. 237. 77. 233 |Rur ope atal.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

At acker

count ry ‘Target Address |Ste Signature
188.58.19. 62  |Turkey 147.237.77. 216 |dover.idf .il drop SAMrul e drop 5430
188.32.53.6  |sSian 147. 237.77. 176 |nat pash. i df .| drop First packet isn't SWN drop 903
: : : Federati on ’ : ’ : ’
95.221. 235. 23 |SSIan 147. 237.77. 176 |nat pash. i df .| drop First packet isn't SN drop 86
Feder at i on
188.32.52. 106 |USSI &N 147.237.77. 176 |nat pash. i of . i | dr op First packet ismt SN drop 53
: ’ ' Federati on ’ : ’ : ’

218. 60. 24. 161 |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 25
218. 60. 24. 161 |China 147. 237.76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
107.167.112. 18 |Lhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 23
218. 60. 24. 161 |Chi na 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 22
218. 60. 24. 161 |China 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
82. 145. 220. 219 |Eur ope 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
218. 60. 24. 161 |Chi na 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 19
218. 60. 24. 161 |China 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 18
218. 60. 24. 161 |China 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 17
175. 100. 61. 185 |Canbodi a 147. 237. 77. 216 |dover i df . Header Rgj ection ?ﬁ:;trej ection pattern found in | o ivor |14
218. 60. 24. 161 |China 147.237.76.39 |nmobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 13
218. 60. 24. 161 |China 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 9
218. 60. 24. 161 |Chi na 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 7
218. 60. 24. 161 |Chi na 147.237.77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
46.19.86.120 |[lsrael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber alert 6
218.60.24.161 |China 147.237.76. 200 |ei tan. aka i f . il Bad TCP sequence i’;l;eeéégqsn“t wehdfferent ) ert 6
80. 246. 136. 189 |l srael 147. 237.72. 166 |aka. i df .i | drop drop 6
80. 246. 136. 189 [l srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46.19.86.120 |[lIsrael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
218. 60. 24. 161 |Chi na 147.237.72. 166 |aka.i df . i SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
218. 60. 24. 161 |Chi na 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
218. 60. 24. 161 |Chi na 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
218. 60. 24. 161 |Chi na 147.237.77.233|atal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
218. 60. 24. 161 |Chi na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
218. 60. 24. 161 |China 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
218. 60. 24. 161 |hi na 147. 237. 77. 226 ;"”WCha”m'aka' Tdf-T fsyN At t ack SYN -> SYN-ACK -> Timeout |nonitor |5
80. 246. 136. 189 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5
218.60. 24. 161 [Chi na 147.237.0.17 ;”I”Iy kosher-kravi.id |qun At t ack SYN -> SYN-ACK -> Timeout |monitor |5
80. 246. 136. 189 [l srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti meout alert
218. 60. 24. 161 |China 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
218.60.24. 161 |China 147.237.76.42 |refuah.idf.il Bad TCP sequence SZ’;J:;;:”S”“ wthdifferent ) ert 5
218.60.24.161 |China 147.237.76. 200 |ei tan. aka i df . il Bad TCP sequence i’;l;eeéégqsn“t wehdfferent — oonitor |5
218. 60. 24. 161 |Chi na 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
80. 246. 136. 189 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert
80. 246. 136. 189 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or

. . SYNWAXK retransnmit with .
66. 249. 93. 139 |Eur ope 147.237.77.233|atal .idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 5
46.19.86.110 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4

Sreaning Engine: TAP Invalid i i ssi
213.8.84.204  |israel 147.237.76. 200 |6i tan. aka. i df .i 9 =9 Invalid segnent retransmssion. |, ., 4
Ret r ansni ssi on Packet dr opped.
2.55.17.111  |israel 147. 237. 77. 216 |dover . i df . i Bad TCP sequence SINWAQC retransmt with monitor (4
different wndow scal e

64.37.98. 47 Lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
218. 60.24. 161 |China 147.237.77. 234 |hal ag.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
218.60.24.161 |China 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;l;eeéégqsn“t wehdfferent — oonitor |4
37.247.36.115 |Netherlands  |147.237.77. 212 |e. dover.idf.il Geo- | ocati on enf or cenent S:]? Olrgzi'mo n i nbound drop 4
218. 60. 24. 141 |Chi na 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
218. 60. 24. 161 |Chi na 147.237.0.19 |madimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
2.54.195.198 |[lIsrael 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
87.71.4.150 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 68
84.111.114.59 |[Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 62
134.191. 232. 69 |lIsrael 147.237.76.31 |nakchal .idf.il [Unauthorized HTTP Met hod B ock 14
134.191.232.69 |Israel 147.237.76.31 |nakchal .idf.il Mil tiple Waut horized URL Access from 134. 191. 232. 69 Bl ock 13
176.13.227.36 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
185. 32. 179. 208 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 6
37.26.147.249 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
37.26.149.135 |[Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 139. 253 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
24.87.137.101 |Canada 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 24.87.137. 101 Bl ock 2
212.179.28.34 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
176.13.247.77 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
207.46.13.111 |Wited Sates |147.237.72.166|aka.idf.il Uhknown Par anet er 4f9c0c80 in waw aka. i df . i |/ mai n/ hone/ def aul t . aspx |None 1
144. 76. 96. 81 Ger many 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 1
2.54.195. 198 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
109. 173. 70. 137 :Zg::t”i o 147. 237.72. 166 |aka. i df . i | m“;;: ' ! dié?l ;Wn;ihr?/dsag/ i/ioév\paysl i p. s Bl ock 1
2.53.1.192 I srael 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f B ock
212.179.28.34 [Israel 147.237.77.74 [lawidf.il Ml tipl e Unauthorized URL Access from 212.179. 28. 34 Bl ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | m“;k}g L"Z.eidl /m Z??m tfr':ﬁaft‘;;” er . asp Bl ock 1
87.68.34.182  |Israel 147.237.72. 166 |aka. i df . i | el I?’;;S?iﬂgﬁ:;fgogcﬁl’ [ kepatzl[reston2 Bl ock 1
188. 32. 230. 241 :Z:::Inl on 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for www aka. i df.il/mai n/ hone/ defaul t.aspx |B ock 1
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | m“;k?irgfzﬁ? /';fgthﬁ;sfﬁﬁ;%; alt, asp B ock 1
2.53.51.68 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed LRL Access from2.53.51. 68 Bl ock 1
24.87.137.101 [Canada 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for waw aka. idf.il/ishurimnain/ B ock 1
204.79.180. 198 [Lhited Sates  |147.237. 72.166 |aka. i df . i | atf(‘:“itdfhc_’zillzsgrt':ﬁ;‘fsi nﬁﬂp{g;es“ I Bl ock 1
46. 19. 85. 10 I srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock
2.53.51.68 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter d in ww aka. i df.il/nain/giyus/ general . aspx None
212.179.28.34 |lsrael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww | awidf.il/sip_storagel/files/5/ Bl ock

95. 221. 248. 220 gz::;”i o 147.237.72.166 |aka. i df . i | m arji(:“itd?i wf‘m‘ft r:]/o;;czr?a? /“ﬁmy;ﬂrpzn;‘i” R on B ock 1
37.26.146.254 |lIsrael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw | aw idf.il/inages/ 1. he/infocenteritent |B ock 1
207.46. 13. 93 Uited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
134.191. 232. 69 |l srael 147.237.76.31 [nakchal .idf.il [Wauthorized URL Access to ww nakhal .idf.il/sip_storage/files/2/ B ock 1
2.53.167. 174 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
183. 160. 115. 123|chi na 147.237.77. 176 |nat pash. i df . i | m“tcgg; i gf iy ggg—sr?eltgogat . aspod tr ackbackd Bl ock 1
109.66.161.98 |Israel 147.237.72.166 |aka. i df . i | m”:lf‘: iZ?T ?Ff:‘;rn/;\:hi’gﬁimgzpz None 1
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