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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
62.138. 2. 243 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 12
62.138. 2. 243 Ger many 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 5




09-07-2016-06:04:01 to 09-07-2016-07:04:01

|Top Attackers In ID|

At acker

Target Address ount ry ‘Ste ‘S|gnature
46.19.86.217 |147.237.77. 234l srael hal ag.idf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 24
84.93.84.77 147.237.77. 216 LKJI.q'ntgegom dover.idf.il [Tehila - Perl LW wth fake user agent 2
94.102. 48.195 |147.237.76.30 |Netherlands hi nush.i df.i1|ET SCAN NMAP -sS wi ndow 1024 1
. .. |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potenti al
24.35.243.206 |[147.237.77.243|lited Sates |nobile.idf.il 1
Scan or Brute Force




09-07-2016-06:04:01 to 09-07-2016-07:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
125. 235. 240. 171|M et nam 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 23
46. 19. 86. 217 | srael 147.237.77.234 |hal ag.idf.il drop First packet isn't SN drop 22
172.106.11. 141 |thited Sates [147.237.76.200 |eitan. aka.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor 17
172.106.11. 141 |Uhited Sates |147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 16
172.106. 11. 141 |Lhited Sates |[147.237.76.39 |mobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 16
172.106.11. 141 |Wited Sates |147.237.0.17 ]["I"Iy kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> Tineout |monitor |16
172.106.11. 141 |thited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 16
172.106. 11. 141 |Lhited Sates |147.237.72. 167 |ishurimaka.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 16
172.106.11. 141 |thited Sates |147.237.76.42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Timeout |nonitor 16
172.106.11. 141 |Uhited Sates [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 16
172.106. 11. 141 |lhited Sates 147.237. 77. 170 |naar achot . i df . i | SYN At ack SYN -> SYN- ACK -> Ti neout noni t or 16
172.106.11. 141 |Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 16
172.106.11. 141 |Uhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 16
172.106.11. 141 |Uited Sates [147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 16
172.106.11. 141 |thited Sates |147.237.76. 147 |chi nuch. aka.idf . il SYN At ack SYN -> SYN-ACK -> Timeout |nonitor 16
172.106.11. 141 |thited Sates [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 16
172.106.11. 141 |Uhited Sates |147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 16
172.106.11. 141 |thited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At ack SYN -> SYN-ACK -> Timeout |nonitor 16
172.106.11. 141 |Uhited Sates [147.237.77.235|svivaidf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 16
172.106.11. 141 |Uhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |nonitor 15
172.106.11. 141 |Wited Sates |147.237.77. 226 :”""“Cha"atz'aka' Hdf T syN At ack SYN -> SYN-ACK -> Tineout |monitor |15
172.106.11. 141 |Uhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 15
172.106.11. 141 |thited Sates |147.237.77.233|atal.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 14
172.106.11. 141 |Uhited Sates [147.237.77. 176 |nat pash. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 14
193. 26. 217. 46 RJSf;;”ion 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor  [13
idf.i [SSreaming BEngine: TCP Invalid i i ssi
185. 3. 147. 76 srael 147 237. 77. 226 | chamat z. aka. i df . i g 'g Invalid segnent retransmssion. drop 12
| Ret r ansni ssi on Packet dr opped.
Russi an waw chanat z. aka. i df . i .
95. 24. 153. 161 e ot i on 147.237.77.226 drop Frst packet isn't SN drop 8
Russi an wwv chamat z. aka. i df . i -
37.144.54. 22 ration 147.237.77. 226 | drop First packet isn't SN drop 8
64. 37.98. 47 Lhited Sates |147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
64.37.98. 47 Lhited Sates |[147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
64. 37. 98. 47 Lhited Sates |147.237.0.17 m” kosher-kravi . 1d |qy\ At t ack SYN -> SYN-ACK -> Tineout |monitor |7
64. 37.98. 47 Lhited Sates |147.237.77.170 |nmarachot.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |nonitor 7
64.37.98. 47 Lhited Sates |[147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 7
64.37.98. 47 Lhited Sates |[147.237.0.19 |nadi matal.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 7
64.37.98. 47 Lhited Sates |147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 7
64. 37.98. 47 Lhited Sates |147.237.0.34 [tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> Timeout |nonitor 7
64.37.98. 47 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 7
64. 37.98. 47 Lhited Sates |147.237.76.31 [nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |nonitor 7
64. 37.98. 47 Lhited Sates |147.237.76.200|eitan. aka.idf.il SYN At ack SYN -> SYN-ACK -> Timeout |nonitor 7
64. 37. 98. 47 Lhited Sates |147.237.77.226 ‘I’“’“"‘Chanmz'aka' Hdf T syN At t ack SYN -> SYN-ACK -> Timeout |monitor |7
64. 37.98. 47 Lhited Sates |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 7
64. 37.98. 47 Lhited Sates |147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 7
64. 37. 98. 47 Lhited Sates |147.237.72.167 |i shurimaka. i df.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
64.37.98. 47 Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 6
64.37.98. 47 Lhited Sates |[147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 6
64. 37.98. 47 Lhited Sates |147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 6
64. 37. 98. 47 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 6
64.37.98. 47 Lhited Sates |147.237.72. 156 |aman.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 6
64. 37. 98. 47 Lhited Sates |147.237.76.39 |mobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
Sreaning BEngine: TCP Invalid i i ssi
40.77.167.95  |Wnited Sates |147.237.77.243|nobile.idf. il 9 =g Invalid segnent retransmssion. . 6
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Oount
46.120.97.171 |Israel 147.237.0.19 |madi matal . i df . i [Suspicious Response Code B ock
207.46.13.93 |thited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock
. . Unknown Paranmeter _ VI EASTATEENCRYPTED i n
89. 139. 140. 107 [l srael 147.237.72. 166 |aka. i df . i | vw aka, i ff . i |/ mai n/ sachar / nas. aspx None 1
] ] . Unaut hori zed URL Access to
66. 249. 65. 10 I'srael 147.237.77.243|nobi | €. i df . i1 nobi | e.idf.il/.well-know/ appl e- app-si t e-associ ati on B ock !
121.42.54.54  |China 147.237.77. 176 |mat pash. i df . il  |PHP Attenpt Bl ock 1
. . Unaut hori zed URL Access to
66.249. 66. 191 |Israel 147.237.77.233|atal .idf.il atal .icf i 1/tenpl at es/ shar ed user cont rol s/ navnenu/ Bl ock 1
121. 42.54.54  [China 147.237.77. 176 [mat pash. i df . i|  |Unauthorized UR. Access to www cogat.idf.il/wp-1ogin. php B ock 1
- . Unaut hori zed URL Access to
66.249.69.83 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
157.55.39.49 |whited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to v idf.il/atal 1/izkor/ print_bottomasp B ock
46.117. 4. 86 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock
66.249.76.77 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yorman/ enl arge. asp  |B ock 1
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