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09-07-2016-05:04:00 to 09-07-2016-06:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Site Signature Device Action Count
93. 158. 203. 199 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ack List dr op 1
163.172. 227. 198 Uni ted Ki ngdom 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 31 nakchal . i df.il B ack List drop 1
163.172.227. 198 Uni ted Ki ngdom 147.237. 76. 199 e.nakchal .idf.il B ack List drop 1
71.6.216. 50 Lhited Sates 147. 237. 76. 147 chi nuch. aka. i df .i | B ack List drop 1
163. 172. 227. 198 Uni ted Ki ngdom 147. 237. 76. 200 eitan aka.idf.il B ack List drop 1




09-07-2016-05:04:00 to 09-07-2016-06:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnalure Devi ce Action |Oount |
162. 210.196.130 |lhited Sates 147.237.76.200 |eitan. aka.idf.il| [C1000074: HITP. najestic bot Per mit 93
123. 126. 68. 105 Chi na 147.237.77.176  |mat pash.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 2
197.231.221.211 |Liberia 147.237.77.216 |dover.idf.il 24910: HTTP. Python urllib User-Agent Header B ock




09-07-2016-05:04:00 to 09-07-2016-06:04:00

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

77.126. 80. 246 147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 5
84.93.84.77 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LWP wth fake user agent 2
77.126. 80. 246 147.237.77. 216 I 'srael dover.idf.il Xenu Link Seuth User Agent 2
72.252.157.188 147. 237. 76. 196 Janai ca esvivaidf.il ET SCAN NVAP -f -sS 1
208. 73. 143. 36 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
72.252.157. 188 147. 237.76. 196 Janai ca e.sviva.idf.il ET SCAN NMAP -sS wi ndow 2048 1
208. 100. 26. 228 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131 147.237.77. 179 Canada e.nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
72.252.157. 188 147. 237.76. 196 Janai ca e.sviva.idf.il ET SCAN NMAP -sS wi ndow 4096 1




09-07-2016-05:04:00 to 09-07-2016-06:04:00

|Top Attackers In FW |

Addr ess |Attacker Gountry  [Target Address Ste |Signature |Massage Devi ce Action |Count |
207.241.226.200 |Lhited Sates 147.237.77.216 |dover.idf.il dr op SAMrule drop 18
188. 165. 221. 11 France 147. 237.76. 30 hi nush. i df .i SYN Attack [SYN -> SYNACK -> Ti neout noni t or 15
188. 165. 221. 11 France 147.237.77.235 |sviva.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 15
188. 165. 221. 11 France 147.237.0. 19 nadi matal .idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 14
188. 165. 221. 11 France 147.237.77. 74 lawidf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 14
188. 165. 221. 11 France 147.237.76. 42 refuah.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 14
188. 165. 221. 11 France 147.237.0.15 kosher -kravi . i df . i SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 14
188. 165. 221. 11 France 147.237.76. 31 nakchal . i df i SYN Attack [SYN -> SYNACK -> Ti neout noni t or 14
188. 165. 221. 11 France 147.237.77.234 |halag.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout moni t or 14
188. 165. 221. 11 France 147.237.0. 17 m ny-kosher - kravi .i df i SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 14
188. 165. 221. 11 France 147. 237.76. 86 navy. idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 14
188. 165. 221. 11 France 147.237.72.167 |ishurimaka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 14
188. 165. 221. 11 France 147.237.72. 156 anan.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 14
188. 165. 221. 11 France 147. 237.76. 39 nobi | e. nei tav. i df.il SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 13
188. 165. 221. 11 France 147.237.76. 147  |chi nuch. aka. i df.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
188. 165. 221. 11 France 147.237.77.233 |atal.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
188. 165. 221. 11 France 147.237.77.216 |dover.idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 12
188. 165. 221. 11 France 147.237.77.170 |naarachot.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 12
188. 165. 221. 11 France 147.237.76.200 |eitan.aka.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 12
188. 165. 221. 11 France 147.237.77.226  |ww chamat z. aka. i df .i | SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 12
188. 165. 221. 11 France 147.237.72.166 |aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 11
188. 165. 221. 11 France 147.237.77.176 |matpash.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 11
192.95.13. 21 Canada 147.237.0.19 madi matal .idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 9
192.95.13. 21 Canada 147.237.77.235 |sviva.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 9
188. 165. 221. 11 France 147.237.0. 34 tikshuv.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 9
192.95.13. 21 Canada 147.237.77.216 |dover.idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 9
192.95.13. 21 Canada 147.237.77.170 |naarachot.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 9
192.95.13. 21 Canada 147.237.77.226  |waw chanat z. aka. i df il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 8
41.179. 255. 70 Egypt 147. 237.76. 39 nobi | e. nei tav. i df.il SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 8
41.179. 255. 70 Egypt 147.237.0.15 kosher -kravi . i df . il SYN Attack |SYN -> SYN-ACK -> Ti neout moni t or 8
192.95.13. 21 Canada 147.237.0.15 kosher -kravi . i df . i SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 8
41.179. 255. 70 Egypt 147.237.77. 74 lawidf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 8
192.95.13. 21 Canada 147.237.76. 30 hi nush. i df . i | SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 8
41.179. 255. 70 Egypt 147. 237.76. 42 refuah.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 8
192.95.13. 21 Canada 147.237.72.166 |aka.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 8
41.179. 255. 70 Egypt 147.237.0. 17 m ny-kosher - kravi . i df il SYN Attack |SYN -> SYN-ACK -> Ti neout moni t or 8
41.179. 255. 70 Egypt 147.237.72.167 |ishurimaka. idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 8
192.95.13. 21 Canada 147.237.0.34 tikshuv.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 8
192.95.13. 21 Canada 147.237.77.233 |atal.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 8
41.179. 255. 70 Egypt 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 8
192.95.13. 21 Canada 147.237.76. 42 refuah.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 8
192.95.13. 21 Canada 147.237.76. 31 nakchal . i df.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 8
192.95.13. 21 Canada 147.237.72.167 |ishurimaka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 8
192.95.13. 21 Canada 147.237.76.200 |eitan.aka.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 8
192.95.13. 21 Canada 147.237.77.234 |halag.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout moni t or 8
192.95.13. 21 Canada 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 8
41.179. 255. 70 Egypt 147.237.72.156 |anan.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 7
41.179. 255. 70 Egypt 147.237.77.226  |wan chanat z. aka. i df . il SYN Attack |SYN -> SYN-ACK -> Ti neout moni t or 7
192.95.13. 21 Canada 147.237. 76. 39 nobi | e. nei tav.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 7
192.95.13. 21 Canada 147.237.77.176 |nmatpash.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 7




09-07-2016-05:04:00 to 09-07-2016-06:04:00

|Top Attackers In V\AF|

At acker

Count ry ‘Target Address |Site Sgnature
131. 253. 27. 109 l;'alt:g 147.237.77.216|dover.idf.i|l |Whauthorized URL Access to waw idf.il/error.htm B ock 3
77.40.129. 123 |Nor way 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to waw aman. i df.il/favicon.ico B ock 2
66.249.65.51 |[Israel 147.237.77.216|dover . i df .i | Uhaut hori zed LRL Access to waw i df.il/english/news/jenin.stnt target="_blank [B ock 1
192. 169. 7. 223 ;h;:sd 147.237.77.216|dover.idf.il |Wauthorized Method HEAD for 147.237.77.216/ B ock 1

Illegal Byte Code Character in URL /m vtza>JNONIDUIVNO YnD</ a>, NDDNXNNND

Whited . . DX YOW P D

68.180. 230 47 g 4 os 147.237.77. 216 dover. i df . 11| ") (70 S 01 54011401 1#012#011#011#012#011#011401 24011401 14012601 1# |2 0K |1
011#012#012#011#011#012#011#011#012#011#011<t abl e cel | spaci ng=

Lhi ted . . Mil tiple Uhtraceabl e SS. Sessions from64. 41. 200. 103 (Protocol viol ation
64.41.200.103 [o o 147.237.72. 156 |aman. i df . i | (SSL. CONN CLI ENT_KEY EXCHANGE)) None 1
77.126.80. 246 |lsrael 147.237.77.216|dover.idf .i | Mil tipl e Unauthorized URL Access from 77.126. 80. 246 Bl ock 1
66. 249. 69. 131 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/.well-know appl e- app-site-association  |B ock 1
207. 46. 13. 160 g;:: 147.237.77.233|atal .idf . il Abnormal |y Long Request URL ock 1

Lhited . ; S Untraceabl e Gonnection - Protocol violation
64.41.200.103 [g - 147.237.72. 156 |anan. i df . i | (SSL_CONN CLI ENT KEY EXCHANGE) None 1
77.126. 80. 246 |l srael 147.237.77.216|dover.idf.i|l |Wauthorized URL Access to wwidf.il/atal B ock 1
66.249.76.35 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/.well-knowV assetlinks.json Bl ock 1
77.126. 80. 246 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.126. 80. 246 B ock 1
64.41. 200. 103 g;:: 147.237.72. 156 [anan. i df . i | SSL Lhtraceabl e Gonnection - sigal gs DoS At ack None 1
66.249.76.39 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LR Access to aka.idf.il/appl e-app-site-association B ock 1
77.126. 80. 246 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/ishurim B ock 1
66.249.65.10 |[Israel 147.237.77.243|nobi | e. i df .i| [Uauthorized URL Access to nobile.idf.il/appl e-app-site-association B ock 1
180. 76. 15. 154 |Chi na 147.237.76.200|ei t an. aka. i df . i|Unaut hori zed LRL Access to eitan. aka.idf.il/shared/ usercontrol s/ header upper/ B ock 1
66.249.76.75 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
77.126. 80. 246 |[lIsrael 147.237.72. 166 [aka. i df . i | Unknown Paraneter siteid in v aka.idf.il/sites/hone/ default.asp None 1
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