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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
93.158.203.199 Netherlands 147.237.76.42 refuah.idf.il Black List drop 1

185.94.111.1 Russian Federation 147.237.76.39 mobile.meitav.idf.il Black List drop 1

66.240.192.138 United States 147.237.76.197 e.himush.idf.il Black List drop 1

163.172.227.198 United Kingdom 147.237.76.198 e.yohalan.idf.il Black List drop 1

66.240.236.119 United States 147.237.76.31 nakchal.idf.il Black List drop 1

163.172.227.198 United Kingdom 147.237.76.199 e.nakchal.idf.il Black List drop 1

71.6.216.50 United States 147.237.76.147 chinuch.aka.idf.il Black List drop 1

163.172.227.198 United Kingdom 147.237.76.200 eitan.aka.idf.il Black List drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

162.210.196.130 United States 147.237.76.200 eitan.aka.idf.il C1000074: HTTP: majestic bot Permit 93

123.126.68.105 China 147.237.77.176 matpash.idf.il C1000071: HTTP: User Agent Sogou+web+spider Permit 2

197.231.221.211 Liberia 147.237.77.216 dover.idf.il 24910: HTTP: Python urllib User-Agent Header Block 1
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Top Attackers In IDS

Attacker Address Target Address Attacker Country Site Signature Count
77.126.80.246 147.237.72.166 Israel aka.idf.il Xenu Link Sleuth User Agent 5

84.93.84.77 147.237.77.74 United Kingdom law.idf.il Tehila - Perl LWP with fake user agent 2

77.126.80.246 147.237.77.216 Israel dover.idf.il Xenu Link Sleuth User Agent 2

72.252.157.188 147.237.76.196 Jamaica e.sviva.idf.il ET SCAN NMAP -f -sS 1

208.73.143.36 147.237.77.216 United States dover.idf.il ET SCAN NMAP -sS window 1024 1

72.252.157.188 147.237.76.196 Jamaica e.sviva.idf.il ET SCAN NMAP -sS window 2048 1

208.100.26.228 147.237.0.15 United States kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

104.128.144.131 147.237.77.179 Canada e.mazi.idf.il ET SCAN NMAP -sS window 4096 1

72.252.157.188 147.237.76.196 Jamaica e.sviva.idf.il ET SCAN NMAP -sS window 4096 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

207.241.226.200 United States 147.237.77.216 dover.idf.il drop SAM rule drop 18

188.165.221.11 France 147.237.76.30 himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 15

188.165.221.11 France 147.237.77.235 sviva.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 15

188.165.221.11 France 147.237.0.19 madim.atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

188.165.221.11 France 147.237.77.74 law.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

188.165.221.11 France 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

188.165.221.11 France 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

188.165.221.11 France 147.237.76.31 nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

188.165.221.11 France 147.237.77.234 halag.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

188.165.221.11 France 147.237.0.17 m.my-kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

188.165.221.11 France 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

188.165.221.11 France 147.237.72.167 ishurim.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

188.165.221.11 France 147.237.72.156 aman.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

188.165.221.11 France 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 13

188.165.221.11 France 147.237.76.147 chinuch.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 12

188.165.221.11 France 147.237.77.233 atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 12

188.165.221.11 France 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 12

188.165.221.11 France 147.237.77.170 maarachot.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 12

188.165.221.11 France 147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 12

188.165.221.11 France 147.237.77.226 www.chamatz.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 12

188.165.221.11 France 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 11

188.165.221.11 France 147.237.77.176 matpash.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 11

192.95.13.21 Canada 147.237.0.19 madim.atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

192.95.13.21 Canada 147.237.77.235 sviva.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

188.165.221.11 France 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

192.95.13.21 Canada 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

192.95.13.21 Canada 147.237.77.170 maarachot.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

192.95.13.21 Canada 147.237.77.226 www.chamatz.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

41.179.255.70 Egypt 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

41.179.255.70 Egypt 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

41.179.255.70 Egypt 147.237.77.74 law.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.76.30 himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

41.179.255.70 Egypt 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

41.179.255.70 Egypt 147.237.0.17 m.my-kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

41.179.255.70 Egypt 147.237.72.167 ishurim.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.77.233 atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

41.179.255.70 Egypt 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.76.31 nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.72.167 ishurim.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.77.234 halag.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

192.95.13.21 Canada 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 8

41.179.255.70 Egypt 147.237.72.156 aman.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

41.179.255.70 Egypt 147.237.77.226 www.chamatz.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

192.95.13.21 Canada 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7

192.95.13.21 Canada 147.237.77.176 matpash.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 7
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

131.253.27.109
United
States

147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/error.htm Block 3

77.40.129.123 Norway 147.237.72.156 aman.idf.il Unauthorized URL Access to www.aman.idf.il/favicon.ico Block 2

66.249.65.51 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/english/news/jenin.stm" target="_blank Block 1

192.169.7.223
United
States

147.237.77.216 dover.idf.il Unauthorized Method HEAD for 147.237.77.216/ Block 1

68.180.230.47
United
States

147.237.77.216 dover.idf.il

Illegal Byte Code Character in URL /mivtza>סןוצטאכüםמל סאיעו</a>, סמחהאםםמ
ל הכÿ ‎עטץ צוכוי
.</div>#012#011#011#012#011#011#012#011#011#012#011#011#012#011#
011#012#012#011#011#012#011#011#012#011#011<table cellspacing=

Block 1

64.41.200.103
United
States

147.237.72.156 aman.idf.il
Multiple Untraceable SSL Sessions from 64.41.200.103 (Protocol violation
(SSL_CONN_CLIENT_KEY_EXCHANGE))

None 1

77.126.80.246 Israel 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 77.126.80.246 Block 1

66.249.69.131 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to aka.idf.il/.well-known/apple-app-site-association Block 1

207.46.13.160
United
States

147.237.77.233 atal.idf.il Abnormally Long Request URL Block 1

64.41.200.103
United
States

147.237.72.156 aman.idf.il
SSL Untraceable Connection - Protocol violation
(SSL_CONN_CLIENT_KEY_EXCHANGE)

None 1

77.126.80.246 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/atal Block 1

66.249.76.35 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to aka.idf.il/.well-known/assetlinks.json Block 1

77.126.80.246 Israel 147.237.72.166 aka.idf.il Multiple Unauthorized Method for Known URL from 77.126.80.246 Block 1

64.41.200.103
United
States

147.237.72.156 aman.idf.il SSL Untraceable Connection - sigalgs DoS Attack None 1

66.249.76.39 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to aka.idf.il/apple-app-site-association Block 1

77.126.80.246 Israel 147.237.72.166 aka.idf.il Unauthorized Method HEAD for www.aka.idf.il/ishurim Block 1

66.249.65.10 Israel 147.237.77.243 mobile.idf.il Unauthorized URL Access to mobile.idf.il/apple-app-site-association Block 1

180.76.15.154 China 147.237.76.200 eitan.aka.idf.ilUnauthorized URL Access to eitan.aka.idf.il/shared/usercontrols/headerupper/ Block 1

66.249.76.75 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/robots.txt Block 1

77.126.80.246 Israel 147.237.72.166 aka.idf.il Unknown Parameter siteid in www.aka.idf.il/sites/home/default.asp None 1
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