09-07-2016-04:04:08 to 09-07-2016-05:04:08

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y RepOrt

[Top Targets |

M navy.idf.il
M refuah.idf.il
Wiawid.il
Meitan aka. idf.il
M dover.idf.il
W aka. idf.il
I tikshuv.idf.il
M nakchal .idf.il

nobi | e. nei tav.idf.il
B ww chanat z. aka. i df . i |

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

Ml 72.5.195. 85
208. 85. 93. 114

I 192. 99. 207. 133
188. 165. 221. 11

N”Z,ber W 192. 223. 31. 122
Atacks M 173.0.129. 149

7 162. 210. 196. 130

W 66. 135. 63. 82
192. 124. 249. 156

M 87.242. 112. 45

Top Attackers



09-07-2016-04:04:08 to 09-07-2016-05:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
114.79.4.2 | ndonesi a 147.237. 76. 39 nobi | e.neitav.idf.il |Back List drop 3
59. 174. 44. 226 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2
111. 76. 233. 94 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2
123.116. 157. 239 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl forward 1
66. 249. 76. 108 | srael 147.237.72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 dest - r eset 1
209. 126. 136. 2 Lhited Sates 147.237.76. 198 e.yohal an.i df .il B ack List drop 1
27.10.136. 14 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf1 forward 1




09-07-2016-04:04:08 to 09-07-2016-05:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature Devi ce Action |Count |
162. 210. 196. 130 |Lhited Sates 147.237.76.200 |eitan. aka. i df . il CL000074: HTTP. maj estic bot Per mit 30
173.0.129. 149 |thited Sates 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 12
173.0.129. 149  |Whited Sates 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 12
66. 135. 63. 82 Lhited Sates 147.237.0.34 |tikshuv.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
87.242.112.45  |Russian Federation |147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 12
173.0.129.149 |Uhited Sates 147.237.76.42 |refuah.idf.il 3808: HIMP. SQ Injection Variable Declaration Evasion |B ock 12
66. 135. 63. 82 Lhited Sates 147.237.0.34 |tikshuv.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
158. 85. 253. 245 [Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
213. 203. 204. 143 |Ger many 147.237.72.166 |aka.idf.il 5670: HITP. SQ. Injection (SALECT) B ock 6
72.167.131.75 |lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 197. 9 Lhited Sates 147.237.72. 166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
64.34.186.9 Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
180. 169. 20. 5 Chi na 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 5
162. 210. 196. 130 |Lhited Sates 147.237.72. 166 |aka.idf.il C1000074: HTTP. naj estic bot Per nit 2
184.168.27.116 |Lhited Sates 147.237.77.226 |ww chamat z. aka. i df . i | |5670: HITP. SQ Injection (SALECT) B ock 1
113. 240. 194. 166 |Chi na 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
195. 74. 38. 14 Sweden 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
180. 109. 231.31 |China 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

173.0.129. 149 [147.237.76.42 |Wited Sates  [refuah.idf.il S Injection - Select From 38
66. 135. 63. 82 147.237.0.34 |tnited Sates  |tikshuv.idf.il SQ Injection - Select From 20
180. 169. 20. 5 147.237.77.74 |China lawidf.il S Injection - Select From 18
87.242.112.45 (147.237.77.74 gj::;”ion lawidf.il SQ Injection - Select From 14
213. 203. 204. 143|147. 237. 72. 166 |Ger nany akaidf.il S Injection - Select From 8
72.167.131. 75 |147.237.77.74 |Wited Sates [lawidf.il SQ Injection - Select From 8
64.34.186.9 147.237.77. 216 |United Sates  |dover.idf.il QA Injection - Select From 8
50. 63. 197. 9 147.237.72.166 |Lhited Sates  |akaidf.il S Injection - Select From 8
158. 85. 253. 245 |147.237.77.74 |Wnited Sates  |lawidf.il SQ Injection - Select From 8
36.80. 184. 188  |147.237. 77. 216 |I ndonesi a dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Véb Server) 4
195. 74. 38. 14 147.237.77. 74 |Sweden lawidf.il S Injection - Select From 3
36.80. 184. 188  |147.237. 77. 176 |I ndonesi a nat pash. i df .i | Tehi | a def acenent attenpt (-Hacked By- sent to V&b Server) 3
184.168. 27. 116 [147.237.77.226|lhited Sates  [wwuchamatz. aka.idf.il |[SQ I njection - Select From 3
93.158.203. 195 [147.237.8.24 [Netherl ands elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 158 [147. 237. 76. 202 |Wrai ne e halag.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
50. 116. 123. 135 |147.237.77.235|Wited Sates  [sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 149. 151|147. 237. 76. 196 |Uni ted Ki ngdom|e. sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
45.79.71.122 147.237.77. 170 |Lhited Sates  |nmarachot.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
163. 172. 149. 151]147. 237. 76. 42 |United Ki ngdom|refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.48.93. 217 147. 237. 76. 197 |Net her | ands e. hinush.idf.il ET SCAN Potential SSH Scan 1
119, 70. 107 166 |147. 237 76, 42 |KOr€R Republic | o o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

of Potential Scan or Brute Force

37.48.93. 217 147.237.0.19  [Netherl ands nedi matal .idf.il ET SCAN Potential SSH Scan 1
93.158.203. 196 [147.237.76.34 [Netherlands yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 158 |147. 237. 76. 202 |kr ai ne e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
202. 65. 138. 2 147.237.8.50 [india e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 65. 51 147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
163. 172. 149. 151|147. 237. 76. 44 |Uni ted Ki ngdom|e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.48.93. 217 147. 237. 76. 201 [Net her | ands e.aal.idf.il ET SCAN Potential SSH Scan 1
37.48.93. 217 147.237.8.50  |Net herl ands e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
103.207.37.81  [147.237.76. 196 |M et nam e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address Signature
72.5.195. 85 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 167
208.85.93.114 |lhited Sates 147.237.76.39 [nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 22
208. 85.93. 114 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 22
208.85.93.114 |lhited Sates 147.237. 76. 147 |chi nuch. aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 22
208.85.93.114 |lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
208. 85.93. 114 Lhited Sates 147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 21
208. 85. 93. 114 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 21
208.85.93.114 |lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
208. 85.93. 114 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
184.168. 27. 116 |Whited Sates 147.237.77. 226 |wan chamat z. aka. i df .i1 [SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 17
207.241.226. 200|lnited Sates  |147.237.77.216 |dover.idf.il drop SAMrule drop 17
93. 104. 215. 125 |Ger many 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
72.5.195.85  |lnited Sates  |147.237.76.86 |navy.idf.il Bad TCP sequence i’:ur:rzcr:nsmt Wth different alert 14
72.5.195. 85 Lhited Sates  |147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘uree;(;:”smt with different roni t or 14
192. 99. 207. 133 |Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
192. 99. 207. 133 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 10
192. 99. 207. 133 |Canada 147.237.76.39 |[nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
192. 99. 207. 133 |Canada 147.237.76. 200 |ei tan. aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
192. 99. 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
72.5.195. 85 Lhited Sates  [147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
192. 99. 207. 133 [Canada 147.237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
109. 253. 158. 107l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 6
139.162.172. 71 |Whited Sates 147.237. 76. 198 |e. yohal an.idf . il G0-1 ocat i on Geo-1 ocati on i nbound enf or cenent |dr op 6
enf or cenent
195. 74. 38. 14 Sweden 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
192.223.31.122 |lhited Sates 147.237.76. 200 |ei tan. aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
192.223.31. 122 |Lhited Sates 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYNACK -> Ti neout noni t or 6
83. 168. 250. 50 Sweden 147.237.72. 166 |aka.idf . il dr op SAMrul e drop 6
83.168.250.50 |Sweden 147.237.77.74 |lawidf.il drop SAMrul e drop 6
188. 165. 221. 11 |Rance 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
188. 165. 221. 11 |Rance 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
73.21.180.91 Lhited Sates  [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
188. 165.221. 11 |France 147.237.77. 226 |wawn chanat z. aka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
72.5.195. 85 Lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout alert 6
188. 165. 221. 11 |Fance 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
188. 165. 221. 11 |Rance 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
188.165.221. 11 |France 147.237.0.17 [PV kosher -kravi-Tdf-1 1qyN At t ack SYN -> SYN-ACK -> Ti meout rmoni t or 6
192.223.31.122 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
188. 165. 221. 11 |Rance 147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
188. 165. 221. 11 |Fance 147.237.0. 19 nadi matal .idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 5
188. 165. 221. 11 |France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 86. 184 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
216.189. 154. 118|lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
188. 165. 221. 11 |France 147.237.72.166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 5
192.223.31.122 |lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
188. 165. 221. 11 |Fance 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
46. 19. 86. 184 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
192.223.31. 122 |Uhited Sates 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count

66. 249. 88. 144 |Israel 147.237.77. 216 |dover.i df . il D stributed Unaut horized LRL Access on waw idf.il/error. htm Bl ock 4
. . D stributed Unaut hori zed Method for Known URL on

218.101. 81. 89 |New Zeal and  [147.237.72. 166 |aka.idf .l vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 2

91. 224. 49. 183 g&%ﬂ . 147.237.77. 216 |dover . i df . il Uhaut hori zed URL Access to waw i df . il/responsi bl e-di scl osure Bl ock 1

45.79.71.122 |whited Sates |[147.237.77.170|mmar achot . i df .il Unknown HTTP Request Method 1 in URL Bl ock 1

ny- kosher-kravi .idf . i , o

66. 249. 79. 134 |l srael 147.237.0. 16 | Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1

198.20.87.98 |Wited Sates [147.237.77.176|nat pash. i df . i | Wnaut hori zed URL Access to 147.237.77.176/ robots. txt B ock 1
. . D stributed Lhauthorized URL Access on

66. 249. 69. 208 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp B ock 1

ny- kosher-kravi .idf.i _ C
66.249. 79. 138 [l srael 147.237.0.16 | Uhaut hori zed URL Access to wwwu ny-kosher-kravi.idf.il/robots.txt |B ock 1
) wwv. chamat z. aka. i df )

198. 20. 87. 98 Lhited Sates |147.237.77.226 i Unhaut hori zed URL Access to 147.237.77. 226/ robot s. t xt B ock 1
. . Uhaut hori zed URL Access to

66. 249. 69. 246 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ mai n/ nai n. asp Bl ock 1

66. 249. 88. 142 |Israel 147.237.77.216|dover. i df . il Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock

45.79.71.122 |lhited Sates |[147.237.77.170|nmaarachot.idf .il Mil formed HTTP Header Line 3 Bl ock

207.46.13. 111 |Wnited Sates |147.237.72. 166 |aka i df .i | w:fut:hon zed URL Access to waw aka.idf.il/tiznoret/news/ <a B ock 1
. . D stributed Lhauthori zed URL Access on

66.249.76. 77 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1

45.79.71.122 |wnited Sates |[147.237.77.170|maar achot . i df . i | Mal for med URL B ock 1

66.249.76.81 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
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