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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
94.177. 164. 99 Ronani a 147.237. 76. 201 e.atal.idf.il [Hack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
212.111.194.18 krai ne 147.237.77.74 |lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
212.111. 194. 18 kr ai ne 147.237.77.74 |law i df.il [6134: HITP. SQ Injection Variabl e Declaration Bvasi on B ock 6
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country |Ste |Signature |Count |
66. 249. 66. 173 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 110
212.111.194.18 147.237.77.74 Wkrai ne lawidf.il SQ Injection - Select From 14
5.135. 165. 89 147.237.77. 74 France lawidf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
103. 207. 36. 84 147.237.77. 74 Mi et nam lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
103. 207. 36. 84 147.237.77. 74 Mi et nam lawidf.il ET SCAN NVAP -f -sS 1
94.102. 48. 195 147. 237.77. 234 Net her | ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.172.71. 251 147.237.76. 31 Ukrai ne nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
37.48.93.217 147.237.77. 179 Net her | ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
221.204. 249. 157 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
37.48.93. 217 147. 237.76. 38 Net her | ands eengitav.idf.il ET SCAN Potential SSH Scan 1
37.48.93.217 147. 237.72. 166 Net her | ands aka.idf.il ET SCAN Potential SSH Scan 1
104. 167. 6. 84 147. 237.77. 176 Lhited Sates nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024 1
103. 207. 36. 84 147.237.77. 74 Mi et nam lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
94.102. 48. 195 147.237.77. 235 Net her | ands svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147. 237. 77. 205 Net her | ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.172.71. 251 147. 237. 76. 199 Ukrai ne e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.48.93.217 147.237.77. 227 Net her | ands e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
37.48.93. 217 147. 237.77. 176 Net her | ands nat pash. i df . i | ET SCAN Potential SSH Scan 1
221.204. 249. 157 147. 237.76. 30 Chi na hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
37.48.93.217 147. 237.76. 30 Net her | ands hi mush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 149. 151 147.237.77.19 Uhi ted Ki ngdom | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
37.48.93. 217 147.237.8. 27 Net her | ands enadimatal .idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry ‘Target Addr ess Signature
200.43.16.1 Argentina 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 140
45.32.88.120 Netherlands  [147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 23
45.32.88.120  |Netherlands |147.237.76.86 |navy.idf.il Bad TCP sequence :’Z’;J:;éj”smt Wth different dert 22
45.32.88.120  |Netherlands |[147.237.76.86 |navy.idf.il Bad TCP sequence f:zllfncrsnsmt Wth different monitor |22
45.32.88.120 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
70.211.132. 143 |United Sates |147.237.76. 200 |eitan aka icr. i1 |2 €M NG Engine: TGP Invalid finvalid segnent retransnissi on drop 18
Ret r ansm ssi on Packet dr opped.
45.32.88.120 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 17
205. 197. 242. 168|lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
208. 85.93. 114 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
208.85.93.114 |lhited Sates |[147.237.76.42 |[refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
208. 85.93. 114 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
208. 85.93. 114 Lhited Sates |147.237.76. 147 |chinuch.aka.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
45.32.88.120 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 13
208. 85.93. 114 Lhited Sates |147.237.76.39 |mobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
208. 85. 93. 114 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
208.85.93.114 |lhited Sates |[147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
208. 85.93. 114 Lhited Sates |147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
45. 32. 88. 120 Net her | ands 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 11
45.32.88.120 Net her | ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST aert
45.32.88.120 Netherlands  |147.237.76.86 |[navy.idf.il Bad TCP sequence Inval i d sequence nunber alert
181. 64. 212.51 Peru 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46.19.86.253  |Israel 147. 237. 77. 243 |robi 1 e. i df . i | Streaning Engine: TCP Invalid |invalid segrent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
216. 249. 107. 200|Lhited Sates |147.237.72. 166 |aka.idf.il drop SAMrul e drop 6
184.168. 27.118 |lhited Sates |147.237.72.166 |aka. idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
172.56. 7. 245 Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
141. 226.218.38 |l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 4
141. 226. 218. 38 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 3
205.197. 242. 168U ted Sates |147.237.76.86 [navy.idf.il Bad TCP sequence i’;ur:rtlcr:nsmt wth dfferent alert 3
93. 104. 215. 125 |CGer many 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
205.197. 242. 168|United Sates [147.237.76.86 [navy.idf.il Bad TCP sequence i’(;'l;:;é?smt wth different monitor (3
46. 19. 85. 186 | srael 147.237. 77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
205. 197. 242. 168|lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
104. 40. 129. 89 Net her | ands 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
158. 69. 211. 134 |lLhited Sates |[147.237.76.200|eitan. aka idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 2
109. 253. 206. 180|l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 2
158. 69. 211. 134 |lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
158. 69. 211. 134 |Whited Sates [147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
158. 69. 211. 134 |lhited Sates |147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
45. 32. 88. 120 Netherlands  |147.237.76.86 |navy.idf.il Bad TCP sequence monitor |2
104. 40.129.89  [Net herl ands 147.237.76. 200 |ei tan. aka.idf il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 2
158. 69. 211. 134 |lhited Sates |[147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
205. 197. 242. 168|lhited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or 2
104. 40.129. 89  [Net herl ands 147.237.72. 166 |aka.i df . il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 2
87.98.227. 44 Spai n 147.237.76.39 |mobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
104. 40. 129. 89 Net her | ands 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
158. 69. 211. 134 |Uhited Sates |147.237.76. 147 [chinuch. aka.idf.il |SYN Attack SYN -> SYNACK -> Ti meout noni t or 1
81.169.145.75 |Ger many 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
158. 69. 211. 134 |lhited Sates [147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
180. 97. 106. 161 |Chi na 147.237.76.198|e.yonal an.idf.il  |Geo-| ocati on enf or cenent Geo-l ocati on inbound enf or cenent |dr op 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
220. 255. 182. 164|S ngapor e 147.237.77.216|dover . i df .i | D stributed Unaut horized LRL Access on wwwidf.il/error. htm Bl ock 2
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock

207. 46. 13. 76 Lhited Sates |147.237.72.166|aka.idf.il Unhknown Paraneter catid in aka. idf.il/nain/snalinifag. aspx None
66.249.76.75  |israel 147. 237.72. 166 |aka. i df . i | ?45; rzist;u.tfg. ggf;?zrljszﬁdorﬁ QCS;?SSSM?,G or um asp B ock 1
157.55.39. 253 |lited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 102. 6. 4 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for waw aka. i df.il/ishurim B ock 1
218.101.81.89 |New Zeal and |147.237.72.166|aka.idf.il Unhaut hori zed Met hod POST for ww aka. i df . i |/ nai n/ hone/ def aul t. aspx B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to 147.237.72. 166/ ei tan/ prati ni pi rt eychayal / B ock 1
204.79. 180. 6 Lhited Sates |147.237.72.166aka.idf.il Unaut hori zed Met hod POST for wwv aka. i df.il/niluinitenpl at es/ hone. asp |Bl ock 1
66.249.66.56  |Israel 147.237.0.34 |tikshuv.idf.il m”tt ihlfsr r:uzve? dfu.lgl /Atcgr:jsatte(;/ oprof escat egory! oprol 65cal 6gory. | . 45X B ock 1
68.180. 229. 101 |[lhited Sates |147.237.76.200|ei tan. aka.idf. i[Miltipl e Unauthorized URL Access from 68. 180. 229. 101 B ock 1
204.79.180.26 |Wiited Sates |147.237.72.166|aka.idf . il Eﬂ;\:;{(:ﬂt ;q ilf}a:;ihn(;rrioﬁ? d';a;ﬁf?.;(s’:)xmov‘" UL on B ock 1
66.249. 66. 185 [l srael 147.237.76.42 |refuah.idf.il [Unauthorized URL Access to 147.237.76. 42/ 1227- he/ r ef uah. aspx B ock
68.180.230.47 |lnited Sates [147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . i |/1380- he/ dover . aspx B ock
207.46.13.76 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/main/snalinihtn/10.asp B ock 1
66.249. 69. 208 | srael 147.237.72. 166 |aka. i df . i | tnaut hori zed URL Access to Bl ock 1

147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp
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