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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
0.0.0.0

|Target Address |Site

|Signature |Device Action |Count |
147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 4
66. 249. 69. 251 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

66. 249. 64. 115 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 63
45.79.71.122 147.237.77.216 |Wnited Sates dover.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
50. 116. 123. 135 147. 237.8. 27 Lhited Sates e.nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
221.204.249.157 [147.237.72.217 |China eidf.il ET SCAN NMAP -sS wi ndow 1024 1
202. 65. 138. 2 147.237.76. 44 India e.refuah. idf.il ET SCAN NMAP -sS wi ndow 1024 1
143. 0. 115. 31 147.237.76. 44 Brazl e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
64.137.171.55 147. 237. 77. 61 Canada e.cogat.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147.237.76. 39 Lhited Sates nobi le.reitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
143. 0. 115. 31 147.237.76. 44 Brazl e.refuah.idf.il ET SCAN NMAP -sS w ndow 4096 1




09-07-2016-02:04:00 to 09-07-2016-03:04:00

|Top Attackers In FW |

At acker

ountry ‘Target Address |Ste Signature
198.54.116. 104 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 203
185. 93. 35. 22 Eéj;;”l o 147. 237. 77. 216 |dover. i cf . i | drop First packet isn't SWN drop 20
158. 69. 211. 134 |Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
158. 69. 211. 134 |Lhited Sates 147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
158. 69. 211. 134 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
158. 69. 211. 134 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
158. 69. 211. 134 |Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
158. 69. 211. 134 |Lhited Sates 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
158. 69. 211. 134 |Lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
158. 69. 211. 134 |Lhited Sates 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
158. 69. 193. 205 |Lhited States 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
158. 69. 193. 205 |Lhited Sates 147.237.76. 200 |eitan. aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
158. 69. 193. 205 |Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
158. 69. 193. 205 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
158. 69. 193. 205 |Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
158. 69. 193. 205 |Lhited Sates 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
158. 69. 193. 205 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
158. 69. 193. 205 |Lhited Sates 147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
79. 6. 206. 27 Italy 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
80. 82.24. 129 Pol and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
2.55.155.67  |Israel 147.237.77. 243 |nobi l e. i df . i Streaning Engi ne: TCP Invalid finvalid segnent retransmission | 6
Ret r ansni ssi on Packet dr opped.
37.46.41.105 |israel 147. 237.77. 226 :""‘”“ chanat z. aka. Tdf.1 |4 First packet isn't SN drop 6
158. 69. 211. 134 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert
158. 69. 211. 134 |Lhited Sates 147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert
2.53.184.37  |israel 147.237.0.19 |madimatal .idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
158. 69. 193. 205 |Lhited Sates  |147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [monitor 3
158. 69. 211. 134 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
80. 82. 24. 129 Pol and 147.237.77. 216 |dover.idf.il SYN Attack SYN - > SYN- ACK -> Ti meout noni t or 3
158. 69. 211. 134 |Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 3
75.39.97.119 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
84.229.24. 140 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
104. 40. 129. 89 |Netherl ands 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
158. 69. 193. 205 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
104. 40. 129. 89 |Netherl ands 147.237.72. 166 |aka. i df . il SYN Attack SYN - > SYN- ACK -> Ti meout noni t or 2
104. 40. 129. 89 |Netherl ands 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
104. 40. 129. 89 |Netherl ands 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
104.40.129.89 [Netherlands  [147.237.0.17 |7 kosher-kravi.1d gy At t ack SYN -> SYN-ACK -> Tineout |monitor |2
158. 69. 193. 205 |Lhited Sates 147.237.0. 19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
158. 69. 211. 134 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 2
158. 69. 211. 134 |Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 2
212.143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SWN drop 2
104. 40. 129. 89 |Net her| ands 147.237.77. 170 |naarachot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
158. 69. 193. 205 |Lhited Sates 147.237.77. 170 |na@arachot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
104. 40. 129. 89 |Netherl ands 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
158. 69. 193. 205 |Lhited Sates 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 2
104. 40. 129. 89 |Netherl ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
104. 40. 129. 89 |Net herl ands 147.237.0. 19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
158. 69. 193. 205 |Lhited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 2
158. 69. 193. 205 |Lhited Sates 147.237.77. 176 |nat pash. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
104. 40. 129. 89 |Netherl ands 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2




09-07-2016-02:04:00 to 09-07-2016-03:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
2.53.184. 37 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 24
2.53.129. 198 I srael 147.237.0.19 |madi matal . idf. i |Suspicious Response Code B ock
157.55.39.115 |thited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | mumuatkr;: ijleei? /Lfgpﬁisiﬁe;%ref at. ssp B ock 1
66.249.69.232 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vww aka. i df .il/appl e-app-site-association |B ock
45.79.71.122 Uited Sates |147.237.77.216|dover.idf.il Mil tiple Unknown HTTP Request Method from 45.79. 71. 122 B ock

207. 46.13. 10 Lhited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed LRL Access to tikshuv.idf.il/tenplates/sitenap/ B ock
68.180.229. 101 [hited Sates [147.237.76.200|ei tan. aka. i df .|| mu;r:c:r: Zﬁ: i?fif?iﬁ; ;Zs/generaueitan. s Bl ock 1
66. 249. 65. 24 | srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt Bl ock 1
45.79.71.122 Lhited Sates |[147.237.77.216|dover.idf.il Mal forned HTTP Header Line 2 B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ yonan. asp  |Bl ock 1
45.79.71.122 Lhited Sates |147.237.77.216|dover.idf.il Unknown HTTP Request Method 1 in URL B ock 1
207.46.13.142 |Uited Sates |147.237.72. 156 |anan. i df .i | m“;?g;.i izdeﬁ illjja_rrn)g‘i:(i:iii :;st oragel 1 s/ 5/ 68625 Bl ock 1
68.180.230.47 |lnited Sates [147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin waw i df . il/1399- en/ dover . aspx B ock 1
66. 249. 65. 51 I srael 147.237.77.216|dover.idf . il Mil tiple Uhauthorized LRL Access from 66.249. 65. 51 B ock 1
45.79.71. 122 Uhited Sates |147.237.77.216|dover.idf.il Mal for med URL B ock 1
173. 230. 174. 123|Canada 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from173.230.174.123  |B ock 1
66.249.76.77  |israel 147.237.72. 166 |aka. i df . i | 1D4§t ;isl;f’;;f’l(%’f;tth;; ;readtiu%iprctc:yﬁa‘;& , Bl ock 1
46.19.85. 41 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f |Bl ock 1
71.86.197.31 Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
66. 249. 65. 51 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www idf.il/1153-17287- B ock 1
45.79.71.122 Uited Sates |147.237.77.216|dover.idf.il Mil tiple Ml formed HTTP Header Line from45.79. 71. 122 B ock 1
173. 230. 174. 123|Canada 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.il/mai n/kapat z/ def aul t. aspx |Bl ock 1
66.249.76.112 |Israel 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 76. 112 B ock 1
66.249.64. 108 |Israel 147.237. 77. 176 @t pash. i df . i | V\u;\:/a\zuct:ggarttl .Zie; L|‘IQI; u)i(;‘?‘zlsismE gr mat i on/ i dkoni i pages/ xasdf af . aspx Bl ock !
80. 82. 24. 129 Pol and 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for www aka. idf.il/edimitheproj/theproj.asp |B ock 1
66.249. 69. 208 | srael 147.237.72. 166 |aka. i df . i | ﬂ?”;g;’”?;efegﬁ; dip:ﬂcleisl; ;r(;/ general doc. asp Bl ock 1
45.79.71.122 Lhited Sates |147.237.77.216|dover.idf.il Mil tiple Mal formed LRL from45. 79. 71. 122 B ock 1
185.32.179.30 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.76.112  [Israel 147.237. 72. 166 |aka. i df . i | m”;i‘;rii;e_?lfmff?ﬁizm;fappl - app-si t o ass0ci at | on B ock 1
66.249. 64. 224 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ si p_st orage/ fil es/ 4/ 444. doc |B ock 1
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