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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site
218. 92. 147. 81 Chi na

|Signature |Device Action |Count |
147.237.77. 227 e hanaz.idf.il JLMPurple Con Limt_Tcp drop 1
94.102. 56. 181 Net her | ands 147.237. 76. 202 e halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

62. 210. 148. 247 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
. L SERVER- APACHE Apache nmod_ssl non-SSL connection to SSL
139. 162. 189. 81 [147.237.72.166|Whited Sates |aka.idf.il ) : — 4
port denial of service attenpt
46.120.122.219 |147.237.72. 166 I srael aka.idf.il Xenu Link S euth User Agent 2
91.121.184. 8 147.237. 72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
45.79.71.122 147.237.0.34 [lnited Sates |tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
66. 249. 64. 8 147.237.77.74 |Wnited Sates  [lawidf.il ET SCAN NVAP -sA (2) 1
195. 16. 127. 148 |147. 237. 76. 148 gj;:lnim gacenter. aka. i df . i | ET SCAN Potential SSH Scan 1
195. 16. 127. 148 |147. 237.0. 19 ?ég;;m nedi matal .idf.il ET SCAN Potential SSH Scan 1
191, 109. 107. 236|147 237 0.33  |col onbi & il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
T T ' Gonnections, Potential Scan or Brute Force
104.232.98.38 |147.237.77.205|lhited Sates  |prishaidf.il ET SCAN NMAP -sS wi ndow 4096 1
104.232.98.38 |147.237.77.205|Uhited Sates  |prishaidf.il ET SCAN NVAP -f -sS 1
91.224.160. 106 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net
58.140. 165. 41 |147.237.76.34 KO8 RePWDIIC | by o i il _ _ y 1
of Gonnections, Potential Scan or Brute Force
195. 16. 127. 148 |147. 237. 76. 39 gj;:lnim nobi | e. el tav. i df. il ET SCAN Potential SSH Scan 1
195. 16. 127. 148 |147.237.0. 17 ?ég;;m mny- kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
178. 220. 165. 231|147. 237. 76. 199 e.nakchal .idf.il ET SCAN NVAP -sS w ndow 3072 1
139.59. 4. 16 147.237.76. 86 |9 ngapore navy. i df.il ET SCAN Potential SSH Scan 1
104.232.98.38 |147.237.77.205|thited Sates |prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
91.224.160. 106 |147.237.76.38 [Netherlands eeneitav.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
188. 58. 19. 62 Tur key 147.237.77. 216 |dover.idf.il dr op SAMrule drop 8175
198.54.116. 104 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 654
139. 162. 234. 253|lLhited Sates [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 17
139. 162. 234. 253|Lhited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN ACK -> Ti neout noni t or 16
139. 162. 234. 253|Lhited Sates |147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 16
139. 162. 234. 253|lLhited Sates [147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 16
139. 162. 234. 253|lhited Sates |147.237.76.30 [|hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 15
139. 162. 234. 253|Lhited Sates |147.237.76. 147 |chi nuch. aka.idf. il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 15
139. 162. 234. 253|lLhited Sates [147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 15
139. 162. 234. 253|Lhited Sates |147.237.76.39 |nobile neitav.idf.il SYN At tack SYN -> SYN ACK -> Ti neout noni t or 15
79. 6. 206. 27 Italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
139. 162. 234. 253|lLhited Sates [147.237.77. 170 |naarachot.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
139. 162. 234. 253|Lhited Sates |147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 7
80. 82.24. 129 Pol and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
139. 162. 234. 253|United Sates [147.237.77. 226 :"”‘WCha”mZ' aka.1dr-1 1oy At ack SYN -> SYN-ACK -> Timeout  |monitor |7
191.176.14.88 |Brazil 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 7
139. 162. 234. 253|lhited Sates [147.237.72. 167 |ishurimaka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
139. 162. 234. 253|lhited Sates |147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
139. 162. 234. 253|lhited Sates |147.237.77.176 |natpash.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
139. 162. 234. 253|Lhited Sates [147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
139. 162. 234. 253|lhited Sates |147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
185. 32.179. 228 |l srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
139. 162. 236. 251 |Wnited Sates [147.237.8.24 e lifestyleidf.il Geo- | ocati on enf or cenent ﬁfo'r ggr‘;‘:n?” I nbound drop 6
139. 162. 234. 253|Lhited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
139. 162. 234. 253|lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
139. 162. 234. 253|lhited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
139. 162. 234. 253|lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 6
139. 162. 234. 253|Lhited Sates [147.237.77.233|atal.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
139. 162. 234. 253(hited Sates [147.237.0.17 [V kosher-kravi.id |qyN At t ack SYN -> SYN-ACK -> Timeout  |monitor |5
158. 69. 211. 134 |lhited Sates |147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
158. 69. 211. 134 |lLhited Sates [147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
185. 120. 124. 49 |l srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 4
158. 69. 211. 134 |lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
68.33.90.133  |Wnited Sates |147.237.77.243|nobile idf. il Streaning Engine: TCP Invalid finvalid segnent retransnissi on, drop 3
Ret r ansn ssi on Packet dr opped.
191.176. 14. 88 Brazil 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
158. 69. 211. 134 |lLhited Sates [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or
37.26.148.160 |lsrael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
191.176.14.88 |Brazil 147.237.77. 233 |atal i of .i Bad TCP sequence wﬁtﬁ;ggzl;gth moni tor |3
185.32.179. 70 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
158. 69. 211.134 |lhited Sates |147.237.76.31 |[nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
158. 69. 211. 134 |lhited Sates |147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
192.169.7.223 |wited Sates [147.237.76. 202 [e. hal ag.iof .1 Geo- | ocati on enf or cenent ﬁ?o'r ggr‘;‘:n?” I nbound drop 3
187.61.110. 201 |Brazil 147.237.77. 212 |e. dover. i df . Geo- | ocati on enf or cenent Sﬁfolr Sziimon I nbound drop 2
86. 90. 205. 80 Net herl ands  |147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
24.0.111.69 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
157.55.12.74  |wited Sates [147.237.76.200|eitan aka idf.il Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 2
Ret r ansni ssi on Packet dr opped.
158. 69. 211. 134 |lhited Sates |147.237.76.30 [|hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
158. 69. 211. 134 |[Lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
79.178.208. 122 |l srael 147.237.72. 166 |aka. i df.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
2.53.184. 37 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 13
45.79.71.122 |lhited Sates [147.237.0.34 |tikshuv.idf.il |[Distributed Unknown HTTP Request Method B ock 2
207.46.13.93 [Wited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/error.htm B ock 2
176. 13. 238. 165 [l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
45.79.71.122 |hited Sates [147.237.0.34 |tikshuv.idf.il [Dstributed Malformed URL B ock 2
80.82.24.129 |Pol and 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for ww aka.idf.il/edinmtheproj/theproj.asp  [B ock 1
46. 19. 86. 44 | srael 147.237.0.34 |tikshuv.idf.il Unknown HTTP Request Met hod akpot nt 1yugp5 in URL B ock 1
196. 207. 44. 209 |South Arica |147.237.72.166|aka. i df .i | mu;;v“;;';rii dzf?l'/wn;hg/dgiﬁifncf’:}rmi on. asp Bl ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | o] o ;rea(iitmﬂ_piﬁ(gscshac;r;l / Bl ock 1
139. 162. 189. 81 |Uhited Sates |147.237.72.166|aka. i df .i | ?msléﬂfgg&éjcéﬂ_ﬁqs‘;ss' ons from 139, 162.189. 81 (Protocol violation ..o 1
46.120. 122. 219 |I srael 147.237.72. 166 |aka. i df . i | m”;li‘;rii dzf‘ijlyan;:‘s/dkaf:t\zlfc‘;t actus. aspx Bl ock 1
207.46.13.57 |Wited Sates |147.237.72.166(aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
68.180.230. 47 |lhited Sates |147.237.77.216|dover.idf.il Par aneter Type M ol ati on PageNumin waw i df . i|/1399- en/ dover . aspx B ock 1
45.79.71.122 |lnited Sates [147.237.0.34 |tikshuv.idf.il |Malforned HTTP Header Line 1 Bl ock 1
139. 162. 189. 81 |Lhited Sates |147.237.72. 166 |aka. i df . i | %&ﬁﬁ?ﬁ{ﬁﬁfg Frotocol violation None 1
66.249. 64. 116 |l srael 147.237.77. 176 |nat pash. i df . i | m“iggét'_zﬁﬁ,ﬁuﬁifﬁffnft;mi on/ news pages) agri Gat . aspx Bl ock 1
71.86.197.31 [nited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to www i df . il/894-en/ i df gdover. aspx B ock 1
45.79.71.122 |lnited Sates [147.237.0.34 |tikshuv.idf.il |Mitiple Mlformed HTTP Header Line from45.79.71. 122 B ock 1
139. 162. 189. 81 |Lnited Sates [147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to / B ock 1
66.249.65.53 |[lIsrael 147.237.77.216|dover.i df . i Lhaut hori zed URL Access to vww i df.il/894-ar/ dover. aspx/ B ock 1
77.139.100. 37 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wwu aka. i df . i|/mai n/ har edi migeneral . aspx [B ock 1
46. 19. 86. 44 I srael 147.237.0.34 |tikshuv.idf.il [Malformed LR Bl ock 1
66.249.76.75 |lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ ei t an/ t muna/ B ock 1
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