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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 3
66. 240. 192. 138 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List dr op 1
80. 82. 78. 27 Net her | ands 147.237.76. 148 gocenter. aka. i df.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address Attacker Qountry Ste Signature

208. 100. 26. 228 147. 237.0. 35 Lhited Sates akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
163.172.169. 150 [147.237.0.16 Uni ted Ki ngdom ny- kosher - kravi .i df . i ET SCAN NVAP -sS w ndow 1024 1
54.196. 69. 137 147.237.0.15 Lhited Sates kosher-kravi .idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
163.172.169. 150 |147.237.77.179 |United Ki ngdom e nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 158. 203. 196 147.237.72. 14 Net her | ands dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Acti on ‘Count
188. 58. 19. 62 Tur key 147.237.77. 216 |dover.idf.il dr op SAMrule drop 5798
142. 30. 16. 67 Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor |45
92.241. 34.10 Jordan 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 43
S ream ng Engi ne: TCP i i ssi
217.132.99.86 | srael 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine. 1 Inval i d segnent retransmssion. |, 36
Inval i d Retransni ssion Packet dr opped.
141. 0. 15. 128 Nor way 147.237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> RST nonitor |20
64.113.177.150 |lLnited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor (14
84.220.82.73  |Israel 147.237.77. 234 |hal ag. i o . i Bad TCP sequence SN retransmt with different opyiior |11
w ndow scal e
109. 253. 136. 22 |Israel 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 10
46.19.85. 4 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [alert
46.19.85. 4 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor
o SYNtAXK retransmt with )
46.19.85.4 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence di fferent vi ndow scal @ monitor |9
46. 19. 85. 217 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 217 I srael 147.237. 77. 216 |dover.i df . i1 Bad TCP sequence Invalid ACK nunber alert
154.121.5.244 |Ageria 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
46.43.122. 122 g";'cisgi'géa” Tertitoy 147 237. 77. 176 |nat pash. i of . | drop First packet isn't SWN dr op 5
154.121.5.244 |Ageria 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber mnitor |4
154.121.5.244 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
141. 0. 14. 210 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |4
154.121.5.244 [Ageria 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |4
195. 239. 16. 53 |Russian Federation |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
185. 120. 124. 49 |l srael 147.237.72. 166 |aka. i df . i | drop First packet isn't SN drop 4
Sreamng BEngi ne: TCP i i ssi
46.19.86.186  |Israel 147.237. 77. 243 |nobi l e.i df .1 mng tngihe- 1 Invalid segment retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Sreamng BEngi ne: TCP i i Ssi
109. 253, 245. 246 | srael 147.237.77. 243 |robi L e. i of .1 mng thgine. Invalid segnent retransmssion. | ., 3
Invalid Retransnission Packet dr opped.
142.30.16.67 |canada 147.237.76.86 |navy.idf.il Bad TCP sequence i’:ur:rt‘égnsmt wthdifferent o 3
S reamng Engi ne: TCP i i ssi
82.166.235.55 |Israel 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 2
Inval i d Retransm ssi on Packet dr opped.
46.117.105. 230 |[lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |2
142.30.16.67  |Canada 147.237.76.86 |navy.idf.il Bad TCP sequence i’:ur:rt‘égnsmt wthdfferent | o itor |2
176.31.71.157 |France 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
84.229.39.100 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
176.31.71.157 |France 147.237.77. 226 V‘l"‘l"“ chanatz. aka. 10 |oyN At ack SYN -> SYN-ACK -> RST monitor |2
142. 30. 16. 67 Canada 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |2
176.31.71. 157 |France 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST nonitor |2
187.227.214.90 |Mexico 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST mnitor |2
2.53.171.87 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST mnitor |2
176.31.71. 157 |France 147. 237. 77. 170 |mmar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
46.19. 85. 71 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
176.31.71.157 |Fance 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |2
187.227.214. 90 |Mexi co 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout [nonitor |2
176.31. 71. 157  |France 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |2
176. 13. 8. 236 | srael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 2
154.121.5.244 |Ageria 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber alert 2
176.13.21.123 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
85.65.6.213  |Israel 147.237.77. 226 |} " chamatz.aka.1df 1pad TGP sequence Inval i d ACK nunber moni tor |2
176.31.71.157 |France 147.237.77. 234 |halag.idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |2
46.19. 85. 13 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
37.26.148.146 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST mnitor |2
176.31.71.157 |France 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |2
Streamng Engi ne: TCP Invalid segnent retransnission
207. 46. 13. 10 Lhited Sates 147.237.77. 234 |hal ag.i df . i1 . . " |dro 2
ag Inval i d Retransm ssi on Packet dr opped. P
46.19.85.4 | srael 147.237.72. 166 |aka.idf il drop First packet isn't SN drop
185. 3. 147. 90 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
109. 253. 136. 64 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 87
185.32.179. 184 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
109. 253. 245. 235]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
46. 19. 86. 252 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
- - Unhaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ 11 es/ 1/ 64381 pf B ock 1
79.182.112.210 [Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1407-he/ at al . aspx B ock 1
46. 19. 86. 186 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
66. 249. 76. 79 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi mi yoran/ enl ar ge. asp |Bl ock 1
190. 238.207. 11 |PFeru 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df . i |/ mai n/ hone/ def aul t. aspx |Bl ock 1
83. 130. 64. 253 | srael 147.237.77.216|dover. i df . i | Lhaut horized URL Access to www idf.il/https:/wwidf.il/ B ock 1
157.55.39. 115 |Uited Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/error. htm B ock 1
68.180.230.47 [lnited Sates |147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . i|/1398-en/ dover . aspx B ock 1
213.151. 35. 214 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for aka.idf.il/giyus/ Bl ock 1
84.229.82.73 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f [Bl ock 1
. . Unaut hori zed URL Access to
66.249.65.24  [Israel 147.237.77. 216 (dover. i df . il 147.237. 77, 216/ 1133- 21998- he/ i df gdover . aspx B ock 1
] - - Unaut hori zed Met hod PCBT for
172. 98. 84. 95 Wited Sates [147.237.72.166|aka.idf.il v aka. i df i |/ nai v dr ushi nd gener al . aspx B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.230. 161 [Lhited Sates [147.237.76.31 |nakchal .idf.il | = "0 = S 31117 hel nakhal . aspx B ock 1
87.68. 11. 255 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/mai n/gi yus/ general . aspx B ock 1
. . Unhaut hori zed URL Access to
66.249. 69. 246 |l srael 147.237.72.166 |aka. i df . il 147. 237.72. 166/ chi nuch/ gal | ery/ showpi ct ur e. asp B ock 1
. . . Uhaut hori zed URL Access to
183. 160. 115. 123|Chi na 147.237.77. 176 |nat pash. i df . i | v cogat . i df i |/ 1819- he/ i df g. aspx/ t r ackback/ Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.139.73.200 |France 147.237.72.166 |aka. i df . il wiww aka. i of . i |/ nai v/ gi yus/ general . aspx None 1
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