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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
182. 140. 221. 144 Chi na 147.237.76. 177 ncore.idf.il JLM Under At tack_Con_Tcp drop 2
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
185. 128. 40. 162 Sntzerl and 147.237.76. 198 e.yohal an.idf.il|B ack List drop 1
79.181. 6. 84 | srael 147.237.72. 156 anan. i df.il B ack List drop 1
115. 230. 125. 146 Chi na 147.237.76. 197 e hinush.idf.il |JLM Under Attack Con Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il [Cl1000074: HITP. najestic bot Per nit 2
149. 56. 229. 17 Lhited Sates 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

62.210. 113. 183 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
45.79.71. 122 147.237.0.34 |nited Sates  |tikshuv.idf.il  [WEB- M SC Chunked- Encodi ng transfer attenpt 2
46.120.122.219 |147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 2
45.33.74. 124 147.237.77.61 |lhited Sates e.cogat.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 2
deni al of service attenpt
195. 88. 208. 193 [147. 237. 77. 170 gzzi;'}m nearachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
140. 114. 91. 34 |147. 237. 76. 200 [Tai wan eitan.aka.idf.il |[ET SCAN Potential SSH Scan 1
140. 114. 91. 34 |147. 237. 76. 147 |Tai van chinuch. aka. i df .iI|[ET SCAN Potential SSH Scan 1
140. 114. 91. 34  |147.237.76. 38 [Tai wan eemeitav.idf.il |ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 76. 30 [Canada hi nush. i df i1 ET SCAN NMAP -sS wi ndow 3072 1
196.47.173.21 [147.237.76.42 |Qte Dlvoire refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
195. 88. 208. 193 |147. 237.77. 176 23::;'}0'1 natpash.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
176. 47.117. 208 |147.237.77.216|Sudi Arabia dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
140. 114. 91. 34  |147. 237. 76. 198 |Tai wan e.yonalan.idf.il |ET SCAN Potential SSH Scan 1
140. 114.91. 34  |147.237.76.86 |Tai van navy.idf.il ET SCAN Potential SSH Scan 1
140.114.91. 34  |147.237.0.33 [Tai wan idf.il ET SCAN Potential SSH Scan 1
62.210. 113. 216 |[147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
196.47.173.21 |147.237.76.42 |Qte Dlvoire refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry |Target Address [Ste Signature Acti on ‘Count
188.58.19.62  |Turkey 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 5584
198. 54. 116. 104 |United Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor  |375
92.23.161. 143 |United Ki ngdom 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nmonitor 217
69. 113. 220. 228 |Lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [nonitor 129
142.30.16.67 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[monitor |85
64.237.228. 207 |Puerto R co 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nmonitor 65
151.11.56.80 |[ltaly 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [monitor |60
151.101. 12. 80 |Uhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 19
198.27.89. 148 |lhited Sates 147.237.76.30 |[himush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 16
198. 27.89. 148 |lhited Sates 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [nonitor 15
198.27.89. 148 |lLnited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor 14
198.27.89. 148 |lhited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 14
198.27.89. 148 |Wited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor 13
198.27.89. 148 |lLnited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor 13
198.27.89. 148 |lhited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 12
S ream ng Engi ne: TCP i i SSi
2.53.57.107  |Israel 147.237.72. 167 |i shuri maka. i df . i mng tngine: ! Inval i d segnent retransmssion. |, 12
Inval i d Retransnission Packet dropped.
. . . SYNWACK retransnit with .
46.19. 86. 44 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence di Fferent wi ndow scal e noni t or 12
198.27.89. 148 |lhited Sates 147.237.76.39 |mobileneitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 11
185. 87. 183. 54 'Rfﬁbl:ilzi"'c 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber moni tor |11
Iran, Islamc . . SWretransmit wth different
185. 87. 183. 54 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence alert 9
Pal esti ni an . . .
185. 6. 59. 161 ) ) 147. 237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |9
Territory, Gecupi ed
S reaning Engi ne: TCP i i ssi
85.64.246. 213 |Israel 147.237.76. 200 |ei tan. aka. i of . mng Engine. Invalid segnent retransmssion. fq . 8
Inval i d Retransm ssion Packet dropped.
Iran, Islamc . . SWretransmt wth different .
185. 87. 183. 54 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence monitor |8
. . SYNretransmt wth different .
82.166. 27.176 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence vi ndow scal e noni t or 8
82.166. 27. 176 |Israel 147.237.77. 234 |hal ag. i of .| Bad TCP sequence SiNretransmt wih different |00 g
w ndow scal e
192. 99. 207. 133 |Canada 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
46. 19. 86. 30 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
S rean ng Engi ne: TCP i i Ssi
46.19.86.253  |Israel 147. 237.77. 243 |mwbi l e, i f . i mng tngine: Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
192. 99. 207. 133 |Canada 147. 237. 77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [monitor |5
185. 87. 183. 54 'Féx'b”'i';”"c 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |5
192. 99. 207. 133 |Canada 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Timeout [nonitor 5
192. 99. 207. 133 |Canada 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [monitor |5
192. 99. 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Timeout [nonitor 5
213.57.45.108 |[lsrael 147.237.72. 156 |anan.idf .il dr op First packet isn't SYN drop 5
37.26.149. 243 |Israel 147. 237. 72. 156 |anan. i df .| SYN Attack SYN -> SYN-ACK -> RST mnitor |5
142.30.16.67 |Canada 147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘uree;(;:”smt wthdifferent ot 4
192. 99. 207. 133 |Canada 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [nonitor 4
46. 19. 86. 44 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |4
192. 99. 207. 133 |Canada 147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |4
46.19.85.173  |israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |4
192. 99. 207. 133 |Canada 147.237.0. 17 ;”I”I” kosher-kravi.id |oyn af t ack SYN -> SYN-ACK -> Tineout |monitor |4
192. 99. 207. 133 |Canada 147.237.77. 226 :’7’“"‘ chanat z. aka. i df - |y At t ack SYN -> SYN-ACK -> Tinmeout |monitor |4
85. 65. 45. 80 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor 4
192. 99. 207. 133 |Canada 147.237.0.19 |nadi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |4
192. 99. 207. 133 |Canada 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |3
85. 64. 207. 238 |l srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor 3
192. 99. 207. 133 |Canada 147.237.76.30 |[himush.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |3
85. 65. 103. 240 |[lIsrael 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 3
192. 99. 207. 133 |Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout |monitor 3
192. 99. 207. 133 |Canada 147. 237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 250 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 83
109. 253. 210. 1521 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 55
176.13. 240. 44 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 55 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
62. 128. 48. 84 | srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/ Bl ock 2
82.166.27.176 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
45.79.71.122 Lhited Sates [147.237.0.34 |tikshuv.idf.il Mil tiple Ml formed HTTP Header Line from45.79.71. 122 Bl ock 1
66. 249. 69. 208 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ prati mipi rteychayal / |Bl ock 1
: . . . Unaut hori zed URL Access to
207. 46. 13. 68 Lhited Sates |[147.237.77.243|nobi l e.idf.il nobi | e. i df i 1/ cat eqoryt enpl at es/ | st chi | dsubcat egori es/ 1423 B ock 1
84.229.39.100 |Israel 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
] . . D stributed Unaut hori zed Method for Known URL on
66.102. 6. 21 Lhited Sates |147.237.72.166aka.idf.il v aka. i df . i | / i n/ sachar / vi ewpaysl i p. aspx B ock 1
45.79.71.122 Lhited Sates |147.237.0.34 |[tikshuv.idf.il [Miltiple Miformed URL from45.79.71. 122 B ock 1
. . Unaut hori zed URL Access to
66.249.69.216 [lsrael 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p st orage/ i 1 es/ 1/ 60881 pf B ock 1
. . D stributed Unaut hori zed URL Access on
46. 19. 86. 73 I srael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1501- he/ at al . aspx B ock 1
207.46.13.111 |hited Sates |147.237.72.166|aka.idf .il Uhknown Paraneter docid in aka.idf.il/main/sachar/klali.aspx None 1
87.68. 27. 89 I srael 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx B ock 1
66.102. 9. 30 Lhited Sates |147.237.72.166aka.idf.il Uhaut hori zed Method PCST for ww aka. i df .il/mai n/ hone/ defaul t.aspx |B ock 1
45.79.71.122 Lhited Sates |[147.237.0.34 [tikshuv.idf.il [Miltiple Unknown HTTP Request Method from 45.79. 71. 122 B ock 1
185.32.179.15 |Israel 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Uhaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166 port al m | ui it enpl at es/ i nner . asp B ock 1
46.117. 160. 213 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
89. 139. 185. 249 |Israel 147. 237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in None 1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
: : Uhaut hori zed LRL Access to
66.249.64. 112 [Israel 147.237.77. 176 |mat pash. i df . i | Wi cogat i o i 1/ usef ul i nf or nat i ony pages/ r eport s. aspx B ock 1
185. 159. 37. 6 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 185. 159. 37. 6 Bl ock 1
66. 249. 76. 79 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi i yonan/ yonan. asp  |B ock
. . Unaut hori zed Met hod HEAD for
46.120.122. 219 |Israel 147.237.72. 166 [aka. i df . i | Wi aka, i of i1 /il Ui it enpl at es/ i nner . asp Bl ock 1
109. 66. 4. 57 I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw aman. i df.il/https:/wuw aman.idf.il/ B ock 1
66. 249. 66. 142 |Israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to waww anan. i df.il/nodiin/ general B ock 1
46.19. 85. 55 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
198. 20. 87. 98 Lhited Sates |[147.237.72. 156 |anan. i df .il Unaut hori zed URL Access to 147.237.72. 156/ robot s. t xt B ock 1
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