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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
79.181.161. 77 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
177.222. 227. 56 B azi 147.237. 76. 148 ggcenter.aka.idf.il |JLM Under Attack_Con_Tcp drop 1
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
185.94.111.1 Russi an Federation 147.237.76. 30 hi nush. i df .i | B ack List drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
185. 128. 40. 162 Sni t zerl and 147.237. 76. 34 yohal an.idf.il B ack List drop 1
185. 128. 40. 162 St zerl and 147.237.76. 44 e.refuah.idf.il B ack List drop 1




09-06-2016-22:04:06 to 09-06-2016-23:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
91. 200. 12. 47 kr ai ne 147.237.77.233 |atal .idf.il |Cl000016: HITP. adninistrator in LR Per nit 8
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot Per nit 2
94. 154. 239. 69 Wkrai ne 147.237.77. 216 dover.idf.il [CL000074: HTTP. najestic bot Per it 2
162.210.196.100 [Lnited Sates 147.237.77.216  |dover.idf.il| |CLO00074: HTTP. majestic bot Per mit 2
123.125. 125. 80 Chi na 147.237.72. 166 aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|9te |Signature |Count\
66. 249. 64. 14 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 23
188. 58. 19. 62 147. 237. 77. 216 [Tur key dover.idf.il ET VB SERVER LA C Javascri pt DDoS | nbound 2
62.210.113. 183 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
62.210.38.242 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
94.102.48.195 [147.237.77.61 |[Netherlands e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.50 [147.237.77.235|kraine svivaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
177.200.192. 50 |[147.237.8.50 |Brazil e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
64.137.171.55 |[147.237.76.42 |Canada refuah.idf.il ET SCAN Potential SSH Scan 1
176.13. 14. 195 |147. 237 77. 216 |1 s el dover i df il ET DC5 Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack

117.21.248.87 |147.237.76.34 [China yohal an. i df il ET SCAN Potential SSH Scan 1
61.240. 144.65 |147.237.77. 226 |Chi na ww chanat z. aka. i df . il [ET SCAN Pot ential VNC Scan 5800- 5820 1
117.21.248.87 |147.237.72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
61.240.144. 65 [147.237.76. 197 |Chi na e. hinush. i df .i ET SCAN Potential VWNC Scan 5800- 5820 1
109. 60. 153. 178 |147. 237. 77. 19 ?ég:;;m I awforumi df. i1 ET SCAN NVAP -sS wi ndow 1024 1
218. 205. 151. 198(147. 237. 77. 178 |Chi na e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 2048 1
61.240.144.65 [147.237.0.33 |China idf.il ET SCAN Potential VNC Scan 5800- 5820 1
106. 120. 209. 153|147. 237. 77. 178 [Chi na e. nat pash. i df . i1 ET SCAN NVAP -f -sS 1
208. 100. 26. 228 |(147.237.77.212|Wited Sates e.dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46.172.71.251 |147.237.76.34 |Wkraine yohal an. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
94.102.52. 71 147. 237. 76. 201 |Net her | ands e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228 [147.237.77.176|Whited Sates nat pash. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
5. 255. 90. 133 147.237.76.39 [Netherl ands nobi | e. nei tav. idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |[147.237.77. 235 |krai ne sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
177.200.192. 50 |[147.237.8.50 |Brazil e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
177.200. 192. 50 |147.237.8.50 |[Razil e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
64.137.171.55 [147.237.0.19 [Canada nadi matal .idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |147.237.76.30 |China hi nush. i df . il ET SCAN Potential SSH Scan 1
61.240.144.65 [147.237.77.19 [China | awforumidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
117.21.248.87 |147.237.72.14 |China dover.idf.il(old) ET SCAN Potential SSH Scan 1
61.240.144. 65 [147.237.72. 156 |Chi na aman.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
106. 120. 209. 153|147. 237. 77. 178 |Chi na e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
218. 205. 151. 198|147. 237. 77. 178 |Chi na e. mat pash. i df .il ET SCAN NVAP -f -sS 1
46.172.71.251 |147.237.76. 202 |krai ne ehaagidf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 167. 6. 84 147.237.8.27 |wnited Sates e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228 |(147.237.77.212|Wited Sates e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237.76. 44 |Netherl ands e.refuah. idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
188.58.19. 62  |Turkey 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6894
188.58.19.62  |Turkey 147.237.77. 216 |dover.idf.il drop drop 333
192, 223.31. 132 |Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 63
79.181.97.228 |Israel 147.237.77. 233 |atal i df il Bad TCP sequence SNretransmt with different oo [32
w ndow scal e
176.13.239.9 | srael 147.237.72. 167 |i shurimaka. i df . il drop First packet isn't SYN drop 22
5.22.134.166 |lIsrael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |18
188. 58. 19. 62 Tur key 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
109. 64.99.62  |[Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
109. 65. 181. 168 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
176.13.239.9 |[Israel 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout [nonitor 13
s SYNtACK retransmt wth .
176.13.239.9 |[Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence different vi ndow scal e rmoni t or 13
Sreanming Engine: TCP Invalid i i SSi
46.19.85.164 |Israel 147. 237.77. 243 |nobi l e. i f . | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
192.223.31. 132 |Wited Sates  |147.237.76.86 |navy.idf.il Bad TCP sequence SZ';J:;;:"S”“ Wth different aert 12
192.223.31.132 |ited Sates  [147.237.76.86 [navy.idf.il Bad TCP sequence iz'l:eetncr:nsmt wehdfferent — oonitor |12
. s SN retransmit wth different .
79.182. 111. 167 [l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence wi ndow scal e rmoni t or 11
185.87. 183,54 [L1AM 1S1AMC 4147 937 76.86 |navy.idr. i1 Bad TCP sequence SNretransmt with different —opiior |10
Republ i ¢ of sequence
Iran, Islamc R . )
185. 87. 183. 54 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber rmoni t or 9
Sreanming Engine: TCP Invalid i i SSi
2.53.163.18  |israel 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
213.151.53. 48 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreanming Engine: TCP Invalid i i Ssi
37.26.147.181 |Israel 147.237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. g, 9
Ret ransmi ssi on Packet dropped.
46.19.85.241 |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |9
Sreanming Engine: TCP Invalid i i ssi
207.46.13.68 |Wited Sates  |147.237.77.243|nobile idf il 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dropped.
Iran, Islamc . . SYNretransmit wth different
185. 87. 183. 54 Republ i ¢ of 147.237.76.86 |navy.idf.il Bad TCP sequence sequence alert 9
197. 48. 224. 19 |Egyypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
197. 48.224.19 |Egypt 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence Inval i d ACK nunber rmoni t or 8
46.19.85.205 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |8
46.19.85.241  |[lIsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber alert 8
46.19.85.205 |[lsrael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid sequence nunber monitor |8
185. 87. 183. 54 :é;mubl:z'&m“c 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |8
46.19.85.205 |lsrael 147.237. 77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout alert
79. 178. 169. 246 |l srael 147.237.72. 166 |aka. i df . i | drop First packet isn't SN drop
46.19.85.205 |lsrael 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46.19.86.204  |Israel 147.237.77. 226 [} chamatz. aka.idf 1paq TCP sequence Inval i d ACK nunber monitor (8
192. 223.31. 132 |Lnited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert
46.19.85.205 |[lsrael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert
46.19.85.47  |Israel 147.237.77. 216 |dover. i df . Bad TCP sequence SYNHACK retransmt with monitor |6
different w ndow scal e
46. 19. 85. 10 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor 6
Sreaning Engine: TCP Invalid i i Ssi
66.249.76.73 |Wnited Sates  |147.237.0.19 |nadimatal.idf.il 9 =g Invalid segnent retransmssion. g, 6
Ret ransni ssi on Packet dropped.
95. 35. 95. 46 | srael 147.237.72. 166 |aka.idf .i | drop First packet isn't SN drop 6
46. 19. 86. 67 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber monitor |5
198. 27.89. 148 |lnited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
197.48.224.19 |Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
192.223.31.132 |Lhited Sates  |147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |5
198. 27.89. 148 |lnited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
. . SYNtACK retransmit wth .
197. 48.224.19 |Egypt 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence di fferent vi ndow scal 6 rmoni t or 5
198.27.89. 148 |lhited Sates 147.237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
198. 27.89. 148 |lnited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 86. 67 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
198.27.89. 148 |lhited Sates 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
198. 27.89. 148 |Lhited Sates 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Tineout [nonitor 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
199. 243. 180. 70 |Canada 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for ww aka. i df.il/giyus/ ganda/ def aul t. asp B ock 9
46. 19. 86. 56 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
46. 19. 85. 254 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
85. 65. 42. 202 I srael 147.237.77.216|dover.i df . il Ostributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 4
80. 246. 137. 138 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt : cl’r(;fz'f? , Cu;eggrcﬁi?ptl e/l st chi | ddocument s/ 1071 Bl ock 4
213.57.59. 50 I srael 147.237.72. 156 [aman. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 4
79.180. 167. 174 |l srael 147.237.72.166|aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/4/ B ock 3
37.26.147.181 [Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 151 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
80.246.138.98 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt : ?r(;f?? , g;esgrcﬁziptl e/l st chi | cdocument s/ 1362 Bl ock 3
84.108. 25. 59 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
64.62.219.167 |lhited Sates |147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 2
46. 19. 85. 164 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 2
2.53.163. 18 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
89. 139. 185. 249 |Israel 147.237.72. 166 |aka. i df . i | mar:;:ri de'aidl /C"r:a)i'n\fsoéca;;??f Oirgot pessvord, s None 2
64.62.219.148 |Wited Sates |147.237.77.216|dover.idf.il Dstributed Wnaut horized URL Access on waw i df.il/error. htm B ock
77.138.107.34 |France 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None

79.180. 167. 174 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 79. 180. 167. 174 B ock

66. 249. 69. 246 I srael 147.237.72. 166 |aka. i df . i | l‘ﬂ?“;g?”?;efeéﬁ‘l :Cmfreests/ g;acl)l ry/ showpi ot r e asp Bl ock 1
109. 65. 167.53 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
46.121.228. 3 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
5.28.174.106  |Israel 147.237. 72. 166 |aka. i df . i | cknoun Parareter s—ac\:ar%@mgp; et o 25 None 1
73.22.155. 10 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsitel/english/ B ock 1
89.237.101. 124 |France 147.237.72. 166 [aka. i df . i | Wnt raceabl e SSL Sessi ons: (pen Mbde None 1
64.62.219.163 |Wited Sates |147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
77.138.255.16  |France 147.237.72. 166 |aka. i df . i | mu;grii jfe.di I“ﬁ:ﬂ?‘?jgm/ ;gtr]ash/sheel on. aspx B ock 1
66.249. 69. 250 |l srael 147.237.72. 166 [aka. i df . i | 1D4S7t ;‘;;Lftff_ fgg%?%sz/idoﬁf 22‘;71?&'} or um asp Bl ock 1
141. 226. 218. 113|I srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mvde None 1
85. 65. 117. 89 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
64. 62. 219. 75 Uhited Sates |147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
79.181.97.228 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
207.46.13.111 |lhited Sates |147.237.72.166aka.idf.i | Unknown Paraneter docid in aka.idf.il/main/snalinishowbi g. aspx None 1
77.138.36.226 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for ww aka.idf.il/ishurim B ock 1
91. 200. 12. 47 kr ai ne 147.237.77.233|atal .idf.il PHP Attenpt B ock 1
79.178.169. 246 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76.75  |Israel 147. 237. 72. 166 |aka. i df . i | i ;227;?33:/?0% 22;73510(\’; or um asp Bl ock 1
148.251.2.180 [Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for waw aka. i df.il/brothers/skira/ defaul t.asp |B ock 1
87.70.61. 82 | srael 147.237.72. 156 [aman. i df . i | m;;l_tiegf .lf]a/u;tflog;:jsswmfﬁisi |0;1 B ock 1
64.62.219. 76 Lhited Sates |147.237.77.216|dover.idf.il Distributed Unhauthorized URL Access on waw idf.il/error. htm Bl ock 1
79.182.111. 167 |[Israel 147.237.0.34 |tikshuv.idf.il |[Ostributed Suspicious Response Code B ock 1
77.138.107.34  |France 147.237.72. 166 |aka. i df . i | m;:(:ﬂt;q itﬂa#;ihn(/’r;izyi‘i/ &;xﬁlgﬁ;elﬁ‘ﬁ“:s&l on B ock 1
66.102. 9. 3 Wited Sates [147.237.72.166|aka.idf.il \?wilt;(:“f defd. iﬁ'}a#;ihn‘;rrzoﬁ‘? dﬁ;ﬂff;’;}(mo‘m L on B ock 1
91. 200. 12. 47 Wrai ne 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to atal .idf.il/wp-Iogin. php B ock 1
46. 19. 86. 214 I srael 147.237.77.216|dover.idf .|l Dstributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
82.81.22. 185 I srael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to vwwu | awidf.il/inages/ 1. he/infocenteritent [B ock 1
79.179.114. 159 [Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76.77  |Israel 147.237.72. 166 |aka. i df . i | ?45;. rzisb;tf; ﬁgf;?iﬂszﬁdo% 2‘;;7210?"\} or um asp Bl ock 1
157.55.39. 115 |lhited Sates |147.237.77.216|dover.idf.i | O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock

46. 19. 85. 179 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
79.182.111. 167 |Israel 147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to waw tikshuv.idf.il./favicon.ico B ock 1

09-06-2016-22:04:06 to 09-06-2016-23:04:06




