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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
85. 64. 215. 71 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
177.222. 227. 56 Bazil 147.237.76. 148 ggcenter. aka.idf.il|JLM Under Attack Con Tcp drop 1
77.138.52. 97 Fr ance 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
149. 202. 89. 123 France 147. 237. 76. 34 yohal an. i df .i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘Target Address ‘Attacker Qountry

Signature

188.58.19.62  |147.237.77. 216 |Turkey dover.idf.il ET VBB SERVER LA C Javascri pt DDoS | nbound 9
46.120. 122. 219 |147.237.77. 74 |l srael lawidf.il Xenu Link S euth User Agent 2
79.178.180.45 [147.237.76.86 |[lIsrael navy.idf.il ET SCAN NVAP -sA (2) 2
46.120. 122. 219 [147. 237. 77. 176 |I srael nat pash. i df i Xenu Link S euth User Agent 2
93. 158. 203. 197 [147.237.0.16 |Netherl ands ny-kosher-kravi .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 203. 196 [147.237.8.28 |Netherl ands e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.78.238.168 |147.237.0.33 |Ronani a idf.il BT SOAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
208. 100. 26. 228 [147.237. 76. 199 |Lnited Sates e. nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
54.161.180. 78 |147.237.77.176|lhited Sates nat pash. i df . i | ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
208. 100. 26. 228 [147.237.76. 42 |Uited Sates refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
190. 16. 226. 101 [147.237.0.19 |Argentina nadi matal .idf.il ET SDANBehavi oral Uqusugjly fast Termnal Server Traffic, 1
Potential Scan or Infection
5.255.90.133 |147.237.0.200 |Netherlands . i df i | ET SCAN NVAP -sS wi ndow 1024 1
115. 47.12. 162 |[147.237.0.200 |China du. i df i | ET SCAN Potential SSH Scan 1
103. 255. 47. 41 |147.237. 77. 227 |Hong Kong e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
93. 158. 203. 197 |147. 237. 76. 148 |Net her | ands ggcenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 203. 196 |147. 237.76. 31 |Nether| ands nakchal . i df. il ET SCAN NVAP -sS wi ndow 1024 1
82.205.97. 122 |147.237.77.176 gcisgiigém Territory, | ot pash. i f il ET SCAN NVAP -SA (2) 1
208. 100. 26. 228 [147.237. 76. 201 |Lnited Sates eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
208. 100. 26. 228 [147.237. 76. 176 |Lited Sates test.ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
208.67.1.220 [147.237.77.121|Uhited Sates e.navy.idf.il ET SCAN Potential SSH Scan 1
31.44.128.239 |147.237.77. 233 I srael atal idf.il ET DB Large anount of TGP ZeroWndow - Possi bl e 1
Nki |l er2 DDos attack
2.55. 46. 219 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 [147. 237. 76. 30 |Russi an Federation hi nush. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
94.102. 48.195 |147.237.77. 212 |Net her| ands e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

188. 58. 19. 62 Tur ke 147.237.77. 216 |dover.idf i1 > dro 8384
Y Ret r ansni ssi on Packet dr opped. P
188. 58. 19. 62 Tur key 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 790
79.179.19.172 |lsrael 147.237.72. 167 [ishurimaka.idf.il |dr op First packet isn't SYN drop 112
109. 42. 0. 189 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 85
Sreamng Engine: TCP Invalid i i ssi
2.53.10. 4 I srael 147.237. 77. 243 |robi | e. i df . | 9 =9 nval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.
188. 58. 19. 62 Tur key 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 30
Sreaning Engine: TP Invalid i i ssi
46.19.85.154  |israel 147.237.0.34  |tikshw.idf.i 9 =9 Invalid segnent retransmssion. g, 28
Ret r ansni ssi on Packet dr opped.
176.13.239.9  [Israel 147.237.72.167 |ishurimaka i df.il [Bad TCP sequence SINWAK retransmt with different oo |25
w ndow scal e
176.13.239.9 | srael 147.237.72.167 |ishurimaka.idf.il |SYN A t ack SYN -> SYN-ACK -> Ti neout noni t or 21
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 21
77.125.40.221 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different monitor |16
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.85.210  |Israel 147.237.76.86 |navy.idf.il 9 =9 nval i d segnent retransmssi on. drop 16
Ret r ansni ssi on Packet dr opped.
77.126.83.123  [Israel 147.237.77. 233 |atal i df i Bad TCP sequence SN retransmt with i fferent monitor |16
w ndow scal e
89.163. 143. 26  |Ger many 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 15
89.163.143.26 |Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 15
89.163.143.26 |Ger many 147.237.76.30 |hinush.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout noni t or 15
89.163. 143. 26  |Ger many 147.237.76. 147 |chinuch. aka.idf .i1 |SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 15
89.163. 143.26  |Ger many 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 15
89.163.143.26 |Ger many 147.237.76.200|eitan. aka.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 15
89.163. 143. 26  |Ger many 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 15
89.163. 143.26  |Ger many 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
46.19. 86. 218 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert 13
46. 19. 86. 218 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or 13
162.248.94.213 |Wnited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
162.248.94.213 |Wited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence SS\e(zlur:r:cr:nsrmt Wth different aert 10
213.57.45.108 |[Israel 147. 237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 10
92. 236. 138. 153 E?';gegom 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 10
79.180.55.235 |lsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 10
84.109. 9. 60 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
. . SYNPAXK retransmit with different .
79.180.55.235 |lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 10
46.116. 72. 87 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
176.13.239. 9 I srael 147.237.72. 167 |ishurimaka.idf.il |SYN Att ack noni t or
162.248.94. 213 |Uited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rtmrsnsmt Wth different moni tor |9
Sreaning Engine: TCP Invalid i i SSi
109. 253. 207. 128|i srael 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g, 9
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
79.176.33.146  |Israel 147.237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. g, 9
Ret r ansni ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop
87.70.50. 182 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
o SYNHAK retransmit with different .
79.177.215.3 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal noni t or 6
Sreanming Engine: TCP Invalid i i SSi
207.46.13.68  |Wited Sates [147.237.77. 243 |nobile.idf. il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.127.16.89  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
185.3.147.219 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
79.178.208. 185 |lsrael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop
Sreaming Engine: TGP Invalid i i sSi
77.125.60.250 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
79.181.35.197 |[Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
109. 253. 210. 1521 srael 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or
Sreaning Engine: TCP Invalid i i Ssi
5.144. 63. 46 I'sr ael 147. 237.76. 200 |ei tan. aka. i of .1 9 =g Imvalid segnent retransmssion. g, 6
Ret ransni ssi on Packet dr opped.
79.177.215.3 | srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
46. 19. 85. 166 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d ACK nunber noni t or 5
84.109. 9. 60 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46. 19. 86. 101 | srael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SYN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
188. 58. 19. 62 Tur key 147.237.77.216|dover. i df . il Aut onat ed Mul nerabi | ity Scanning VL B ock 2548
109. 253. 210. 1521 sr ael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 61
46.19. 86. 54 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 31
5.28.134.214  |israel 147.237.72. 166 |aka. i df . i | m ;]i(: L:t d?‘.j i wfmlft EIO;; ;fsd/ a'\fhr:r’]?i I:Ztri g}"smli‘agr;ﬂ et aut huser B ock 15
79.176.33.146 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 6
109. 253. 207. 128|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
85. 64. 68. 184 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.57.59. 50 I srael 147.237.72. 156 [aman. i df . i | Mil tiple Untraceabl e SSL Sessions from213.57.59.50 (Qpen Mode) None 3
77.248.112.160 |Net herl ands 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/main/snalindsnali maspx [B ock 2
109. 73. 15. 148 :Z:::Inl on 147.237.77. 176 |nat pash. i df . i|  [Unauthorized URL Access to www cogat.idf.il/sip_storage/ B ock 2
5.28.134.214 I srael 147.237.72.166 [aka. i df . i | mu;(r:ri Id?eidl /l\:;jf;]f/l(;i )(/]ljsT/ISuﬁlgn(tjz cati onservi ce. asnx/ aut henti cat e Bl ock 2
80. 246. 137. 159 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
2.53.19. 140 I srael 147.237.77. 216 |dover.idf .l Mil tipl e Untraceabl e SSL Sessions from2.53.19. 140 (Qpen Mde) None
77.138.233.147 |France 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed LRL Access from 77.138. 233. 147 B ock
66.249. 66. 182 | sr ael 147.237.76.42 [refuah.idf.il ﬂ?.u;?t‘;r;gig/ég_l ecclﬁiz/ss;rool | er/jquery.jcarousel . css B ock !
37.26.146.198 |[Israel 147.237.77. 216 |dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None
89.237.114. 130 |France 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed UR. Access on v idf.il/https: /v idf.il/ B ock
77.125.40.221 |[israel 147.237.76.42 [refuah.idf.il ~ |J50 o0 haufori zed ﬁaﬁc‘i‘:‘; on Bock |1
109. 253. 207. 128|1 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
46.121.235.90 |[Israel 147.237.76.86 |navy.idf.il D stributed Suspici ous Response Code B ock 1
2.53.19. 140 I srael 147.237.77. 216 |dover.idf .l SSL Wntraceabl e Connection - Qpen Mde None 1
77.138. 233. 147 |France 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df.il/894-he B ock 1
204.79.180.38 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for aka.idf.il/niluindtenpl ates/inner. asp Bl ock 1
66. 249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
46. 19. 85. 166 I srael 147.237.77.216|dover . i df . il Abnornal |y Long Request et hod B ock 1
109. 65. 90. 159 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut hori zed UR. Access from 109. 65. 90. 159 B ock 1
77.126.33.22  |israel 147.237.72. 166 |aka. i df . i | m”;’k":isz"f ?Ff;;rn/;\fhgﬂgiwm in None 1
66.102.8.215  |Lhited Sates |147.237.72. 166 |aka. i df .i | VE;I;J ;L:L:td?jiwz't :/Osr;czr?;r /'\\fzxgy;ﬂrp.?s%")‘(" UL on B ock 1
85.65.167.2 [Israel 147.237.77.233|atal . i df . i | e ot hor zed R .A;:chis on Bl ock 1
2.53.25. 84 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
77.139.83.101 |France 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to 147.237.77.233/favi con.ico B ock 1
66.249. 69. 208 I srael 147.237.72. 166 |aka. i df . i | 1D4S7t rzisk’?u_tfg_ ﬂgf;?grljszlidorﬁ g;?ssshg’vr\} or um asp Bl ock 1
207.46.13.93 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 1
46. 19. 85. 166 I srael 147.237.77.216|dover . i df . i Mal formed URL Bl ock 1
109. 67. 159. 213 |1 srael 147.287.76.42 [refuah i df i1 [ e e s Bock |1
79.179.166.38 | srael 147.237.72. 166 |aka. i df . i | mn;k": : E?rlﬁfgng]a?ﬂz%mmaé& None 1
77.126.83.123 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
109. 253.214.4  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
66.102.9.5 hited Sates |147.237.72. 166 |aka. i df .i | m;(:ﬂt ;’fd_ i‘f}a#;ihn(;rrjozni? d'\e‘f*g;??_ ;;’;Xmo"‘” W on Bl ock 1
87.70. 42. 162 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwv aka. i df . il /v tikshuv.idf.il Bl ock 1
77.139.114.85 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wwu aka. i df.il/nai n/ sachar B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi mi yoran/ enl arge. asp  |B ock 1
213. 8. 204. 10 | srael 147.237.72.166|aka. i df . i | Uhknown Paraneter _ EVENTTARGET in www aka. i df.il/main/ gi yus/ None 1
46. 19. 85. 166 I srael 147.237.77.216|dover.idf . il Unknown HTTP Request Method 8, en- US; g=0. 6, en; g=0.4 in LR B ock 1
80.246.136.19 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.138.107.34  |France 147. 237.72. 166 |aka. i df . i | mu;grii jﬁ? I'ﬁ;‘;‘/ﬂgﬁ/ ;er]ash/sheel on. aspx B ock 1
176.13.12. 33 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 65. 51 I srael 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to waw i df.il/894-ar Bl ock 1
89.138.103.58 |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
77.139.161. 235 |France 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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