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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site |Signature |Device Action |Count |
190. 82. 85. 70 Cile 147. 237. 8. 27 e.nadimatal .idf.il |L4 Source or Dest Port Zero drop 3
71.6.167.142 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt 2

199. 58. 86. 211 Lhited Sates 147.237.77.216 dover.idf.il C1000074: HTTP. maj estic bot Per mt 2
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

Signature

173.196.183. 198  |147.237.77.216  |lhited Sates dover.idf.il Xenu Link Seuth User Agent 2
5. 255. 90. 133 147.237.77.205  |Netherl ands prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228 147.237.76.196  |Wnited Sates e.sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 65. 120. 19 147.237.72.156  [Israel anan. i of . i | ET SCAN NVAP -sA (2) 1
93. 158. 203. 195 147.237.76. 30 Net her | ands hi nush. i df . il ET SCAN NVAP -sS w ndow 1024 1
89.216. 119. 94 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
85. 105. 166. 24 147.237.77.216  |Turkey dover.idf.il ET SCAN NMVAP -sS w ndow 3072 1
77.127.0. 162 147.237.77.216  |[Israel dover.idf.il portscan: TP D stributed Portscan 1
5. 255. 90. 133 147. 237.77. 234 Net her | ands hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 203. 195 147. 237.77. 178 Net her | ands emtpash.idf.il |ET SCAN NMAP -sS w ndow 1024 1
91. 236. 120. 253 147.237.72.166  |Russian Federation  |[aka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
89.216. 119. 94 147.237.76. 42 refuah.idf.il ET SCAN NVAP -f -sS 1
85. 105. 166. 24 147.237.77.216  |Turkey dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.172.71. 251 147.237.77.234  |Wkraine hal ag.i df.il ET SCAN NVAP -sS wi ndow 1024 1




09-06-2016-20:04:00 to 09-06-2016-21:04:00

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

SN retransmt wth different

Action

‘Count

109. 67. 32. 32 | srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence wi ndow scal e noni t or 58
109. 67.174. 226 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 29
89. 163.143.26  |Ger many 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 26
46.19.85.154  |israel 147.237.0.34  |tikshuv.idf.il Streaning Bngine: TCP Invalid  invalid segrent retramsmission. |, 26
Ret r ansni ssi on Packet dropped.
89. 163.143.26  |Ger many 147.237.76. 147 |chinuch. aka.idf.i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 26
89.163. 143. 26  |Ger many 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 26
89.163.143.26  |Ger many 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 25
89.163. 143. 26  |Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 25
89.163. 143. 26  |Ger many 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 25
89.163.143.26  |Ger many 147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 24
89.163. 143. 26  |Ger many 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
117.216.35.12 |india 147.237.77. 216 |dover. i df il drop First packet isn't SN drop 17
162.248.94. 213 |Wited Sates |147. 237.76.86 |navy.idf.il Bad TOP sequence i’(\qﬁee;crj“sm't Wth different monitor |16
162. 248.94. 213 |Uited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
162.248.94.213 |Wited Sates |147.237.76.86 [navy.idf.il Bad TCP sequence f:’;'l:eetné:mm vith different alert 15
46. 19. 86. 212 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
79.183.49.81  |israel 147.237.77. 243 |nobil e, i df . i1 Streaning Engi ne: TCP Invalid invalid segnent retransnission. | 9
Ret r ansni ssi on Packet dropped.
46.116.124.70 |israel 147.237. 77. 243 |robi 1 e. i of . i | Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dr opped.
162.248. 94. 213 |Wited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 9
109. 253. 218. 2531 srael 147.237.72. 167 |ishurimaka i of .i1 [Bad TCP sequence \m‘;ﬁs;:;ansm wthdifferent | oonitor s
46.19. 86. 212 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46.19. 86. 212 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber aert 8
109. 253. 218. 253l srael 147.237.72. 167 |ishurimaka.idf.il |dr op First packet isn't SN drop 8
109. 253. 218. 253l srael 147.237.72.167 |ishurimaka.idf.il |SYN A t ack SYN -> SYN-ACK -> Ti nmeout alert 7
109. 253. 218. 253|l srael 147.237.72. 167 |ishurimaka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
79.176.33.146 |Israel 147.237. 77. 243 |robi 1 e. i of . i | Streaning Engine: TCP Invalid invalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 51 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 86. 51 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
46.19. 86. 51 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
91.134.254. 161 |Bulgaria 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
87.69.208.55  |Israel 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence \m‘;ﬁsrczt;a”sm wthdifferent | ovitor |6
37.26.146.206 | srael 147.237.77. 243 |nobi 1 e. i of . i1 Streaning Engi ne: TCP Invalid invalid segnent retransnission. | 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 51 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber alert 6
77.126.20.243 |Israel 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> RST noni t or 5
185. 3.147.219 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber noni t or 5
91.134.254.161 |Bulgaria 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
109. 253. 204. 164 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 5
91.134.254. 161 |Bulgaria 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
173. 165. 81. 51 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 85. 135 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
91.134.254. 161 |Bulgaria 147.237.76.200|eitan. aka idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 5
46.19. 86. 212 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
31.154.81. 17 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST alert 4
46.19. 86. 146 I srael 147.237.77. 234 |hal ag.i df . i | Bad TCP sequence I'nval i d AGK nunber alert 4
141. 226. 217. 127|l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
46. 19. 86. 146 I 'srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 186. 75. 173 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
212.199.95.73  |Israel 147.237. 76. 200 [eitan aka i i1 | S3MNG Enginer TP Invalid finvalid segnent retramsmssion. |y 4
Ret r ansni ssi on Packet dropped.
185. 3. 147. 250 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
5.22.134.98 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.30.27 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 150
84.94.176. 65 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 145
109. 253. 205. 39 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 31
79.178.46.212 |lsrael 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized URL Access from 79. 178. 46. 212 B ock 26
. . Unaut hori zed Met hod HEAD for
213.57.105. 224 |[lIsrael 147.237.72. 166 [aka. i df . i | voww aka. i o i |/ nai v i yus/ general . aspx B ock 5
213.57.59. 50 I srael 147.237.72. 156 [aman. i df . i | Mil tipl e Untraceabl e SSL Sessions from 213.57.59.50 (Qpen Mde) |None 4
66. 249. 65. 51 I srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed UR. Access on waw idf.il/error.htm B ock 3
173.165.81.51 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock 3
77.139.78. 98 France 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
77.139. 78. 98 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCBT for ww aka. i df.il/nai n/ kapat z/ B ock 2
. . Uhtraceabl e S3. Sessions: Protocol viol ation
2.55. 161. 136 I srael 147.237.77.216|dover.i df . il (SSL_CONN CLI ENT KEY EXCHANGE) None 2
5.28.190.161  |israel 147.237.72. 166 |aka. i df . i | thaut hor i zed URL Access to o B ock 2
vy aka. i df . i |/ mai n/ gi yus/ v navy. i df. il
50. 202. 143. 214 |Wnited Sates [147.237.77.216|dover.idf .il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
46.19. 86. 42 | srael 147. 237. 0. 19 madimatal idf.il _Par amat er Typg M ql ation ctl 00%Cont ent Pl acetol der 1%t xt Last Nane B ock 2
in madimatal .idf.il/1088-he/ neretz. aspx
Russi an . . D stributed Whaut horized Met hod for Known URL on
5.228. 186. 28 e ot i on 147.237.72. 166 [aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
. . . Unaut hori zed URL Access to
180. 76. 15. 162  |Chi na 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9700- he/ r ef uah. aspx Bl ock 1
. www. chamat z. aka. i d .
54. 158. 62. 102 Lhited Sates 147.237.77. 226 £l Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
46.19. 86. 146 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
. . Unaut hori zed Met hod HEAD for
95.86.123. 40 | sr ael 147.237.72. 166 [aka. i df . i | wwy aka. i df . i1/ nai n/ gi yus/ myun/ myunsel ect quest i onnai r e. aspx B ock !
79.177.146.219 [israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wawidf.il/https:/vnidf.il/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ yohal an/ ni n/ nai n. asp Bl ock 1
213.57.233.68 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . . Unaut hori zed URL Access to
46.116.124.70 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1071 Bt ock !
109. 253. 204. 164 |1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
. . S Uhtraceabl e Gonnection - Protocol violation
84.108. 14. 8 | srael 147.237.77. 216 |dover . i df . i | (SSL_CONN CLI ENT KEY EXCHANGE) None 1
. . DO stributed Uhaut hori zed URL Access on
37.26.147.194  |israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1136- hel at al . aspx Bl ock 1
192.203. 40. 251 |Uhited Sates |147.237.72. 166 |aka. i df .i | Unaut hor i zed Method PCST for waw aka. i df.il/negurin B ock
46.19. 86. 216 I srael 147.237.77.233|atal .idf.il Illegal HITP \ersion Bl ock
] . . D stributed Whaut horized Met hod for Known URL on
107.77.104.26 |Uited Sates |147.237.72. 166 |aka. i df .i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
2.55.3.198 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66.249.76. 77 | sr ael 147.237.72. 166 aka. i df . i | 147. 237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock !
Russi an . . D stributed Whaut horized Met hod for Known URL on
46.242.92.0 Fedor at i on 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ rai v sachar/vi ewpays! i p. aspx Bl ock 1
84.108.241.57 |[Israel 147.237.72. 166 |[aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Unhaut hori zed LRL Access on
37.142.5.170 I srael 147.237.77. 216 |dover.i df . il v i o i1/t tps: /v cf i1/ Bl ock 1
77.139. 121. 241 |France 147. 237.72. 166 |aka. i df . i | Dstri bqt ed ‘Lhaut‘horl zed Method for Known URL on 8 ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . D stributed Whaut horized Met hod for Known URL on
201. 211. 191. 110|Venezuel a 147.237.72. 166 [aka. i df . i | vanw aka, i df i 1/ i 1/ hone/ def aul . aspx Bl ock 1
66.249.65.52  |israel 147.237.77. 216 |dover . i df . i | thauthori zed URL Access to B ock 1
vy i df . i | /. wel | -known/ asset | i nks. j son
46.19. 86. 216 I srael 147.237.77.233|atal .idf.il Mal formed URL http/ 1.1 B ock 1
. . Unhaut hori zed Met hod CPTIONS for
109.66.172. 192 |l sr ael 147.237.72.166 [aka. i df . i | wwv aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bt ock !
. . Unaut hori zed URL Access to
79.178.46.212 |[Israel 147.237.76.42 |refuah.idf.il vw refua. atal i df.i1/si p storagelfil es/ O/ 2890, pd Bl ock 1
77.138.115. 170 |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known URL on B ock 1
wan aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx
157.55.39. 115 |lhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/newsite/ english/main. asp/ |B ock 1
: . . D stributed Unaut hori zed URL Access on
50.202.143.214 [Wited Sates |147.237.77.216|dover.idf.il vaw i of i | /894- en/ i dff gdover . aspx Bl ock 1
85. 64. 50. 90 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
46. 19. 85. 244 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
77.139.173.10 |France 147.237.72. 166 |aka. i df . i | thaut hor | zed Method POST for - B ock 1
www aka. i df . i |/ mai n/ snal i nd snal i m aspx
. . Unaut hori zed URL Access to
66.249. 66. 146 [l srael 147.237.72. 156 [aman. i df . i | e Jidf i1/ appl e app-si t e-associ ati on Bl ock 1
. . Unknown HTTP Request Method ade2.png in URL
46.19. 86. 216 I srael 147.237.77.233|atal .idf.il wwatal idf.ilhttp/11 Bl ock 1
. . D stributed Unhaut hori zed LRL Access on
109. 67. 32. 32 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
79.183. 49. 81 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
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