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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  [Count |
159. 104. 163. 19 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185.94.111. 1 Russi an Federati on 147.237.76. 39 nobi | e. nei tav.idf.il B ack List dr op 1
159. 104. 163. 20 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
185. 128. 40. 162 Shitzerl and 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
159. 104. 163. 17 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
159. 104. 163. 21 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
159. 104. 163. 18 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
159. 104. 163. 22 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

46.165. 197. 142 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 2
120. 236. 19. 2 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN NVAP -f -sS 1
L ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
80. 246. 133. 128 [147.237. 77. 233 I srael atal.idf.il 1
attack
50.116. 123. 135 [147.237.0.34 |thited Sates tikshuv.idf.il |ET SCAN NMVAP -sS w ndow 1024 1
12. 68. 215. 78 147. 237.76. 199 |Lnited Sates e.nakchal .idf.iI|[ET SCAN NVAP -sS wi ndow 1024 1
195. 88. 208. 193 |147. 237. 76. 198 g{j;:;‘im e.yohalan.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
195. 88. 208. 193 |147. 237.8. 45 ?ézz;;nim eetanid.il |ET SCAN NVAP -sS wi ndow 1024 1
120.236.19.10 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 2048 1
120. 236. 19. 2 147.237.76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
93.174.94.142 |147.237.77. 212 |Net her| ands e.dover.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
64.137.171.55 |147.237.76.86 |Canada navy. i df.il ET SCAN Potential SSH Scan 1
47.88. 33. 147 147. 237. 77. 234 |Canada hal ag.idf.il ET SCAN NVAP -sS w ndow 4096 1
45.79.111.169 [147.237.77.170|lhited Sates  |n@arachot.idf.i|[\WEB- M SC Chunked- Encodi ng transfer attenpt 1
198.52.97.92  [147.237.77.74 |thited Sates  [lawidf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 1
195. 88. 208. 193 |147. 237. 8. 50 ?ézzgzm e tikshuv.idf.i1|ET SCAN NVAP -sS wi ndow 1024 1
186. 170. 223. 196|147, 237 77. 121 |col onbi il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
. . . . . . onbl a €. navy. | N .
W Potential Scan or Brute Force
120.236.19.10 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
141. 228. 106. 151 LKJ?ir:;((jjom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
79.178. 160. 18 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 26
141. 0. 14. 159 Eur ope 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST nonitor |20
79.178.160.18 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence ﬂﬁtrs\;;ggzz&:‘th moni tor |18
79.178.227.81 |israel 147.237.72. 156 |anan. i df .1 Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 18
Ret ransni ssi on Packet dr opped.
192. 99. 207. 133 |Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
192. 99. 207. 133 |Canada 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
192. 99. 207. 133 |Canada 147.237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
192. 99. 207. 133 |Canada 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
192. 99. 207. 133 |Canada 147.237.76.31 |[nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 17
46. 19. 85. 64 I srael 147.237.77. 234 |hal ag.i df . i | Bad TCP sequence Invalid AGK nunber noni t or 17
192. 99. 207. 133 |Canada 147. 237. 76. 200 |ei tan. aka i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 17
192. 99. 207. 133 |Canada 147.237.76.39 |mobile.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
46. 19. 85. 107 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 17
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
79.179. 26. 159 | srael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 15
46. 19. 85. 64 I srael 147.237.77. 234 |hal ag.i df . i | Bad TCP sequence Inval i d ACK nunber alert 14
79.179.26.159 |Israel 147.237. 72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber noni t or 12
46.19.85.134  |israel 147.237.77. 226 "} chamatz.aka.1df |paq TOP sequence Inval i d ACGK nurber moni tor |11
79. 180. 186. 225 |lIsrael 147.237. 72. 166 [aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |9
31.154.81.17 I srael 147.237.72. 166 |aka i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |8
46. 19. 85. 107 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 8
80. 246. 133. 128 |[Israel 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 107 I srael 147. 237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
46. 19. 85. 107 I 'srael 147. 237. 76. 147 [chi nuch. aka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 7
79.180. 186. 225 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence ﬂﬁtﬁ;ggﬂggm moni tor |7
79.179.26.159 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 153 | srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 153 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
89.139.222.54 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.
2.53.59, 158 I sr ael 147.237.77. 243 |robi L e, of . i1 Streamng Engi ne: TCP Invalid finvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
2.55.171. 47 I srael 147. 237. 77. 243 |robi 1 e, i of . i | Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 207 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 6
46. 19. 86. 207 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor  [6
89. 139. 206.56 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |6
31.210. 186.230 |[Israel 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 5
79.178.114.89 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence ﬂﬁtﬁﬁx?&gth moni tor |5
80. 246. 133. 128 [lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46.19. 85. 58 I srael 147. 237. 72. 156 |aman. i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |5
79.178.114. 89 | srael 147.237.72. 166 |aka. i df .| SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 5
84.229.29.202 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 4
176.13. 237. 164 |Israel 147.237.77. 226 | "}" chanatz.aka. 1df |paq TOP sequence Inval i d ACK nurber moni tor |4
176.13.22. 16 | srael 147. 237. 77. 243 |nobi l e.i of .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |4
46. 19. 86. 248 I srael 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor |4
46. 19. 86. 87 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor (4
85. 130. 179. 226 [l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 107 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 64 I srael 147.237.77. 234 |hal ag.i df i SYN Attack SYN -> SYN-ACK -> RST monitor |4
46.10.86.248  |Israel 147.237.0.34  |tikshuv.idf.il Bad TCP sequence SYNAGC retranem { with moni tor |4
46.19.86.231 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence ﬂﬁtr\?;;gg;?c;gth moni tor |3
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|Top Attackers In V\AF|

Devi ce

At acker

ount ry Target Address |Site Sgnature Action ‘Count
46.121.117. 187 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 162
89. 139. 200. 211 [l srael 147.237.72. 156 |aman. i df . i | DO stributed Suspicious Response Qode B ock 29
5.29. 62. 148 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 20
46.19.86.149 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 20
110. 89. 17. 134 |China 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from110.89.17. 134 B ock 17
110.247.74.71 |China 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized URL Access from 110.247.74.71 Bl ock 15
46.19.85.108 |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 8
213.57.42.201 |[lIsrael 147.237.72. 156 |aman. i df . i | DO stributed Suspicious Response Qode B ock 6
110. 89. 17. 134 |China 147.237.77.216|dover.idf .l PHP At t enpt B ock 6
110.247.74.71 |China 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 6
77.138.52.29  |France 147.237.72. 166 |aka. i df . i | m“;;: riid?ﬂ }\bn;jh:/dsaig/f/f’;maysl . asp Bl ock 4
2.53.59. 158 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.19.86.216 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.76.83 |Israel 147.237.77.216|dover. i df .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
2.53.185.215 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46. 19. 86. 24 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.178.227.81 |Israel 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 3
84.108.187.46 |Israel 147.237.77.216|dover.i df . il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
2.53.3.202 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.183.62.221 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to www aka. i df.il/main/scripts/css3pie. htc B ock 2
80. 246.138.85 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.147.183 |israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 1
68.180.230.47 |Uited Sates |147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin vwwy i df . i|/1393-en/ dover. aspx B ock 1
66. 249. 64. 224 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ si p_st orage/ fil es/ 0/ 880. pdf |Bl ock 1
178. 140. 152. 33 gz:::tr} on 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for www aka. i df.il/nai n/rabanut/ general . aspx |B ock 1
46.19.85.141 [Israel 147.237.76.31 [nakchal .idf.il [Abnormally Long Request nethod B ock 1
95. 24. 31. 19 :Z:::t“ion 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for v aka. i df . il /nai n/ hone/ defaul t.aspx  |B ock 1
79.180. 137. 180 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76.75 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock
46.19.86.149 |l srael 147.237.0.19 |madimatal .idf.i nma;“r;ha‘i:f?zf _LﬁL/ :g;isl ttefml ot s/ basket  hasket . aspc B ock 1
45.79.111.169 |[Wnited Sates |147.237.77.170|naarachot . i df.i| |Mi formed HITP Header Line 1 B ock 1
2.53.59. 158 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
74.96.207.26 |lhited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed Method PCST for v aka.idf.il/nain/smalin Bl ock 1
66. 249. 64. 228 |l srael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
180.76.15.32 |China 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwu i df.il/newsite/ hebrew main. asp B ock 1
46.19.85.141 |Israel 147.237.76.31 |nakchal .idf.il |[Distributed Malformed LR B ock 1
79.182. 117. 113 |I srael 147.237.72. 166 |aka. i df . i | Iolulr?:?aasll i?’;geegl)?inz:ag:g;féogcﬁi/ f"aj W kapat 2/ res012 B ock 1
5.29.101.83 I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/vww aman.idf.il/ B ock 1
213.57.59.50 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249.76.77 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei t an/ t nuna/ B ock 1
110. 247.74.71 |China 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to wan cogat . i df.il/index. asp B ock 1
45.79.111.169 |lhited Sates |147.237.77.170|naarachot.idf.il [Mal formed UR B ock 1
85. 65. 114. 103 |l srael 147.237.77.233|atal .idf .il Unhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
2.53.166.209 [Israel 147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66. 249. 66. 177 |l srael 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to v i df.il/english/news/jeninkilled stn B ock 1
192.169.7.223 |Wited Sates |147.237.77. 176 |matpash.idf .i| |Wauthorized Method HEAD for 147.237.77.176/ B ock 1
46.19.85.141 |Israel 147.237.76.31 |nakchal .idf.il Distributed Unknown HTTP Request Met hod B ock 1
79.182.117. 113 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from79.182. 117. 113 B ock 1
27.55.19. 41 Thai | and 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/ml uin B ock 1
2.53.13.170 I srael 147.237.72. 166 [aka. i df . i | Dstributed |llegal Byte Gde Character in URL Bl ock 1
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