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09-06-2016-18:04:04 to 09-06-2016-19:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
2.53.2.124 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
185.94.111. 1 Russi an Federation 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
94. 102. 49. 193 Net her | ands 147.237. 76. 202 e halag.idf.il |Back List drop 1
185.94.111.1 Russi an Federation 147.237.76. 31 nakchal .idf.il |Back List drop 1




09-06-2016-18:04:04 to 09-06-2016-19:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action ‘Count
162.210.196.100 |Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nit 109
162.210.196. 100 |Uhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nirt 19
162.210.196. 100 [Lhited Sates 147.237.76. 31 nakchal .idf.il |Cl000074: HITP. majestic bot Per nirt 8
162.210.196. 100 [Lhited Sates 147.237.76. 86 navy.idf.il C1000074: HTTP: naj estic bot Per it 4

84. 20. 63. 93 St zerl and 147.237.77. 74 lawidf.il 14331: HITP. Suspi ci ous User-Agent (M Session) B ock 1
107.175.239.205 [Lhited Sates 147.237.76. 86 navy.idf.il 22280: HITP. Joonha Qject Injection Vil nerability B ock 1
195, 154. 232. 58 France 147.237.77.216 |dover.idf.il 22280: HITP. Joomha (hj ect |njection Wil nerability B ock 1




09-06-2016-18:04:04 to 09-06-2016-19:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 4
91.224.161.69 |147.237.76. 202 [Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 2
91.224.161.69 |147.237.76.39 [Netherlands nobi | e. nei tav.idf.i |[ET SCAN Potential SSH Scan 1
208. 67. 1. 220 147.237.72.14 |Wnited Sates dover.idf.il(old) |ET SCAN Potential SSH Scan 1
23.91.75.231 147.237.77. 179 |lhited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 88. 208. 193 [147. 237. 76. 200 23::;'}0'1 eitanakaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
186. 170. 146. 1041147 237 0.33 0ol onbi & il ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
109. 64. 170. 200 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
93.174.94. 142 |147.237. 72. 166 [Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.161.69 |147.237.76. 199 |Net her | ands e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
91.224.161.69 |[147.237.76.42 |[Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
85.14.42.2 147.237. 76. 147 |Rul gari a chinuch.aka.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
208. 100. 26. 228 |147.237.76. 201 |Lhited Sates eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
42.121.111.38 |147.237.76.31 |China nakchal . i df.il ET SCAN NVAP -sS w ndow 1024 1
208. 67. 1. 220 147.237.8.24 |lhited Sates elifestyle.idf.il [ET SCAN Potenti al SSH Scan 1
194.58.37.41  [147.237.77.74 ?ég:;;”im lawidf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 1
186. 115. 238. 24 [147.237.0.34 |Col onbi a tikshuv.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
93.174.94.142 |147.237.72. 166 |Net her | ands aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.224.161.69 |147.237.76. 198 [Net her | ands eyondanidf.il |ET SCAN Potential SSH Scan 1




09-06-2016-18:04:04 to 09-06-2016-19:04:04

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
80. 246. 130. 137 |Israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence Vﬂdﬁ,rsacn;"lt wehdfferent fonitor |70
109. 65.100. 99 [Israel 147.237.77. 233 |atal i df i Bad TCP sequence md;irsi'z“zt wehdfferent o onitor |58
141. 0. 14. 216 Eur ope 147.237.77. 216 |dover. i df il drop First packet isn't SN drop 42
77.139.223.196 [France 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence mdrsvrsacr:lm;t wehdifferent —fonitor |30
79.180.56.107 | srael 147.237.77. 233 |atal i df i Bad TCP sequence Vﬂdﬁ;ﬁ"y wehdfferent ) oonitor |17
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 15
192. 99. 207. 133 |Canada 147.237.76. 147 |chinuch. aka. i df .il |SYN Al t ack SYN -> SYN-ACK -> Ti meout noni t or 15
192. 99. 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
192. 99. 207. 133 |Canada 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
192. 99. 207. 133 |Canada 147.237.76.39 |mobile. meitav.idf.i|SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 15
192. 99. 207. 133 |Canada 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
192. 99. 207. 133 |Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
192. 99, 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |14
46.19. 85. 15 I srael 147.237.77.233|ata .idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |12
37. 76. 197. 150 (F;ajcis;iigjja” Territoryls 47 237, 77. 176 |nat pash.i o . i1 dr op First packet isn't SN drop 12
109. 253. 246. 50 |l srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 11
46.19. 86. 221 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 10
46. 19. 86. 221 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |10
46. 19. 86. 57 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 86. 83 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
77.126.66. 4 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 7
37.26.147.185 |Israel 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |6
77.139. 223.196 |France 147. 237.77. 243 |mobi l e. i f . i Streaning Engine: TCP Inval i diinval id segrent retransmission. |, 6
Ret ransnm ssi on Packet dr opped.
109. 253. 142. 107! srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |6
80.246.137.68 | srael 147.237.72. 167 |i shurimaka i ar.i1 |2 @M N9 Engi ne: TCP Invalidjinvlid segnent retransissi on drop 6
Ret ransm ssi on Packet dr opped.

80.178.235.36 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST monitor |6
2.53.190. 242 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 6
46.19. 85. 157 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACGK nunber monitor |6
46. 19. 86. 57 I 'srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Invalid AGK nunber alert 6
2.54.96. 123 | srael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 6
2.53.164. 216 I srael 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |5
80.178.235.36 |lsrael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST alert 5
109. 65.100.99  |Israel 147.237.77. 234 |hal ag.i of . Bad TCP sequence Vﬂdﬁ;ﬁ"y wehdifferent — |onitor |5
2.55.179.237 [ srael 147.237.72. 166 |aka.i df .i Bad TCP sequence wﬁtrs\;;ggzl&gth moni tor ~ [5
46. 19. 85. 157 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
80.178.235.36 |Israel 147.237.72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> Tineout |nonitor |5
46. 19. 85. 203 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
176. 13. 235. 156 |l srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 4
37.247.36.95  |Netherlands 147.237.76.202 |e. hal ag.i df . Geo- | ocati on enf or cenent ﬁ?olr ggzginfn I nbound drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
2.53.39.148 | srael 147.237.72.167 |ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 4
46. 19. 86. 56 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber monitor |4
109. 67.174. 226 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 4
2.53.39. 148 I'srael 147.237.72.167 |ishuimaka.idf.il [Bad TCP sequence ﬂﬁffj;ﬁ;ﬂ;fth moni tor |4
109. 253. 159. 128l srael 147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
185.62.189. 75  [Net herl ands 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |3
185.62.189. 75  [Netherl ands 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |nonitor |3
37.26. 149. 187 | srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 3
141. 226. 218. 33 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
185.62.189. 75  [Netherl ands 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Tineout |nonitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
46. 19. 85. 108 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 122
36.250. 186.38 |China 147.237.77.74 |lawidf.il Ml tipl e Unhaut hori zed URL Access from 36. 250. 186. 38 Bl ock 17
89.139. 200. 211 |[Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code Bl ock 17
37.26.149.161 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
141. 226.218. 48 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code Bl ock 7
36.250.186.38 [China 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 6
2.53.22.134 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
85. 64.188.225 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
46.19. 86. 24 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
207. 46.13.93 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on v i df.il/error. htm B ock 3
77.138.76. 68 France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for wwy aka.idf.il/ishurinnain/ Bl ock 2
80.178.89.129 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
213.57.59. 50 | srael 147.237.72. 156 |anman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
84.229.21.21 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka. i df . il/mai n/ sachar/faq. aspx Bl ock 2
192.114.86.6 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
2.53.167. 140 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.6.241. 239 G eece 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to vww i df . il/894-en/i df gdover . aspx Bl ock 1
79.180. 56. 107 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-he/ at al . aspx B ock 1
207.232.37.179 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL B ock 1
66.249.76.75  |Israel 147.237.72. 166 |aka. i df . i | ?:;t.rzisb;t ?g ﬂ%“/t:gir In??%nﬁ/ ﬁf)f;sns. ;’;‘p Bl ock 1
46.19. 85. 70 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
109. 253. 128. 224I sr ael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?réfsz , (L:;egpgrcyisesrl‘rptlz.tesll <t ohi | ddocument </ 1152 Bl ock 1
84.229.15.75  |israel 147.237.72. 166 |aka. i df . i | m ;'(:‘:t dﬁid i Iul‘im‘ft :/";ii ;fs"/' a'\::thr;‘r’fi ‘;ztr i g:sog"r’:”g:'agrr‘m ) gt aut huser Bl ock 1
176.13. 6. 133 I srael 147.237.77. 176 |nat pash. i df . i]  |Unaut hori zed URL Access to wmn cogat . i df.il/894-ar B ock 1
66.249.64.55  |Israel 147.237.77.233|atal i df .i| ;q;L{tihd(;r_'ifffenLﬁ‘ atA:s(;Zinteg/ Sser cont 1l S/ navneny Bl ock 1
87.69.247.223 |lsrael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
37.19.121.54 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
2.53.15. 46 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi i yoman/ enl arge. asp  |B ock 1
109. 253. 231. 67 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtg‘)ird'fz_??/t’;egpgrcytesem;es” <t ohi | ddocument </ 1362 Bl ock 1
77.139.214.75 |France 147.237.72. 166 |aka. i df . i | i;tirc;ft"ﬁ fgmur;zll‘v:g/r;f; a]'\"agshgf for Known LR on Bl ock 1
188. 255. 25. 100 gz:;;”i o 147.237.72. 166 |aka. i df . i | m“;gri' jfe.c: I'\ﬁ:;?j kﬁzj o et us. asix Bl ock 1
66.249. 66. 162 [l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed LRL Access to waw i df.il/appl e-app-site-association Bl ock 1
80. 246. 130. 137 I srael 147.237.77. 234 |hal ag. i df .i | o rz';;u;‘;d2;’;7?;:‘;:;‘;%%,&??; fgi . Bl ock 1
77.125.58.146 | srael 147.237.72. 166 |aka. i df . i | mn;glzfrﬁﬁa%gx]mAﬁfmm in None 1
84.229.69.124 |israel 147.237.72. 166 |aka. i df . i | ?ﬂé&f&ﬂiﬁ;ﬁﬁ'&??‘O\?Diﬁgi&g&%?' 69.124 (Protocal violation |\, 1
36.250.186.38 [China 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/index. asp Bl ock 1
77.139.223.196 |France 147.237.0.34 |tikshuv.idf.il [Unauthorized Method POST for 147.237.0.34/ Bl ock 1
66. 249. 69. 251 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/sip_ B ock
37.26.149.178 | srael 147.237.77. 234 |hal ag. i df . i | 1D4§t ;';;”;‘;dZﬁf?mggsfziaglﬁffﬁ 1‘_’; . Bl ock 1
96. 241. 22. 37 Uhited Sates |147.237.72.166aka.idf.il Uhaut hori zed Method PCST for waw aka. i df.il/main/snalindsmali maspx |B ock 1
2.53.55.79 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.94. 175. 64 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
77.138.15.7 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for v aka. i df.i |/ mai n/sachar/kl al i . aspx Bl ock 1
162. 210. 196. 100|Lhited Sates  [147.237.77. 216 |dover.idf.i | Unaut hori zed URL Access to waw i df .il/1133-19149- he/ dover B ock 1
46.117.88. 25 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.229.69. 124 | srael 147. 237. 72. 166 |aka. i df . i | (8?5-581 t(;gc\lila_bggpﬁngiﬁli &;DZTOKECE(;G{WA?\'&; on None 1
37. 6. 241. 239 G eece 147.237.77. 216 |dover.idf .i | Paraneter Type M ol ation SearchText in wwyidf.il/1065 en/dover.aspx  |B ock
77.237.146.28 |Czech Republic |147.237.77.176|mat pash. i df.il |Unauthorized Method HEAD for / Bl ock
66.249.76.70  |[Israel 147.237.77. 216 |dover. i of .i1 [P Qfo_riilzfc\j/\eﬁkﬁzﬁ:péf’e_ app- i t e~ ass0ci ati on Bock |1
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