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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
89. 138. 150. 206 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 9
185.94.111. 1 Russi an Federation 147.237.76. 31 nakchal .idf.il|B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 34 yohal an.i df.il|B ack List drop 1
54.72.0.55 Irel and 147.237.77.216 dover.idf.il |TCP handshake violation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

163. 172. 38. 173 Lhited Ki ngdom 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
46.120.122.219 |147.237.77.74 |Israel lawidf.il Xenu Link Seuth User Agent 2
93. 158. 203. 197 |147.237.77.74 |Nether| ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
86. 3. 248. 114 147.237. 77. 216 |Uni ted Ki ngdom|dover.idf.il portscan: TCP DO stributed Portscan 1
213.8.204.9 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.108.121. 70  |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
208. 100. 26. 228 |147.237.77.121|lhited Sates e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.183.30.228 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
195. 88.208. 193 [147. 237. 76. 147 ?ég:;;”im chi nuch. aka. i df .1 ET SCAN NVAP -sS wi ndow 1024 1
77.126.18.125 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
169. 46. 2. 146 147.237.0. 200 |Net herl ands . i df il ET SCAN Potential VNC Scan 5900- 5920 1
62.219.137.5 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
116. 12. 175. 233 |147. 237. 72. 167 |S ngapore i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
46.19. 86. 79 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
116. 12. 175. 233 |147. 237. 72. 167 |S ngapore i shuri maka.idf.il ET SCAN NVAP -f -sS 1
23.91.75.231 147.237.77.19 [lhited Sates |lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
93. 158. 203. 197 |147.237.77. 176 |Net her | ands nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
2.53.34. 102 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
93.158. 203. 195 |147.237. 76. 148 [Net her | ands gacenter. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
85. 250. 5. 169 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.199. 226. 66 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
82.81.7.184 147.237. 77. 216 |I srael dover. i df.il portscan: TCP O stributed Portscan 1
195. 88.208. 193 [147. 237. 76. 177 ?;Z:;;”im ncore. i df.il ET SCAN NVAP -sS wi ndow 1024 1
79.179.26.159  |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
176. 13. 231. 207 [147.237. 72. 166 |I srael aka. idf.il portscan: TCP O stributed Portscan 1
62.219.162.91 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
163. 172. 169. 150(147.237.0. 17 |United Ki ngdom|mny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
116. 12. 175. 233 |147. 237. 72. 167 |S ngapore i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.149.198 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
114,199, 211. 80 |147. 237, 0,33 |Korea Republic [ o o ET SOAN Behavi or al 'Lhusual Iy fast inbound Tel net 1
of onnections, Potential Scan or Brute Force
5.28.169. 198 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Target Address

Ste

Signature

Devi ce

‘Att acker Gountry

Action

‘Count

37. 218. 210, 204 |FA SSUN AN Territoyly 4o 537 77 216 |dover. i of i drop First packet isn't SWN drop 53
Cccupi ed
s SN retransmit wth different .
109. 65. 100. 99 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e monitor |39
Sreaning Engine: TCP Invalid i i ssi
217.132.99.86 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g Invalid segnent retransmssion. g, 28
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.53. 31 66 I srael 147. 237. 72. 167 |i shuri maka. i df .| 9 =9 Invalid segnent retransmssion. |, 27
Ret r ansmi ssi on Packet dropped.
192. 99. 207. 133 |Canada 147.237.76.200|eitan. aka.idf.il [SYN At ack SYN -> SYN-ACK -> Tinmeout |monitor |25
192. 99. 207. 133 |Canada 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 24
192. 99. 207. 133 |Canada 147.237. 76. 147 |chinuch. aka. i df . i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 24
192. 99. 207. 133 |Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |24
192. 99. 207. 133 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 23
192. 99. 207. 133 |Canada 147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |23
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor |22
192. 99. 207. 133 |Canada 147.237.76.39 |mobile.meitav.idf.i|SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 22
Sreaning Engine: TQP Invalid i i ssi
80. 246. 136. 230 |I srael 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. |, 21
Ret r ansmi ssi on Packet dropped.
. ) SYNtAXK retransmt with )
46. 19. 85. 115 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence di fferent i ndow scal noni t or 14
R SWNretransmt wth different .
109. 65. 100. 99 |l srael 147.237.77. 234 |halag.idf .il Bad TCP sequence vi ndow scal e noni t or 13
109. 186. 73. 18 |Israel 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |12
46. 19. 86. 246 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TQP Invalid i i ssi
176.13.226.6 |Israel 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. g, 12
Ret r ansmi ssi on Packet dropped.
106. 66. 200. 16 |India 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
46. 19. 86. 27 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.28.133. 27 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
80.179.41.10 |lIsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
176. 67. 113. 18 g:a'cis;i'e”('ja” Territoyly 47, 237.77. 216 |dover. i . i1 drop First packet isn't SN drop 8
. . . SYNtAXK retransmt with .
45. 35, 64.142 |lhited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 8
R SYN+ACK retransmt wth .
54.72.0.55 I'rel and 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different vi ndow scal e monitor |8
Sreaning Engine: TGP Invalid i i ssi
37.26.146.182 |Israel 147. 237, 77. 243 |mobi l e, i of . i | 9 =9 Invalid segnent retransmssion. |, . 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 13 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19.86.132 |[lIsrael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber monitor |6
54.72.0.55 I'rel and 147.237.77. 216 |dover.i df .il Bad TCP sequence moni tor |6
46. 19. 86. 27 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
o SYN+ACK retransmt with .
54.72.73.168 |Ireland 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence gifferent vi ndow scal @ monitor |6
157.55.39. 145 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber nonitor |6
2.55.47.86 | srael 147.237.72. 166 |aka. i df.il dr op First packet isn't SN drop 6
41.33.231.86 |Egypt 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber noni t or 5
5.29.236. 177 I srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 5
46.19.86.234 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber mnitor |5
84.55.20. 131 Li t huani a 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 5
52.16.5.197  [ireland 147.237. 77. 216 |dover. i f . | Bad TCP sequence SIwAQC retransmt with moni tor |5
di fferent w ndow scal e
5.29.236.177 |Israel 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 5
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 5
46.117.76.72  |lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST mnitor |5
46. 19. 86. 50 I 'srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACGK nunber moni tor |5
81.218. 142. 185 [l srael 147.237.72. 167 |ishurimaka.idf.il [SYN At ack SYN -> SYN-ACK -> RST mnitor |5
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.19.86.234 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACGK nunber aert 4
207.46.13.93 |Whited Sates 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 4
46. 43. 92. 50 gcisgi';'ja” Territoryl147. 237. 77. 176 |nat pash.i o .i Bad TCP sequence Invalid ACK nunber monitor |4
45.35.64.142 |Uited Sates 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 4
52.16.5. 197 I'rel and 147.237.77. 216 |dover.idf il Bad TCP sequence noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
2.53.21.225 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 53
46.19. 85. 141 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 31
176.13. 240. 44 |Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 26
106. 4. 212.120  |Chi na 147.237.77.216|dover. i df .i | Mil tipl e Unauthorized LRL Access from 106. 4. 212. 120 B ock 17
106. 4,212,120 [China 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock
192. 116. 165. 35 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock
79.177.31.64  |Israel 147. 237.72. 166 |aka. i df . i | m“;;;rl ! dﬁéﬁl /'\'::;ihn(;(;i (;;g gt\fh;irl cati onser vi ce. asmd get aut huser |2 % 3
176.13.1.1 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
46. 19. 85. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
79.177.37.112 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
192. 116. 165. 35 |l srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from 192.116. 165. 35 B ock 3
37.26.146.182 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
80.246.138.36 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
31.154. 81. 28 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.249.76.106 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/giyus/ asp/ gi yus. asp B ock 2
176.13.226.6 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
79.183.108. 166 |[lIsrael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 2
89.138.179. 160 |[lIsrael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
213.151. 35.220 |israel 147.237.72. 166 |aka. i df . i | g’tl"; '1’35'19? 3Lga;;8°” zed Method for Known URL from B ock 2
68.180.228.29 |lhited Sates |147.237.72.166 |aka. i df .|| m“;:;’_rii jfeo: IL/J?;)npscc:l:eejiotrZ/ doc ryr/ general . aspx B ock 1
46.120.38.133 |[Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
176.228.178.31 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |B ock 1
5. 255. 253. 75 gz:;;r: on 147.237.0. 16 nlyl- kosher - kravi . i df Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt |B ock 1
66.249.76.77  |israel 147.237.72.166 |aka. i df . i | ﬂ?ftzgo;.i ;zef’lg;eg‘?cn‘ff;o;gn I yonmn. asp B ock 1
207. 46. 13. 93 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/sip_storage/files/ O/ B ock 1
84.109. 235.191 |Israel 147.237.72. 166 |aka. i df . i | g?;l_ tl'o’:;.ezgaf;;"’” zed Method for Known URL from B ock 1
77.126.69. 9 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter d in v aka.idf.il/main/giyus/ general . aspx None 1
66.249.69.208 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
192. 115. 100. 190|1 sr ael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for waw aka.idf.il/ituriniasp/wars.asp |B ock 1
106. 4. 212. 120 |Chi na 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to waw i df . il/index. asp B ock 1
207.232.37.179 | srael 147. 237.72. 166 |aka. i df . i | Llulrigeasl , i?’;geegﬁing:a;:gcéféoibgcﬁi/ fm’j W kapat 2/  es#012 B ock 1
85. 250. 203. 214 [ srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method HEAD for aka.idf.il/main/giyus/ general .aspx |B ock 1
77.126.69.9 I srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter do in waw aka. i df.il/main/giyus/general .aspx [None 1
66.249. 69. 246 [l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
37.19.121. 54 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 65. 100. 99 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
213.57.160. 201 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/ B ock 1
66.249.76.109 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/giyus/asp/rec. asp B ock 1
176. 13. 226. 6 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 1
46. 19. 85. 147 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
77.126.69.9 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter doc in wuw aka.idf.il/main/giyus/ general .aspx [None 1
Unaut hori zed URL Access to
66.249. 69. 249  [Israel 147.237.0.34 |tikshuv.idf.il wwy ti kshuv. i df . i1/t enpl at es/ opr ol escat egory/ opr ol escat egory. i n. asp |B ock 1
X
109. 66. 80. 116 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
66.249.76. 115 I srael 147.237.77. 216 |dover . i df . i | R e ol 1 i adover . aspx Bock |1
46.117.76.72 I srael 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on www aka. idf.il/nain/ Bl ock 1
2.53.55.79 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
77.138.168.205 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 66.249. 76. 75 B ock 1
192. 116. 165. 35 |Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/4/ B ock 1
157.55.39. 115 |lited Sates |147.237.77.216|dover.idf .il D stributed Wnaut horized LRL Access on waw i df.il/error. htm B ock 1

09-06-2016-17:04:02 to 09-06-2016-18:04:02




