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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
192. 114. 38. 136 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
8.37.231. 40 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack_Con Htp drop 7
64.233.173. 15 Asi al Paci fic Regi on 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
37.142.104. 23 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
46.19. 86. 13 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
64. 233. 173. 16 Asi a/ Paci fic Regi on 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
77.126.52. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
64.233.173. 15 Asi al Paci fic Regi on 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
64. 233. 173. 16 Asi a/ Paci fic Regi on 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
185.94. 111. 1 Russi an Federation 147.237.76. 176 test.ncore.idf.i|B ack List drop 1
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
77.127.33.9 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
46.19. 86. 13 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
115. 230. 125. 146 Chi na 147. 237.76. 197 e hinush.idf.il |JLM Under Attack Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Sgnature Devi ce Action |Oount
88. 198. 230. 79 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot Per mit 55
88.198. 230. 79 Ger many 147. 237. 76. 42 refuah.idf.il C1000074: HTTP. naj estic bot Per nirt 32
5.9.85.4 Ger many 147. 237. 76. 200 eitan. aka.idf.il C1000074: HITP. majestic bot Per mt 21
88. 198. 230. 79 Ger many 147.237.72. 166 aka.idf.il CL000074: HTTP. maj estic bot Per mit 17
88.198. 230. 79 Ger many 147.237.76. 31 nakchal .idf.il C1000074: HTTP. naj estic bot Per nirt 8
88. 198. 230. 79 Ger many 147. 237. 76. 86 navy.idf.il C1000074: HITP. majestic bot Per mt 4
5.9.85.4 Ger many 147.237.77. 74 lawidf.il CL000074: HTTP. maj estic bot Per mit 3
88.198. 230. 79 Ger many 147.237.77.74 lawidf.il C1000074: HTTP. naj estic bot Per nirt 3
5.9.85.4 Ger many 147.237.72. 166 aka.idf.il C1000074: HITP. majestic bot Per mt 3
88. 198. 230. 79 Ger many 147. 237. 76. 200 eitan. aka.idf.il CL000074: HTTP. maj estic bot Per mit 2
5.9.85.4 Ger many 147.237. 76. 147 chi nuch. aka.idf.il C1000074: HTTP. naj estic bot Per nirt 2
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|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry Signature
132.68. 9. 28 147. 237.72. 166 |I srael akaidf.il Xenu Link Seuth User Agent 7
2.53.184.39 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 2
77.138.14. 117 [147.237.72. 166 |France akaidf.il portscan: TCP O stributed Portscan 1
46.120. 122. 219 [147.237. 77. 74 |Israel lawidf.il Xenu Link Seuth User Agent 1
194.90. 178. 37 |147.237.77. 216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
46.19.85.152  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
176.13.230. 31 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
23.91.75.231 |147.237.0.200 |Wited Sates i of il ET SCAN NVAP -sS w ndow 1024 1
5.102.220.66  [147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
112. 218. 42. 116 [147.237.0.33 |Korea, Republic of idf.il gnm\li Siga\/ipgtr:]m il-glusgzjalnyo:a;uti Zblc:)s?geTel net 1
104.232.98.38 [147.237.8.28 |Wnited Sates e.nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
94.102. 48. 195 [147.237. 76. 199 |Net her | ands e. nakchal .idf .il ET SCAN NVAP -sS w ndow 1024 1
79.181. 173. 241 [147. 237. 72. 166 || srael aka idf.il portscan: TCP O stributed Portscan 1
64.233.173.16 |147.237. 77. 216 |Asi a Paci fi c Region dover.idf.il portscan: TGP Distributed Portscan 1
213.57.155.10 [147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
46.20.216.193 [147.237.77.216 g‘ilc‘fzii:;a” Territory, \iover.idf. il portscan: TCP Distributed Portscan 1
194, 56. 215. 218 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.168. 148. 87 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
162.213.1. 246 |147.237.77.216|Wited Sates dover.idf.il Tehila - Perl LWP with fake user agent 1
23.27.13.68 147.237.77. 216 |Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
124.72.60.194 (147.237.76.34 |China yohal an. i df .i | gnm\li SEQaVithr :Im iL:\IUS;ijalnyo: agutl Zblc:)s?geTel net 1
5.29.194. 38 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
104.232.98. 38 |[147.237.8.28 |Lnited Sates e.nobi | e-ks. i df.il ET SCAN NVAP -sS w ndow 2048 1
103.207.39. 82 |147.237.8.46 |Metnam e. chi nuch. i df .i ET SCAN NVAP -sS w ndow 1024 1
92.51.138.14 |147.237.0.17 |Germany m ny-kosher -kravi . i df.il Ili—t ;ﬂ\lalBega:.\;an:)? | ;?Zijlajolny fast Termnal Server Traffic 1
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|Top Attackers In FW |

A tacker

Ret r ansm ssi on

Packet dropped.

ountry Target Address |Ste Signature
8.37.231.40 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 91
8.37.231. 40 Lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 83
199. 203. 215.1 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 46
194.90.89.5 | srael 147.237.72. 166 |aka. i df . il dr op SAMrul e drop 44
212.199. 224. 24 |l srael 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 41
213.8.90.143 |[Israel 147.237.77. 170 |maarachot.idf.il  |Bad TCP sequence Invalid sequence nunber moni t or 38
76. 1. 246. 39 Lhited Sates |147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 23
76. 1. 246. 39 Lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 23
76. 1. 246. 39 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 22
76. 1. 246. 39 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 22
76. 1. 246. 39 Lhited Sates |147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 22
192. 99. 207. 133 |Canada 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 22
76. 1. 246. 39 Lhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 22
192. 99. 207. 133 |Canada 147, 237. 76. 147 [chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> Ti meout moni t or 21
76. 1. 246. 39 Lhited Sates |147.237.76.39 [nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 21
85.64.86.161 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdrﬁrsac';"y Wth different moni tor |21
76.1.246. 39 Lhited Sates |147.237.76. 147 [chinuch.aka idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout nmoni t or 21
212.179. 21. 194 [Israel 147, 237.76. 200 |ei tan. aka i i1 || camng Engine: TCP | nvalid linvalid segnent retransnissi on. drop 20
Ret r ansni ssi on Packet dr opped.
192. 99. 207. 133 |Canada 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 20
192. 99. 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 20
192. 99. 207. 133 |Canada 147.237.76. 200 |eitan. aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 20
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 20
192. 99. 207. 133 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
79.179. 26. 159 [l srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 19
185.3.147.219 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 18
Ret r ansni ssi on Packet dr opped.
212.199. 224. 24 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 18
46.19.85.247  [Israel 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 18
46.19.85.247 |[Israel 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACK nunber moni t or 18
46. 19. 86. 226 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 13
46.19.86.226 [Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 11
82.81.128.44 |Israel 147.237.77. 234 |hal ag.i df . Bad TCP sequence mdﬁrsaé‘asl"y wth different moni tor |10
192. 99. 207. 133 |Canada 147.237.76.200|eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 9
192. 99. 207. 133 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 9
192. 99. 207. 133 |Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 9
192. 99. 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 8
46.19.85.252 |[Israel 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber moni t or 8
192. 99. 207. 133 |Canada 147.237.76.39 |mobile meitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout aert 8
46.19.85.252  |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 86. 13 | srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
192. 99. 207. 133 |Canada 147.237.76. 147 |chinuch. aka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout aert 8
8.37.231.40 Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 7
176.13.18. 127 [l srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 7
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 7
8.37.231.40 Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
79.181. 34.169 |[lsrael 147.237. 72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 7
37.26.148.217 |israel 147.237.77. 243 |robi | e. i of .| Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
66.240.76.71 |uited Sates |147.237.0.10 |madimata.iar. i1 | €AMNG Engine: TP Invalid finvalid segnent retransnission dr op 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.147.154 |lsrael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 48
176.13.240. 44 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
37.26.147.221 |[israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 10
64.233.173. 15 ':\Ig?lol:m fic 147.237.77.216|dover . i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 6
AsialPacific . . ! . . . .
64.233.173.14 Regi on 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 5
132.68.9.28 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Uhaut hori zed Method for Known URL from 132.68. 9. 28 B ock 5
37.26.147.173 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
37.26.149. 244 |israel 147.237.76.42 |refuah.idf.il O stributed Suspicious Response Code Bl ock 4
176. 12. 135. 220 |l srael 147.237.77.216|dover.i df .i | Distributed Whaut horized LRL Access on waw idf.il/error.htm B ock 3
- - - Unaut hori zed URL Access to
109. 253. 241. 124/l srael 147.237.77.243|nobi | e. i df . i | nobi l e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 3
80. 246. 136. 116 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53. 146. 244 I srael 147.237.77. 216 |dover.i df . i | Distributed Waut horized LRL Access on waw idf.il/error.htm B ock 3
194.90. 99. 193 |Israel 147.237.77.216|dover.idf .i | Ml tipl e Unaut horized URL Access from 194. 90. 99. 193 B ock 3
213.151.35.220 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from213.151.35.220 |B ock 3
84.109. 113. 192 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 2
. . Paraneter Type Mol ation SearchText in
79.180. 212. 140 |[lIsrael 147.237.76.42 |refuah.idf.il v ref ua. at al i of i 1/ 938- hel ref uah, aspx B ock 2
84.109. 235. 191 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 84.109.235.191  |B ock
213.57.59. 50 I srael 147.237.72. 156 |anan. i df . i | DO stributed Suspici ous Response Qode B ock
159. 122. 159. 28 |Uhited Sates 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 159. 122, 159. 28 Bl ock
64.233.173. 16 ':\Ig?lol:m fic 147.237.77.216|dover . i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
. . Unaut hori zed Met hod PCBT for
213.151. 35.220 |[Israel 147.237.72. 166 [aka. i df . i | vown aka. i df i |/ mai 1V gi yus/ i nf or mat i on. aspx B ock 1
79.180. 211. 240 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
68.180.230.47 |[wnited Sates  |147.237.77.216|dover.idf.i | Paraneter Type Mol ati on PageNumin wa i df.il/1153-he/ dover.aspx  |H ock 1
. . Unaut hori zed URL Access to
66.249.69. 10 | srael 147.237.77.74 |lawidf il 147.237. 77. 74/ t enpl at econt r ol s/ pi ct urei nf o/ pi ct ur ei nf 0. aspx Bl ock !
. . Unknown Paramneter _ VI EASTATEENCRYPTED i n
212.179.242. 2031 sr ael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ sachar / r equest paysl i pexpl anat i on. aspx None !
77.138.250.113 |France 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
147.236.238.22 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
- . Unaut hori zed URL Access to
66.249. 76. 79 I srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ si p st orage/ i | es/ 6/ 69086. pef B ock 1
89. 237.89. 78 France 147.237.72.166 |aka. i df . i | Unaut hori zed Met hod PCBT for vy aka. idf.il/main/snalind B ock 1
68.180.230.47 [lLnited Sates 147.237.77.216|dover.i df .i | Paraneter Type Mol ati on PageNumin vww i df.il/1381-he/ dover.aspx  |B ock 1
113. 68. 162. 207 |Chi na 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
. . Unhaut hori zed URL Access to
66. 249. 69. 14 I srael 147.237.77.74 |lawidf.il 147, 237. 77. 74/ terpl at es/ get i | e/ get fi | e. aspx B ock 1
. . Distributed Lhaut hori zed URL Access on
213.8.204. 25 | sr ael 147.237.77.234|hal ag. i df . il 147, 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
77.138.250.178 |France 147.237.72. 166 |aka. i df . i | Distributed Unaut horized Method for Known LRL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
150. 70. 188. 178 |Japan 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to 147.237.77. 233/ favi con. i co B ock 1
66.249.79.139 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd Bl ock 1
93.172.106.0  |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qde Character in LR /mai nkapat 2/ /res#012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
79.182.123.112 [israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
2.53. 46. 137 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df . il/mai n/ gi yus/ general . B ock 1
] ; . D stributed Whaut horized Met hod for Known URL on
68.193.119.21 |wnited Sates  |147.237.72.166|aka. i df .il vow aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
192.169.7.223 |lhited Sates  |147.237.76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
113. 68. 162. 207 |Chi na 147.237.77.74 |law i df.il Unaut hori zed URL Access to www | aw i df.il/wp-1ogin. php B ock 1
. - Unaut hori zed URL Access to
66. 249. 69. 51 | srael 147.237.76.31 [nakchal . i df . il nakhal .idf.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
85. 64. 86. 161 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
37.26.148.217 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CQode Bl ock 1
77.139.135.45 |France 147.237.72. 156 |anan. i df . i | Dstributed Unaut hori zed LRL Access on waww anan. i df.il/favicon.ico |B ock 1
. . Unhaut hori zed URL Access to
66.249.79. 143 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ styl el 1. hel scrol | er/ ski n. css B ock 1
109. 66. 168. 69 |l srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod Bl ock
77.138.226. 144 |France 147.237.72. 156 |anan. i df . i | Dstributed Unaut hori zed LRL Access on waw anan. i df.il/favicon.ico |B ock
. . Unhaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or ur asp/ showf or um asp B ock 1
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