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09-06-2016-15:04:06 to 09-06-2016-16:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
207. 232. 36. 181 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 248

185. 27. 106. 161 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 8

109. 65. 185. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

176. 13. 239. 225 | srael 147.237.0.19 nadi matal .idf.il DOBS- SSL- d ear Text drop 2

80. 82. 77. 46 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il B ack List drop 1

115. 230. 125. 146 Chi na 147.237.77.179 e nazi.idf.il JLMPurple Gon Limt_Tcp drop 1

115. 230. 125. 146 Chi na 147.237.77. 226 W chamat z. aka. i df . i | JLMPurple Gon Limt_Tcp drop 1
115.230. 125. 146 Chi na 147.237.76. 197 e. hinush.idf.il JLM Under At tack_Con_Tcp dr op 1

115. 230. 125. 146 Chi na 147.237.77. 61 e.cogat.idf.il JLMPurple Gon Linmt Htp drop 1




09-06-2016-15:04:06 to 09-06-2016-16:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure Devi ce Action |Oount |
208.52.175. 27 Lhited Sates 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
82.205.105.131 |Palestinian Territory, Gccupied 147.237.77.216 |dover.idf.il [13444: HTTP. Wat Wb User - Agent Header B ock 1




09-06-2016-15:04:06 to 09-06-2016-16:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

208.52. 175. 27 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 12
91.121.75.9 147.237.77. 74 France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
94.102. 48. 195 147.237.76. 31 Net her | ands nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.48.93. 217 147.237.76. 31 Net her | ands nakchal .idf.il ET SCAN Potential SSH Scan 1
93. 158. 203. 195 147.237.77.121  |Netherl ands e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.48.93. 217 147.237.0. 35 Net her | ands akaws. i df .il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147.237.8. 24 Lkr ai ne elifestyleidf.il ET SCAN NVAP -sS wi ndow 2048 1
37.26. 146. 235 147.237.72.166  |Israel aka.idf.il portscan: TCP Distributed Portscan 1
23.91.75.231 147.237.77.243  |lWnited Sates nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.108. 145. 171 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
212.199.180.159  [147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
81. 218. 208. 225 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
194. 90. 66. 15 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
79.181. 215. 76 147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
170. 84. 97. 88 147.237.77. 212 e.dover.idf.il ET SCAN Potential SSH Scan 1
62. 90. 210. 138 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 195 147.237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.142.1.172 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
93. 158. 203. 195 147. 237.77. 234 Net her | ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.48.93.217 147.237.72.217  |Netherl ands eidf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 158 147.237. 8. 24 Lkr ai ne elifestyle.idf.il ET SCAN NVAP -sS wi ndow 4096 1
37.48.93. 217 147.237.0. 15 Net her | ands kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
91.201. 236. 158 147.237.8. 24 krai ne elifestyleidf.il ET SCAN NVAP -f -sS 1
37.26. 146. 213 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
88.249. 106. 23 147.237.0.15 Tur key kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
23.91.75.231 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
82. 153. 18. 80 147. 237.77. 216 Uni ted Ki ngdom dover.idf.il portscan: TCP DO stributed Portscan 1
80. 246. 139. 121 147.237.72.166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
192.117.134.156  |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
77.139. 234. 142 147.237.72.166  |France akaidf.il portscan: TCP D stributed Portscan 1
95. 86. 118. 126 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.117.35.58 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1




09-06-2016-15:04:06 to 09-06-2016-16:04:06

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
64.113.177.150 |Lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 216
194.90.89.5 I srael 147.237.72. 166 [aka. i df . i dr op SAMrul e drop 170
89.237.108.110 |France 147.237.77. 233 |atal i df il Bad TCP sequence md:)itvrsa::]”lt wth dfferent moni tor~ [159
37. 46. 39. 51 I'srael 147, 237.76. 200 |ei tan aka i 11 | o) S NG Engine: TP Invalid imvalid segnent retransmssion. | 36
Ret r ansni ssi on Packet dropped.
195. 82. 63. 200  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 35
37.26.146.172  |israel 147.237.77. 243 |nobil e, i df . i1 Streaning Engi ne: TCP Invalid invalid segnent retransnission. | 30
Ret r ansni ssi on Packet dropped.
46.19. 86. 61 I srael 147.237. 77. 243 |robi 1 e. i of . i | Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 27
Ret r ansni ssi on Packet dr opped.
212.235.98.139 |Israel 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 24
46.19. 86. 133 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 23
76. 1. 246. 39 Lhited Sates [147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 15
46. 19. 86. 165 I 'srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 14
2.53.14.233 I srael 147. 237.72. 156 |anan.i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 13
76. 1. 246. 39 Lhited Sates [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 13
76. 1. 246. 39 Lhited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 13
109. 65. 185. 186 |l srael 147.237.77. 243 |nobi 1 e.i o i Streamng Engine: TCP Invalid  invalid segnent retransnission. |y 12
Ret r ansni ssi on Packet dropped.
76. 1. 246. 39 Lhited Sates [147.237.76. 147 |chinuch. aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 12
79.179. 7. 220 I srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 12
2.53.146. 29 I srael 147.237. 77. 243 |robi 1 e. i of . i | Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dr opped.
76. 1. 246. 39 Lhited Sates |147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
46. 19. 85. 159 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 11
76. 1. 246. 39 Lhited Sates [147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 11
76. 1. 246. 39 Lhited Sates [147.237.76.200|eitan. aka idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
76. 1. 246. 39 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
46. 19. 85. 159 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
37.26.146.216 | srael 147.237.77. 243 |nobil e, i df . i1 Streaning Engi ne: TCP Invalid invalid segnent retransnission. | 9
Ret r ansni ssi on Packet dropped.
46. 19. 86. 165 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 9
46. 19. 86. 165 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 9
212.199. 34. 114 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
176.13.243.87 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
46. 19. 86. 165 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber aert 8
109. 253. 128. 250]l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
88.201.42.9 Bahrai n 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46. 19. 86. 154 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 86. 19 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
46.19. 85. 174 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
46.19.86.184  |israel 147.237.76.42 |refuah.idf.il Streaning Engi ne: TCP Invalid invalid segnent retransnission. | 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 214 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
80.246.136.60 I srael 147. 237. 72. 166 |aka. i df . i1 Bad TCP sequence mﬁsgfmmt wthdifferent | oonitor o
23.27.13.68 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
76. 1. 246. 39 Lhited Sates |147.237.77.235|sviva.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 5
76. 1. 246. 39 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 85. 67 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 86. 154 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
76. 1. 246. 39 Lhited Sates [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
185. 128. 36. 14 Irag 147.237.72. 217 |e.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 159 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 86. 175 | srael 147.237.77.233|atal .idf.il drop First packet isn't SN drop 5
2.53.14.233 | srael 147.237. 72. 156 |anan. i df .i | dr op Frst packet isn't SN drop 5
46. 19. 86. 144 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
76. 1. 246. 39 Lhited Sates [147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5




09-06-2016-15:04:06 to 09-06-2016-16:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
109. 253. 192. 180 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 130
46. 19. 86. 69 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 124
2.53.3.202 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 102
176. 13. 239. 225 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 71
37.26.147.173 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 49
84.109. 16. 254 [Israel 147.237.72. 156 [anan. i df . i | Dstributed Suspicious Response Code B ock 28
46. 19. 85. 144 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
46.19. 85. 141 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 11
176.13.14.70  [Israel 147.237.77. 243 |nobi | e. i df . i | Si;ﬂtt ?Lﬁ’f’?s\;c‘:;llicignggg‘stﬁifmd in B ock 10
79.176.52.182 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 79. 176. 52. 182 Bl ock 9
109. 66. 168. 69 |l srael 147.237.76.31 |nakchal .idf.il [Dstributed Unauthorized HITP Mt hod B ock 8
84.109. 64. 150 [Israel 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 84.109. 64. 150 B ock 8
46. 19. 86. 61 | srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 7
37.26.147.230 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
84.109. 64. 150 |l srael 147.237.76.31 |nakchal .idf.il |Dstributed Unauthorized HTTP Met hod B ock 6
91.197.61.199 |Israel 147.237.76.31 |nakchal .idf.il |Distributed Unauthorized HTTP Mt hod B ock 4
109. 66. 168. 69 |l srael 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 109. 66. 168. 69 B ock 4
109. 66. 168. 69 |l srael 147.237.76.31 [nakchal .idf.il [Wauthorized URL Access to v nakhal .idf.il/sip_storage/files/4/ B ock 3
91.197.61.199 |Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/2/ B ock 3
37.26.147.149 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.53.146. 29 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response Gode Bl ock 3
109. 65. 185. 186 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
88. 202. 218. 232 LKTir:ge(cjjom 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.146.216 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
84.109. 113.192 |[Israel 147.237.72. 156 |anman. i df . i | D stributed Suspici ous Response CQode B ock 2
157.55.39. 115 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover.idf .i | Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
109. 253. 242. 163|l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CQode B ock 2
91.228.248. 251 |Israel 147.237.76.31 |nakchal .idf.il |Distributed Unauthorized HTTP Mt hod B ock 2
37.26.149.165 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
176.13.18.127 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
66.249.76.81 I srael 147. 237.72. 166 |aka. i df . i | ﬂ?“tzg;’”?;ei;% gf;e;saé; {11 o5/ 6/ 63076, pef Bl ock 1
200.88.198.1  |Israel 147. 237.72. 166 |aka. i df . i | 3,;; ;li(: L:tdicl‘i IU;'?T;I :/O;erie;t SL/':‘:LSS';‘;ZS; o B ock 1
91. 228. 248. 251 |[lIsrael 147.237.76.31 |nakchal .idf.il |Miltiple Unauthorized URL Access from 91.228.248. 251 B ock 1
87.69.129.25 [ srael 147.237.77. 234 |hal ag. i df . i | ?;t rz'sgmgd2;27%:3;;72‘:\3%,%7?2 1(.)2;i . B ock 1
46.121.142. 150 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/consol e/ core/ doc_ngr/null  |Bl ock 1
185. 120. 125. 116]I srael 147.237.72. 166 |aka. i df . i | Miltiple Malformed URL from 185. 120. 125. 116 B ock 1
82.81.128. 44 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul l et 1. gi f B ock 1
38.111.147.88 |Lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
2.53.37.119 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode Bl ock 1
77.138. 80. 38 France 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww aman.idf.il/favicon.ico Bl ock 1
66. 249. 76. 72 I srael 147.237.72. 156 [anan. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 76. 72 B ock 1
185. 120. 125. 116]I srael 147.237.72. 166 |aka. i df . i | Too Many Headers per Request - 27 Headers B ock 1
185. 120. 125. 1161 sr ael 147. 237.72. 166 |aka. i df . i | g‘élgli flzgllllzlse_galjwwe Code Character in keader Nane from B ock 1
79.177.114. 101 |israel 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock
212.179. 242. 203l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df . il/sachar Bl ock 1
104. 238. 194. 210|lhited Sates [147.237.72.166|aka.idf.i | Unhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
87.70.54.136  |Israel 147.237.72.166 |aka. i df . i | m":kfi Z?fiﬁfégzlgx]mﬁma;& None 1
66.249. 66. 177 |l srael 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized URL Access on waw idf.il/error.htm Bl ock 1
185. 120. 125. 116|I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 185. 120. 125. 116 B ock 1

09-06-2016-15:04:06 to 09-06-2016-16:04:06




