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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
77.138.59. 221 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
66. 249. 76. 106 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- Di r - Tr ave- 2 dest - r eset 1
176.13.12. 188 | srael 147.237.72. 167 ishurimaka.idf.il |DCBS SSL-A ear Text drop 1
69. 27. 168. 124 Lhited Sates 147.237.0.34 tikshuv.idf.il JLMPurple Con_Linit Tcp drop 1
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
80. 82. 77. 46 Net her | ands 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count
62. 210. 143. 245 France 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per mit 41
91.121.101.78 France 147.237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nit 15
91.121.101. 78 France 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per it 12
62. 210. 143. 245 France 147. 237. 76. 200 eitan. aka.idf.il C1000074: HITP. naj estic bot Per mit 2
62. 210. 143. 245 France 147.237.77. 170 nmaar achot . i df . il C1000074: HITP. maj estic bot Per nit 2
109. 186. 81. 55 I srael 147.237. 72. 166 aka.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

‘ Target Address

At acker

Signature

Gountry
91.121.78.198 |147.237.77.74 |Rance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
46. 19. 86. 39 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 155 |147.237.77. 176 |krai ne mat pash. i df .i | ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
37.48.93.217 147.237. 77. 226 [Net her | ands win charat z. aka. i df . i 1 [ET SCAN Potential SSH Scan 1
87. 68. 54. 236 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
208. 100. 26. 228 |147.237.77.178|lnited Sates e. mat pash. i df .i| ET SCAN NVAP -sS wi ndow 1024 1
37.48.93.217 147. 237. 76. 199 [Net her | ands e. nakchal .idf .il ET SCAN NVAP -sS wi ndow 1024 1
85. 65. 165. 100  [147. 237. 77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
208. 100. 26. 228 |147.237.8.27 |lhited Sates [e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.48.93.217 147. 237. 76. 196 [Net her | ands e.svivaidf.il ET SCAN Potential SSH Scan 1
82.81.13. 88 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
2.55.171. 213 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
196.47.173.21 [147.237.0.15 |Qte Dlvoire  |kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
79. 179. 49. 89 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
185.40. 4. 92 147.237.77. 235 23::;'}0'1 svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
79.177.59. 98 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
167 0. 162. 60 147 237 0.34  |col onbi & Cikshov. i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66. 249. 76. 75 147.237.72. 166 |Wnited Sates  |akaidf.il portscan: TCP O stributed Portscan 1
109. 64. 41. 251  |147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
46.172.71.251 |147.237.0.200 |Lkraine ndu. i df i ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 155 |147.237.77. 176 |krai ne nat pash. i df . i | ET SCAN NVAP -sS w ndow 4096 1
37.142.7.158 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
212.179.32.50 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
37.48.93.217 147. 237. 76. 199 [Net her | ands e. nakchal .idf .il ET SCAN Potential SSH Scan 1
87. 68. 44. 248 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
208. 100. 26. 228 |147.237.77.19 |lhited Sates  [lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
37.48.93.217 147. 237. 76. 197 [Net her | ands e hinush.idf.il ET SCAN Potential SSH Scan 1
85. 64. 86. 161 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
199. 203. 108. 173|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.48.93.217 147.237.76. 44 |Nether| ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
79.181. 109. 160 |[147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
196.47.173.21 |147.237.0.15 |te DIvoire  |kosher-kravi.idf.il ET SCAN NVAP -f -sS 1
79.178.148. 148 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 40. 4. 92 147.237.77. 227 ?ég:;;”im e. hanaz. i df i ET SCAN NVAP -sS wi ndow 1024 1
77.124.3.238  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stri buted Portscan 1
132. 68.209.98 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
64.137.171.55 |147.237.76.38 |Canada e.eneitav.idf.il ET SCAN Potential SSH Scan 1
93.158.203. 196 |147.237.0.33 |Netherlands idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
46. 19. 85. 148 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 21
46.117. 76. 68 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 15
141. 0. 14. 145 Eur ope 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 12
46.19.85.148 |Israel 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 9
85. 65. 127. 182 |l srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
37.26.147. 200 |[lsrael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST roni t or 9
76. 1. 246. 39 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
87.71.40.18 | srael 147.237.72. 166 |aka.idf . il drop First packet isn't SN drop 8
76.1.246.39  [tnited States [147.237.0.17 [TV kosher-kravi- Tdf | qyn at t ack SYN -> SYN-ACK -> Timeout  |monitor |8
76. 1. 246. 39 Lhited Sates |147. 237. 77. 170 |mmar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
213.55.108.91 |[Bhiopia 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop
76. 1. 246. 39 Lhited Sates |147. 237.77. 234 |hal ag.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
31.174.203.17 |Pol and 147.237.72. 156 |anan. i of . i Bad TCP sequence ﬂﬁtr:ﬁt;ggzl;:”h moni tor |8
76. 1. 246. 39 Lhited Sates |147. 237. 77. 235 |sviva. i df il SYN At tack SYN -> SYN-ACK -> Ti neout roni t or 8
76. 1. 246. 39 Lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
76. 1. 246. 39 Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
76. 1. 246. 39 Lhited Sates |147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout roni t or 8
76. 1. 246. 39 Lhited Sates [147.237. 72. 156 [anan.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
76.1.246.39  |lhited Sates |147. 237. 77. 226 :”"WCha”atZ'aka' Tt loyN At ack SYN -> SYN'ACK -> Tineout  |nonitor |8
76. 1. 246. 39 Lhited Sates [147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
76. 1. 246. 39 Lhited Sates [147.237.72. 166 |aka. i df.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 8
76. 1. 246. 39 Lhited Sates |147. 237. 77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout roni t or 8
71.46.246.100 |lnited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
71.46.246.100 |Wnited Sates |147.237. 77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 7
46.19.86.125 |[lsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |7
76. 1. 246. 39 Lhited Sates |147. 237. 72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
71.46.246.100 |Wnited Sates |147. 237. 76. 200 |ei tan. aka i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 7
76. 1. 246. 39 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
76. 1. 246. 39 Lhited Sates |147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
76. 1. 246. 39 Lhited Sates |147. 237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
76. 1. 246. 39 Lhited Sates |147.237.76. 30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
71.46.246.100 |Uhited Sates |147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
71.46.246.100 |wnited Sates |147. 237. 72. 166 [aka i df il SYN At tack SYN -> SYN-ACK -> RST noni t or 7
62. 0. 247. 129 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
71.46.246.100 |lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
76. 1. 246. 39 Lhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
76. 1. 246. 39 Lhited Sates |147. 237. 76. 200 |ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
71.46.246.100 |lLnited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
31.174.203.17 |Pol and 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST noni t or 7
71.46.246.100 |lhited Sates |147.237.0.19 |nadi matal .idf.il SYN At tack SYN -> SYN-ACK -> RST roni t or 7
76. 1. 246. 39 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
76. 1. 246. 39 Lhited Sates |147.237.77. 74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 7
46.19.85.108 [l srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |6
71.46.246.100 |lnited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
71.46.246.100 |wnited Sates |147. 237. 72. 156 |anan.idf il SYN At tack SYN -> SYN-ACK -> RST noni t or 6
71.46.246.100 |Uited Sates |147. 237. 77. 226 :’WWCha"mZ'aka' Hdf- T lsyN At ack SYN -> SYN-ACK -> RST monitor |6
71.46.246.100 |[nited Sates |147.237.76.39 |[mobileneitav.idf.il  [SYN Attack SYN -> SYN-ACK -> RST noni t or 6
176. 13. 237. 117 |I srael 147.237.77. 243 |mbi le.i o i1 Streamng Engine: TCP Inval id invalid segnent retransmission. | 6

Ret r ansni ssi on Packet dropped.

71.46.246.100 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
176.12.160.2 |Israel 147.237.77. 216 |dover.i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
80. 246. 137. 134 |l srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 168
109. 253. 192. 180|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 96
46.19. 85. 188 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 65
46. 19. 85. 254 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 39
79.176.52.182 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 79.176. 52. 182 Bl ock 17
59.40.227.157 |China 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 59. 40.227. 157 B ock 17
2.53.17. 143 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 16
85. 250. 248. 24 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:ﬁ”&fsz , t:e;grcyetzm O e/l st chi | cdocument s 1071 Bl ock 9
46. 19. 85. 254 I srael 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code Bl ock 8
176.13.241.73  |Israel 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 7
84.109. 64. 150 [Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod Bl ock 6
59. 40. 227.157 |China 147.237.77. 216 |dover . i df . i | D stributed PHP A tenpt Bl ock 6
77.138.168.98 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for waw aka. i df .il/ mai n/ kapat z/ Bl ock 4
192.115.252.2 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 4
176. 13. 239. 225 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
46.19. 86. 113 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 130. 238 |[lIsrael 147.237.77.216|dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 3
46. 19. 86. 142 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176.13.236.18 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
192.115.252.2 |Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 192. 115. 252, 2 Bl ock 3
85. 250. 248. 24  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
80. 246. 138. 135 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249. 88. 143  [Israel 147.237.77.216|dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
212.179.73.106 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i m;}rﬁziﬂ :;2“} z?r'l Izleioﬁt:cess on Bl ock 2
138.162.128.52 |lnited Sates [147.237.77.216|dover.idf.il Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock 2
207.46.13.181 |lhited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
65.55.210.193 |lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
213.57.230.68 |[Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Qode Bl ock 2
176. 13. 244. 175 |l srael 147.237.77.243|nobi [ e. i df . i | O stributed Suspicious Response Code Bl ock 2
200.88.198.1 | srael 147. 237.72. 166 |aka. i df . i | Vt\jwf; ;L:Li‘td‘:('jiwig Elogicrzie; Sﬁsggfgsﬁt > Bl ock 2
80. 246. 133. 236 [lIsrael 147.237.77.216|dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock
213.57.230.68 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code Bl ock

147.161. 10. 221 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL Bl ock
79.176.52.182 | srael 147.237.72.166 |aka. i df . i | m”atkgorl ! fid| /'\':;jr;‘/";i mggr o asox Bl ock 2
46. 19. 86. 61 | srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
212.179.21.194 | srael 147.237.72.166 |aka. i df . i | m“;gr: ;feldi Iljlqr;afﬁlcgeisjuéloyahash2017ll obby. aspX Bl ock 2
77.138.53.6  |France 147.237.72.166 |aka. i df . i | m”;l?;rii ;:c: I'\f;;i‘(r’]‘/jgr;f; ;Z;ashlsheel on. a5 Bl ock 1
46. 19. 86. 44 I srael 147.237.76.42 |refuah.idf.il Abnorrnal |y Long Request et hod Bl ock 1
66.249. 66. 243 I srael 147.237.77. 176 |nat pash. i df . i | m”é:;;'_zied?_ﬂq;uﬁgfljsisnft;miO ¥ bages! repor 5. a5 Bl ock 1
31.174.203.17 |Pol and 147.237.72. 156 |anan. i df . i | Mil tiple Untraceabl e SSL Sessions from31. 174. 203. 17 (Qpen Mde) None 1
59. 40.227.157 |China 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df . il/index. asp Bl ock 1
216.244.66.236 |Lhited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/sitelgeneral .aspx Bl ock 1
80.246.130.23 |[lIsrael 147.237.77.216|dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
192.115.252.2  |Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww lawidf.il/sip_storage/files/ 4/ Bl ock 1
46.19. 85. 173 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | m“;k?ir i’leeicl’ /Efgpﬁgsige;%ref ait. sp Bl ock 1
64.254.230. 42 [Canada 147.237.72. 166 |aka. i df . | m“;z‘;rii ;feoll I'\/‘;ta??f/‘kzgiz}c o actus. aspx Bl ock 1
87.68.1.125 I srael 147.237.72. 166 [aka. i df . i | Dstributed |l1egal Byte Gde Character in URL B ock 1
46.120.107.52 | srael 147.237.77. 234 |hal ag. i df . i | ﬂ?fég?f;;?gmf‘mpggsfh;oe &bl et 1. gi Bl ock 1
81.218.136.85 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/wan tikshuv.idf.il B ock 1
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