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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
176. 13. 245. 51 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
37.48. 83. 137 Net her | ands 147.237.76.176 test.ncore.idf.il|B ack List drop 1
37.48. 83. 137 Net her | ands 147.237. 76. 201 e atal.idf.il B ack List drop 1
79.176. 57. 186 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

212.150. 11. 250 |147.237.77.216|Israel dover.idf.il  |portscan: TCP D stributed Portscan 2
109. 253. 138. 40 |147.237. 77. 216 |I srael dover.idf.il  |portscan: TCP Distributed Portscan 1
91.121.144.42 |147.237.72. 166 |France aka idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
79.183.55.211 |147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
79.178. 155. 133 [147. 237. 77. 216 || srael dover.idf.il  |portscan: TCP Distributed Portscan 1
77.139.53.232  |147.237.77. 216 |France dover.idf.il  |portscan: TCP D stributed Portscan 1
62.219.135.44 |147.237.77. 216 |Israel dover.idf.il  |portscan: TCP D stributed Portscan 1
185 93, 185. 10 |147. 237. 76. 198 |k ai e . yoal anlidf'”EI' SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.172.71.251 [147.237.76.38 |lkraine e.emeitav.idf.iiET SCAN NVAP -sS wi ndow 1024 1
176. 13. 16. 4 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
31.168.13. 78 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
150. 242. 238. 99 |147. 237. 76. 202 [Chi na ehaagidf.il |ET SCAN NVAP -sS wi ndow 1024 1
2.53.131.88 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
105. 201. 254. 246|147. 237. 77. 216 |Egypt dover.idf.il portscan: TQP Distributed Portscan 1
89, 248, 163. 3 147 237 0.35  |Nether! ands akavs. i df il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
79.179.26.159  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.178.42.236  [147.237.77. 216l srael dover.idf.il  |portscan: TCP D stributed Portscan 1
220.203.63.71 |147.237.77.121|China enavy.idf.il |ET SCAN NVAP -f -sS 1
66.249.93. 158  [147.237.76.86 |Europe navy. i df .il ET SCAN NVAP -sA (2) 1
208. 100. 26. 228 |147.237.0.200 |Wited Sates |mu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62. 90. 181. 97 147.237.77. 216 (I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
179, 33 63.5 147 237 77 212 lcol onbi & o dover i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46. 19. 86. 247 147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
163. 172. 169. 150|147. 237. 76. 44 E;ir:;cci]om e.refuah.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
2.55. 44,55 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1




09-06-2016-13:04:01 to 09-06-2016-14:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
82. 145. 221. 242 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 52
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
197.113.67.8 Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
162.248.94. 213 |[nited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber moni tor |19
212.235.98.139 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 15
162.248.94. 213 |Wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence :’:’;Jeetnésnsmt Wth different alert 15
162.248.94.213 Whited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence ?:Z'Jeetncr:nsmt wWthdifferent — oonitor |15
37.26.146.240 |Israel 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST monitor |9
212.235.31.170 |Israel 147.237.72. 167 [i shurimaka. i df .i|Bad TCP sequence Invalid AGK nunber nonitor |8
80. 246. 140. 104 |[lIsrael 147.237.72. 156 |anan. i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
162.248.94. 213 |[wnited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[nonitor |7
46. 19. 85. 81 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi
185.3.147.133  |Israel 147.237.76. 200 |6 tan. aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
5.28.177.223  |israel 147.237.72. 167 [i shurimaka i i || ST NG Engine: TP Inval id invalid segnent retransmission. |, 6
Ret ransm ssi on Packet dr opped.
2.53.165. 188 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 6
185. 3. 147. 133 |Israel 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 81 I srael 147.237.0.34 |tikshwv.idf.il |Bad TCP sequence Invalid AGK nunber alert 6
176.13.245.51  |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
46.19. 85. 14 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 14 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber monitor |6
46. 19. 85. 68 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor |5
46. 19. 86. 41 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |5
62.90. 153.242 [l srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid sequence nunber mnitor |5
212.235.31.170 |lsrael 147.237. 72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 5
109. 253. 200. 67 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Tinmeout [nonitor |5
37.247.36.94  |Nether|ands 147.237.76. 201 e.atal.icf.il  |Geo-1 ocation enf or cerment Geo-1 ocati on i nbound drop 5
enf or cenent
s SYNtACXK retransmt with .
109. 253. 208. 16 |l srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence different v ndow scal e monitor |5
46. 19. 85. 163 I srael 147.237.77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 124 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout aert
. . s SYNtACK retransmt with .
212.235.31.170 |[lIsrael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence di fferent vindow scal e monitor |4
46.19. 85. 124 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[nonitor |4
o SYNtACXK retransmt with .
37.26.148.161 |Israel 147.237.77. 176 [matpash.idf.il  |Bad TCP sequence different v ndow scal e monitor |4
46. 19. 85. 106 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert
212.235.31.170 |[lIsrael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber alert
e SYNtACK retransmt with .
46. 19. 85. 124 I srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence di fferent vi ndow scal monitor |4
46. 19. 85. 106 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
82. 213. 48. 202 glcisgi'géa” Territory1 47, 237. 77. 216 |dover. i df .1 drop First packet isn't SN drop 4
176.13.12.139 |Israel 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or
46. 19. 85. 68 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber aert
212.235.31.170 |lsrael 147.237.72. 167 |i shurimaka.idf.i [SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
176.13.12.139 [l srael 147. 237.72. 166 |aka i f . i Bad TCP sequence SINFACK retransmt wth monitor |4
different w ndow scal e
79.176.57.186 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
185.32.179.135 [Israel 147.237.77. 216 |dover.icf.il  [Bad TCP sequence SIWACK retransmt with moni tor |3
different wndow scal e
109. 253. 208. 233|I srael 147.237.77. 243 |mobi l e.i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
Sreaning Engine: TGP Invalid i i sSi
31.210. 186. 120 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
109. 253. 136. 96 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |3
Sreanming Engine: TCP Invalid i i ssi
109. 253. 209. 157 i srael 147. 237. 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
46.19.85.171  |israel 147. 237.77. 243 |nobi l e i i | 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.
87.69.237.248 [lIsrael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 163 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 3
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Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 185 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 46
109. 253. 243. 99 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 25
31.168.170.190 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 31.168. 170. 190 Bl ock
31.168. 15. 54 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTIONS for vy aka. i df.il/ Bl ock
. . . Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n
46.19. 86. 42 | srael 147.237.0.19 [nadi matal .idf.il madi matal i df i |/1088- hel ner et z. aspx Bl ock 3
82.81.137.131 [Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL Bl ock
46.19. 85. 141 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . Unhaut hori zed URL Access to
62.90. 2. 247 I srael 147.237.72. 166 |aka. i df . i | v aka i o i 1/ nai 1V scri pt s/ css3pi e ht Bl ock 3
109. 253. 156. 36 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Gontent in
84.229.65.222 |Israel 147.237.76.42 |refuah.idf.il v ref ua. at al i o . i 1/ 926- hel ref uah. aspx Bl ock 3
188. 166. 186. 43 |9 ngapor e 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/giyus/ Bl ock
37.26.146.217 |Israel 147.237.77.243|nobi l e.i df . i | Mil tipl e Unauthorized URL Access from 37.26. 146. 217 B ock
: . . Unhaut hori zed URL Access to
72.199.248.115 |lhited Sates |147.237.77.216|dover.idf.il v df i1 /i p storagelfiles/ 2/ 4912. png B ock 2
37.26.147.176  |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to waw aka. i df.il/mai n/gi yus/ geneal . aspx |B ock 2
. . Uhaut hori zed Met hod HEAD f or
46.116.202.38 |[lsrael 147.237.72. 166 |aka. i df . i | vuww aka. i of . i |/ nai v sachar/ def aul t . aspx B ock 2
136.179.21.78 |Uhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unauthorized Method for Known URL from 136.179. 21. 78 |B ock 1
. . D stributed Whaut hori zed URL Access on
46.19. 85. 14 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ styl el shar ed/ reset . css B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230. 47 |Whited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1393- en/ dover . aspx Bl ock 1
52.16.137.212 |Ireland 147.237.72. 166 |aka. i df . i | D stributed Wauthorized UR. Access on / B ock 1
91.231.193. 150 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed LRL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
46.19. 86. 41 I srael 147.237.77.233|atal .idf .il Abnormal |y Long Request net hod Bl ock 1
79.178.188.209 |[lsrael 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
. . Unhaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ yohal an/ mai n/ mai n. asp B ock 1
212.199. 226. 66 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 1
46.19. 86. 125 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 1
136.179.21.78 |Uhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCST for vww aka.idf.il/rights/asp/info.asp |B ock 1
82.166.97.173 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 82. 166. 97. 173 B ock 1
31.168. 15. 54 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storage/files/4/ B ock 1
192.118.10.10 |israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut hori zed URL Access from 192.118. 10. 10 Bl ock 1
m ny- kosher - kravi . i i i
109. 253. 134, 240 srael 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi . i df.il/ajax/ creat ecapt chai nage. aspx
46.19. 86. 41 I srael 147.237.77.233|atal .idf.il Dstributed Ml forned LR B ock 1
. . . Uhaut hori zed URL Access to
37.26.146.217 |Israel 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 1
79.180. 215.55  |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 79. 180. 215. 55 |H ock 1
. . Unhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p st or age/ i | es/ 4/ 70224, pef Bl ock 1
: . . Uhaut hori zed URL Access to
157.55.39. 115 |uhited Sates [147.237.77.170 |n@mar achot . i df .| naar achot . f i 1/t enpl at es/ general / general . aspx Bl ock 1
82.166.97.173 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/3/ Bl ock
46.19. 85. 183 I srael 147.237.76.31 |nakchal .idf.il Ill1egal HITP \ersion sdch B ock
. . D stributed Whaut hori zed Met hod for Known URL on
77.138.150. 168 |France 147.237.72. 166 |aka. i df . i | vow aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
Lhited . . Uhaut hori zed Met hod PCST for
194. 83.40. 1 Ki ngdom 147.237.72. 166 |aka. i df . i | voww aka. i of i | /il Uit enpl at es/ i nner . asp B ock 1
} . . Unhaut hori zed Met hod PCST for
66.102.9.5 Lhited Sates |147.237.72.166|aka.idf .il vaw aka. i dff i 1/ mai n/ hore/ def aul t . aspx B ock 1
46.19. 86. 41 I srael 147.237.77.233|atal .idf .il D stributed Unknown HTTP Request Met hod Bl ock 1
80. 246. 133.0 | srael 147.237.77.216|dover.i df . il Lhaut hori zed UR. Access to wawidf.il/error. htm B ock 1
66.249.76.117 [Israel 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
2.53.139. 50 I'srael 147.237.72. 156 |[aman. i df . i | tnaut hor zed UR. Access to . . : B ock 1
wane aman. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png
. . Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n
176.13.10.205 |lIsrael 147.237.76.42 |refuah.idf.il voww ref U, at al i df .|/ 1518- he! ref uah. aspx Bl ock 1
46. 19. 85. 183 I srael 147.237.76.31 |nakchal .idf.il Ml forned URL defl ate, Bl ock 1
31.168.170. 190 |[lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed UR. Access to waw aka.idf.il/sip_storage/files/6/ B ock 1
77.139.30.108 |France 147.237.76.42 |refuah.idf.il Unaut hori zed Met hod POST for 147. 237. 76. 42/ 894- he/ r ef uah. aspx |B ock 1
207. 46. 13. 57 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
66. 249. 69. 10 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ 540-en/ pat zar. aspx  |B ock 1
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