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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
70. 88. 180. 181 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
37.48. 83. 137 Net her | ands 147.237.76. 86 navy.idf.il B ack List dr op 1
37.48. 83. 137 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
70. 88. 180. 181 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List dr op 1
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Attacker Address

Target Address

At acker
Gountry

Signature

85. 65. 20. 235 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
84.108. 7. 240 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
208. 100. 26. 228 |147.237.76.38 |Wited Sates |e e nmeitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.178.101.29 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
195. 88. 208. 193 |147. 237.0. 16 ?ég:;;”im ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
77.138.242. 157 |147.237.72. 166 |France aka.idf.il portscan: TCP O stributed Portscan 1
185.40. 4. 92 147. 237.77. 226 ?;Z:;;”im ww chanat z. aka. i df .i | [ET SCAN NVAP - sS wi ndow 1024 1
46. 19. 85. 133 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
132.72. 63. 14 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
5. 255. 90. 133 147. 237. 72. 167 [Net her | ands i shuri maka. i df.il ET SCAN NVAP -sS w ndow 1024 1
93.172.247.23 |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
2.53.38.49 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
93.158. 203. 196 [147.237.0.16 [Netherlands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
88. 208. 26. 13 147. 237. 72. 166 [Net her | ands aka.idf.il Tehila - Perl LWP wth fake user agent 1
84.108.67.212 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
213.8.204.19 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
84.94.208.204 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 47. 194 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177. 143. 241 |147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
186. 170. 178. 1551147, 237 77. 179 |col orbi a o ragi il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
77.124.17. 65 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 24. 184. 193 |147.237. 77. 216 |France dover . idf.il portscan: TCP O stributed Portscan 1
46.19.85.116  |147.237.77. 216 (I srael dover.idf.il portscan: TCP O stri buted Portscan 1
121. 46.108. 138 |147.237.77.61 |India e.cogat .idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
2.53.173. 22 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
93. 158.203. 196 |147.237.0.19 |Netherlands nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.2.134 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.224.160. 106 |147.237.0.33 |Netherl ands idf.il ET SCAN Potential SSH Scan 1
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A tacker
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Attacker Address Country Target Address ‘Ste ‘Signature Action ‘Count
198. 54.116.104 |lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 700
84.108.67.212 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 51
193. 43. 246. 250 |l srael 147.237.77. 176 |nat pash.i of .i | |dr op First packet isn't SYN drop 39
46. 19. 86. 247 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 19
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 17
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
2.53.189.125  |Israel 147, 237. 77, 243 |mbil e i o1 [} €@ NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 102 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 11
46. 19. 86. 102 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 11
109. 253. 214. 72 |israel 147, 237.77. 243 ot e i o 11 | AM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
46.19. 85. 190 I srael 147.237.76.31 |nakchal .idf.il [Bad TCP sequence Invalid AGK nunber noni t or 9
85. 250. 188. 148 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
46. 19. 85. 190 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber alert 9
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
62.0.236. 1 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 6
84.95.208.20  |israel 147, 237. 76. 200 e tan. aka i of || 2 NG Engine: TCP Invalid nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 251 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
46.19.86.251  |[israel 147.237.72. 166 |akaidf.il  |Bad TCP sequence jg;e”ansm with different wndowl ooivor |6
46.19. 85. 139 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval id ACK nunier aert 5
46. 19. 85. 139 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 86. 125 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
62.0.222.129 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
46. 19. 86. 52 | srael 147.237.76.42 |refuah.idf.il |dr op First packet isn't SN drop 5
81.218. 154. 181 | srael 147, 237. 76. 200 e tan. aka i of || 2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
2.53.52.72 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
213. 155. 89. 140 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
2.53.5.202 | srael 147.237.72. 156 |anan.i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 85. 69 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 4
132.70.66. 9 I srael 147, 237.77. 243 ot e i o 11 | AT NG Engine: TP Invalid nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 69 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
2.55.180.112  [Israel 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence SIACK reransmt wehdifferent Joonitor |3
46. 19. 86. 247 | srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Inval id ACK nunber alert 3
46. 19. 85. 97 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 168 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 2
80. 246. 136. 219 |l srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
2.53.169. 236 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
192. 117. 170. 194/l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
2.53.4.32 I st ael 147.237.77.243|mbile.icf.i1 |Bad TOP sequence SLATC rerransmt wih diferent Hopnitor |2
37.46.41.56 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
2.55.135. 95 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
46.19. 86. 178 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 90 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 2
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
109. 253. 156. 183|l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
89. 139. 137. 155 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2
185. 32.179. 131 |lsrael 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
37. 26. 148. 224 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber alert 2
2.53.142. 209 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
37. 26. 149. 188 | srael 147.237.72. 156 |anan.i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
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46. 19. 86. 37 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 135
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 131
84. 95. 208. 20 I srael 147.237.77.216|dover.i df .i | Ml tiple Unaut horized URL Access from 84. 95. 208. 20 B ock 93
46. 19. 86. 42 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 52
80.246.138.15 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 36
84. 95. 208. 20 I srael 147.237.77. 226 ¥M:AII chanat 2. aka. 1 d Mil tiple Uauthorized URL Access from 84. 95. 208. 20 B ock 20
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . i | PHP Att enpt B ock 12
84. 95. 208. 20 I srael 147.237.77. 226 :‘AM:AII chamatz. aka.id PHP At t enpt B ock 8
176.13.13.224 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 6
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 5
62.90.194. 225 |lIsrael 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod Bl ock 4
46. 19. 86. 247 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
80. 246. 136. 235 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
84.95.208.20  |Israel 147.237.77.233|atal .idf.il PHP Att enpt Bl ock 3
185.32.179. 2 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
46.120. 152. 235 |l srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19.86.42  |[isral 147.237.0.19 |nadimatal .idf.il Por anet e Tyne ¥ 7&32313??1;::;?2??2;? Fl acetbl der 1Stxt LastNane 10 gy ooy 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 3
77.138.208. 130 |France 147.237.72. 166 |aka. i df . i | V%;\f;;:‘:t deféiw?gaﬂﬂr:;:; n'ft hod for Known LR on B ock 2
2.53.189. 125 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 2
176.13.19. 183 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 Bl ock 2
109. 253. 214. 72 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode B ock 2
85.130.223.17 [Israel 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 2
79.180. 215.55 | srael 147.237.72. 166 |aka. i df . i | m“;;';rl ! d?"eidl ;\ﬁ;hn(;?]arfgmgerf alt o B ock 2
91. 143. 234. 207 |[Israel 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to wawidf.il/ https:/twtter. con B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 66.249. 76. 75 B ock 1
2.53.147.74 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Whtraceabl e SSL Sessions from2.53.147. 74 (Qpen Mde) None 1
212.117. 140. 1701 srael 147.237.76.30 |hi nush.idf.il Unknown Paraneter anp;t in wwtech. atal.idf.il/webresource.axd [None 1
74.91. 23. 166 Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed Met hod HEAD for 147.237.77.216/ B ock 1
154. 66. 161. 61  |Burki na Faso |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
66. 249. 69. 18 I srael 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ 881- he/ pat zar. aspx  [Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 [navy.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
46. 19. 85. 202 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
95.35.135.175 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
66.249.76.77  |Israel 147. 237.72. 166 |aka. i df . i | e < gfsctejfa;; (i1 es/ 1/ 69851, pdf Bl ock 1
2.53.147. 74 I srael 147.237.72. 166 |aka. i df . i | SSL UWntraceabl e Connection - Qpen Mde None 1
212.235.113.11 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .il/main/ kapat z/ undefined [Bl ock 1
77.138.31.56  |France 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod POST for waw aka. i df . il /ishurindnai n/ B ock 1
84.95.251. 243 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx B ock 1
66.249. 69. 208 | srael 147.237.72. 166 |aka. i df . i | ﬂ';”g‘gr; %fig/e;aicséidngl general . aspx B ock 1
185.32.179. 141 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
77.139.76.111  |France 147.237.72. 166 |aka. i df . i | mt ;ki;?g’fji |L/h|6;l:1tu??:vli éet‘ilo'}’fti zgfs/f or Known LR on B ock 1
109. 66. 146. 226 |l srael 147.237.76.31 |nakchal .idf.il ﬂ?f‘;ggr;é?gﬂ?‘pfgfgf;g;ofi | e/ 8 1668, doc B ock 1
66.249.76.79  |israel 147.237.72. 166 |aka. i df . i | ﬂ?f’;g?_r;;ef%ﬁi‘ tgcn‘;zf;it%pi teychayal / Bl ock 1
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
213.57.153.73 | srael 147.237.72. 166 |aka. i df . i | mn;‘“;i?f fﬁe;;'n/;\:hiﬁgiwm tn None 1
77.138.31.109  |France 147.237.72. 166 |aka. i df . i | m“;:gii dzfe.? I'\f;or;f;danﬁ ;/orrml . asp B ock 1
84.229.26.199 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/https:/wwidf.il/ B ock 1
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