09-06-2016-11:04:06 to 09-06-2016-12:04:06

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

280+"

Nunber

d 70+
At acks

$ $ $ § $ > >
X N N S (&}& &\c &\é Q’.}é @\b *\6\ &8
s & LA AN @’3& & & &£
& Q& < &® O R
> S &
& S
Top Tar get

[Top Attackers |

M dover.idf.il

M nadi matal .idf.il

M aka.idf.il

M nakchal .idf.il

M refuah.idf.il

M mobi le.idf.il

[ i shurimaka.idf.i

M navy.idf.il
aman.idf.il

M nat pash. i df . i |

150+

Nunmber 60
(@]
At acks

Top Attackers

W 76. 1. 246. 39
37.26. 149. 162
I 62.0.242. 129
2.53.36. 148
W 204. 93. 154. 200
M 80. 246. 138. 15
[ 2.53.134. 114
Il 79. 180. 214. 107
213. 244.82. 139
M 212. 235. 98. 139




09-06-2016-11:04:06 to 09-06-2016-12:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site |Signature |Device Action  |Count |
204. 93. 154. 200 Lhited Sates 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 155
31.168.177. 230 | srael 147.237.77. 216 dover.idf.il B ack List drop 8
43.225.204. 2 Bangl adesh 147.237.77. 61 e.cogat.idf.il Invalid TGP H ags drop 1

94.102. 49. 193 Net her | ands 147.237.76. 202 e.halag.idf.il B ack List drop 1

43.225. 205. 2 Bangl adesh 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1

43. 225. 206. 2 Bangl adesh 147.237.77. 19 lawforumidf.il Invalid TGP H ags drop 1
43.225.204. 2 Bangl adesh 147.237.77. 19 lawforumidf.il Invalid TGP H ags drop 1

43. 225. 206. 2 Bangl adesh 147.237.77.61 e.cogat.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
46.4.32.75 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
195. 154. 185. 20 France 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 2
195. 154. 185. 20 France 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Permt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

45.79.71. 122 147.237.77.176 |Uhited Sates |natpash.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
91.121.136.34 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 2
77.125.64.251 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
177.200. 192. 50 [147.237.77.170|Brazil maar achot . i df .i | ET SCAN NVAP -sS w ndow 3072 1
46.19. 85. 44 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
141, 226. 243. 83 |147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
2.127.46.15 147.237.8.28 E?i;;gom e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
109. 123. 101. 31 [147.237.0.33 LK?i;gegom idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.175. 124 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 158 [147.237.77. 176 |Urai ne nat pash. i df . i | ET SCAN NVAP -sS w ndow 2048 1
2.53.9.29 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57.42.121 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 158 [147.237.77. 176 |Urai ne nat pash. i df . i | ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
208. 100. 26. 228 |147.237.76.44 |Wited Sates [e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.109. 228. 151 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 110. 40. 7 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177.118.55 |147.237.72. 167 |l srael i shurimaka.idf.il ET SCAN NVAP -sA (2) 1
192. 115. 163. 105(147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.176. 103. 245 |147.237. 77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185 93.185. 10 |147 237 0. 16 |uraine ny-Kosher -kravi i df i | ET SI)AN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.227.67.172  |147.237.76. 42 |Sweden refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
176.13. 16. 78 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
132.69.196. 11  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.55.172. 148 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102.48.195 |147.237.0.200 |Netherlands  [mdu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.57.82.2 147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.39.17 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 158 [147.237.77. 176 |krai ne nat pash. i df . i | ET SCAN NVAP -f -sS 1
212.143.217.21 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
208.100. 26. 228 |147.237.0.33 |W0ited States [idf.il ET SCAN Potential WNC Scan 5900- 5920 1
82. 81. 86. 234 147, 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
192. 116. 60. 185 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177.37.204  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
185 93. 185. 10 |147. 237. 77. 243 |k ai e ol e idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
62.0.242.129 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 34
62.0.242. 129 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
213. 244. 82. 139 ga:lcisgii:;a” Territory) 47, 237. 77. 216 |dover. i of . i dr op First packet isn't SN drop 26
212.235.98.139 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 22
76. 1. 246. 39 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 21
76. 1. 246. 39 Lhited Sates 147.237.76. 147 [chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |21
76.1.246. 39 Lhited Sates 147.237.76.39 |mobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
76. 1. 246. 39 Lhited Sates 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 19
76. 1. 246. 39 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |19
76. 1. 246. 39 Lhited Sates 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |18
76. 1. 246. 39 Lhited Sates 147.237.76. 200 |eitan. aka.i df . il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 17
76. 1. 246. 39 Lhited Sates 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |17
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 14
46.19. 86. 75 I srael 147.237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invali diinval id segnent retransissi on drop 12
Ret ransni ssi on Packet dr opped.
207.46.13.68  |Wnited Sates 147.237.77. 243 |robi L e. i of .| Streaning Engi ne: TCP Inval i dfinvalid segnent retransmissi on drop 9
Ret ransm ssi on Packet dr opped.
46. 19. 85. 88 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 7
46.19. 85. 110 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |7
46.19. 85. 248 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 6
2.53.134.114 | srael 147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 85. 248 | srael 147.237.77.74 |(lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 6
2.53.134.114 [ srael 147. 237. 77. 216 |dover. i of .i | Bad TCP sequence ﬂﬁfﬁ;ﬁlﬂm monitor |6
37.26.148.150 |l srael 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor (6
2.53.134.114 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber monitor |6
46.19. 85. 88 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber mnitor |6
2.53.134. 114 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid sequence nunber noni t or 6
2.53. 36. 188 I'srael 147.237.72. 167 |i shurimaka i ar.i1 |2 @M N9 Engi ne: TCP Invalidjinvlid segnent retransissi on drop 6
Ret ransm ssi on Packet dr opped.
46.19. 86. 99 I srael 147. 237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invali diinvalid segnent retransmissi on drop 6
Ret ransni ssi on Packet dr opped.
77.218.229.89 |Sweden 147.237.77. 176 |nat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |6
2.53.134. 114 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert 6
81.218.118. 126 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19. 86. 121 I srael 147.237.77. 234 |hal ag.idf . i Bad TCP sequence I'nval i d ACK nunber alert 5
31.168.114.2 | srael 147.237.72. 167 [ishurimaka.idf.il |dr op First packet isn't SN drop 5
46.19. 86. 121 I 'srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5
81.218.118.126 |Israel 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 5
2.55.180. 192 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
46.19. 85. 110 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
46. 19. 86. 109 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 4
85. 65. 23. 44 I'srael 147.237.77. 234 |hal ag.i of .1 Bad TOP sequence mdrsvrsacr:lnlt wthdfferent | oitor  |a
46. 19. 85. 35 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 4
81.218.116.129 |Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
37.26.148.209 |lsrael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence noni t or
82.81.5. 202 I srael 147. 237.76. 200 |ei tan aka ich.i1 |2 €M NG Engi ne: TCP | nvalid)invalid segnent retransnissi on drop 4
Ret r ansn ssi on Packet dr opped.
46.19. 85.35 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber monitor |4
109. 253. 130. 103! srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
46. 19. 85. 67 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 105 I srael 147.237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST monitor |4
100. 92. 230. 29 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
81.218.118.126 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |monitor |3
176.13. 13. 43 I srael 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor (3
46.19.86.130  |Israel 147. 237.77. 243 |nobi l e.i df .i1 Streamng Engine: TCP Inval i dfinvalid segnent retransnissi on drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
37.26.149.162 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 68
2.53.36. 148 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 43
80.246.138.15 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 38
79.180. 214. 107 [Israel 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod Bl ock 21
. . Unaut hori zed URL Access to
66.249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ consol e/ cor e/ doc. ngr/ gener al . aspx B ock 9
79. 180. 214. 107 |l srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock
46.19. 86. 75 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . . Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nang i n
46.19. 86. 42 | srael 147.237.0.19 [nadi matal .idf.il nadi matal i df i |/1088- hel ner et 7. aspx Bl ock 5
95.35.135.175 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
194, 114. 146. 227|| srael 147.237.72. 156 |anan. i df . i | Distributed Waut hori zed HTTP Met hod B ock
www. chanmat z. aka. i d ) )
84. 95. 208. 20 | srael 147.237.77. 226 £l Mil tiple Uauthorized URL Access from 84. 95. 208. 20 Bl ock 4
. . Unaut hori zed Met hod HEAD for
89.139.222.0 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i |/ mai 1V gi yus/ gener al . aspx B ock 3
46.19. 86. 99 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock
46. 19. 86. 28 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
80.246.136.32 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
. . - Unaut hori zed URL Access to
81.218.208. 242 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 3
46. 19. 86. 37 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
46.19. 86. 42 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock
www. chanat z. aka. i d
84. 95. 208. 20 | srael 147.237.77. 226 £l PHP At t enpt B ock 2
46.19. 86. 129 I srael 147.237.76.31 |nakchal .idf.il D stributed Wknown HTTP Request Met hod B ock 2
. . - Distributed Uhaut hori zed URL Access on
81.218.208.242 |l srael 147.237.77. 243|mobi | €. i df . i ] nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unauthorized URL Access from 84.95.208. 20 Bl ock 2
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
80.178.89.129 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
81.218.208. 242 |[lIsrael 147.237.77.243|nobi | e.i df . i | Ml tipl e Unauthorized URL Access from 81.218. 208. 242 Bl ock 2
2.53.179. 40 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
46. 19. 86. 129 I srael 147.237.76.31 |nakchal .idf.il Distributed Ml formed UR B ock 2
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml ti pl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
77.139.194.39 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waww aka.idf.il/1ondi mitochen/ B ock 1
46. 19. 85. 250 I srael 147.237.76.42 |refuah.idf.il Mal formed LRL 9 3 1 B ock 1
. . Distributed Lhaut hori zed URL Access on
176.13.229. 111 |lIsrael 147.237.77.234|hal ag. i df . il 147, 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . Unaut hori zed URL Access to
66.249.69.10  [Israel 147.237.77.74 (lawidf.il 147, 237.77. 741 724~ 5764- he/ pat zar . aspx Bl ock 1
.. . Unaut hori zed URL Access to
84.95.208. 20 I srael 147.237.0.15  kosher-kravi . idf.il ww kosher - kravi . i df . i | /tenpl at es/ honepage/ pi w k. php B ock !
. . Unaut hori zed URL Access to
79.182.112. 92 |l srael 147.237.72.166 |aka. i df . i | v aka i o i 1/si p storagelfi| es/ 8/ undef i ned B ock 1
212.235.62.200 |[lIsrael 147.237.77. 216 |dover.i df.i | D stributed Wnaut horized HTTP Met hod Bl ock 1
45.79.71.122 Lhited Sates |147.237.77. 176 |mat pash. i df . i | Ml tipl e Unknown HTTP Request Method from 45, 79. 71. 122 B ock 1
75.82.117.252 |lnited Sates |147.237.72. 156 |anan. i df . il Dstributed Uhaut hori zed LRL Access on www anan. i df . i|/favi con.ico|B ock 1
52.30.171.229 |[Ireland 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to / Bl ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 1
217.132. 124. 110|1 srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 1
79.178.131.108 |[lsrael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df .il/894-ar B ock 1
46. 19. 85. 250 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method Sin URL 9 3 1 B ock 1
185. 32. 179. 166 |l srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . . Unaut hori zed URL Access to
66.249.69.232 |Israel 147.237.77.243|nobi | e. i df . i | nobi | e. i df i 1/ vel | -knowy asset | nks.  son Bl ock 1
45.79.71.122  |lhited Sates |147.237.77.176 |nat pash. i df . i | Mal for med HTTP Header Line 3 B ock
46. 19. 86. 129 I srael 147.237.76.31 |nakchal .idf.il Mil tiple Abnormal |y Long Request from 46. 19. 86. 129 Bl ock 1
212.235.62.200 |lIsrael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df . i/ hebrew organi zati on/ nakhal |Bl ock 1
- - . Unaut hori zed URL Access to
46.19. 86. 42 I srael 147.237.0.19 |nmadimatal .idf.il nadi matal i df i1/ shar ed! aj ax/ updat enakat gaunt i ty. aspx B ock 1
45.79.71. 122 Lhited Sates |147.237.77. 176 |nat pash. i df . il Unknown HTTP Request Method 1 in URL B ock 1
. . Unaut hori zed Met hod PCBT for
77.138.6.132 France 147.237.72. 166 |aka. i df . i | vow aka i f i 1/ mai n/ gi yus/ yahash/ sheel on. aspx Bl ock 1
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