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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
2.53.59. 238 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 6
52. 16. 5. 197 Irel and 147.237.77. 216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry arget Address |Site |Sgnature Devi ce Action |Oount |
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 15
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 4
46. 165. 197. 141 Ger nany 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nirt 2
115. 159. 97. 197 Chi na 147.237.77.176 |mat pash.idf.il 3630 HIMP. SQ Injection (Bool ean | dentity) B ock 1
80. 78. 250. 21 Russian Federation [147.237.77.176 |matpash.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
197.231.221.211 |Liberia 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header Bl ock 1
82.221.105. 7 I cel and 147.237.0. 19 nmadimatal .idf.il |[13840: TLS penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

79. 182. 44. 166 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
192.115.123.210  (147.237.77.216  |israel dover.idf.il portscan: TCP Distributed Portscan 1
66. 102. 9. 157 147.237.77.233  [lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
185. 110. 132. 201 147. 237. 77. 61 kr ai ne e.cogat.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 68 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
185. 110. 132. 201 147.237.0. 35 Wkrai ne akavs. i df i ET SCAN Potential SSH Scan 1
2.53. 146. 250 147.237.72.166  [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 185 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
212.179.246.230  |147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 169. 150 147. 237. 76. 200 Uhi ted Ki ngdom eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.179.21. 194 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
141. 226. 145. 26 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
208. 100. 26. 228 147.237. 8. 46 Lhited Sates e. chi nuch. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
109. 66. 105. 35 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
208. 100. 26. 228 147.237.8.24 Lhited Sates elifestyle idf.il ET SCAN Potential VNC Scan 5900- 5920 1
80.178. 85. 71 147.237.72.166  [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
195. 88. 208. 193 147.237.72. 156 Russi an Federati on aman. i df.il ET SCAN NVAP -sS w ndow 1024 1
77.138.54. 79 147.237.77.216  |Fance dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201 147.237.77. 226 Wkr ai ne wawy chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
46.19. 86. 84 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
185. 110. 132. 201 147.237. 76. 86 Wkrai ne navy. i df.il ET SCAN Potential SSH Scan 1
5.102. 195. 111 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
185.110.132. 201  [147.237.0.33 krai ne idf.il ET SCAN Potential SSH Scan 1
213.57.220. 185 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
176. 13. 16. 76 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
212.179.155.129  |147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
150. 242. 238. 99 147.237.72.217  [China eidf.il ET SCAN NVAP -sS wi ndow 1024 1
212.76.97.3 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 132. 4 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
208. 100. 26. 228 147.237. 8. 45 Lhited Sates eetanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
82.80.57. 79 147.237.72.166  [lIsrael aka idf.il ET SCAN NVAP -sA (2) 1
207.232.5. 85 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Signature Action ‘Count
76. 1. 246. 39 Lhited Sates 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Timeout [monitor |21
5.102. 117. 61 (F;ajcis;iigjja” Territoryl, 17 237, 77. 176 |mat pash.i o . i1 drop First packet ismt SWN drop 20
76. 1. 246. 39 Lhited Sates 147. 237. 76. 147 |chinuch. aka. i df .il [SYN At t ack SYN -> SYN-ACK -> Timeout [nonitor |20
76. 1. 246. 39 Wited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor |19
76. 1. 246. 39 Lhited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor |19
76. 1. 246. 39 Lhited Sates 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Timeout [nonitor |19
76. 1. 246. 39 Lhited Sates 147. 237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor |19
2.53.7.114 I srael 147, 237, 76. 200 |eitan aka i of. i1 | €AM NG Engi ne: TQP I nval i dfinvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
212.179.37.196 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
76. 1. 246. 39 Lhited Sates 147.237.76. 200 |eitan. aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 18
76. 1. 246. 39 Lhited Sates 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor |17
46.19. 86. 92 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |12
85.65.23.44 [Israel 147.237.77. 233 |atal i df .i | Bad TCP sequence md:;tvrsin;nlt wehdifferent —oonitor |10
80.178.212. 239 |lsrael 147.237.72. 167 |ishurimaka.idf .il |dr op First packet isn't SYN drop 7
109. 253. 219. 229|1 sr ael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |7
2.53.45. 248 | srael 147.237.72. 166 |aka. i df. il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6
62.219.134. 217 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 6
176.13.15.89 |l srael 147. 237.77. 243 |mobi l e. i . i Streaning Engine: TCP Invalidiinvalid segnent retransnission. |, 6
Ret r ansni ssi on Packet dr opped.
176. 106. 46. 74 ga:lcis;ii:;a” Territoryl 47 237.76. 86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |5
62. 0. 225. 254 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
84. 95. 251. 245 | srael 147.237.72. 166 |aka.i df. il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
37.247.36.75  |Netherlands 147.237.76.197 le.himsh.idf.il  |Geo-1 ocati on enf or cement ﬁ?olrggi'nf” I nbound drop 5
46.19.85.84  |israel 147.237.77. 216 |dover. i of . Streamng Engi ne: TCP Inval i dfinvalid segnent retramsmission. | 5
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 136 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
94. 230. 86. 33 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 28 | srael 147.237.0.19 |madimatal.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 4
2.53.154.79 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 136 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
176. 13. 249. 204 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 4
46. 19. 86. 28 | srael 147.237.0.19 |nadimatal.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout alert 4
84.95.251. 245 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 3
79.177.53.122  |israel 147237, 72. 167 i shurimaka i1 | SAM NG Engi ne: TCP Inval idinvalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
80. 246. 140. 30 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |3
84.95.251. 245 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |3
46. 19. 86. 160 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber mnitor 3
46.19. 85. 182 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACGK nunber alert 3
66.249.93.15  |Europe 147.237. 77. 121 |e. navy. i of . i | Geo- | ocati on enf or cenent f;?olrggi'n?n I nbound drop 3
62. 90. 99. 122 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid sequence nunber nmoni t or
176.13.11. 135 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop
46. 19. 85. 182 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or
66.249.93.15  |israel 147.237.77. 121 |e. navy. i of .1 Geo- 1 ocati on enf or cenent Sﬁfolrggﬁgkfn I nbound drop 3
176.13.238. 242 |Israel 147.237.77. 243 |robi | e. i of . i1 Streaning Engi ne: TCP I nvalidjinvalid segnent retransnssion drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 227 | srael 147.237.72. 167 |ishurimaka.idf.il |dr op First packet isn't SYN drop 3
185. 20. 5. 157 United Ki ngdom 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> Tinmeout |[monitor |2
176. 13. 244. 224 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
109. 253. 211. 108! srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |2
46.19. 86. 136 I srael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |2
176.13.5. 222 I srael 147.237.0.19 |[medimatal .idf.il |drop First packet isn't SWN drop 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
176.13. 5. 222 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 147
84.111.152.19 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 45
2.53. 44,177 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code Bl ock 15
185. 32.179. 2 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 12
46. 19. 86. 25 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 9
81.218.241.25 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 7
89. 139. 222. 0 | srael 147.237.72. 166 |aka. i df . i | Ml tipl e Uhauthori zed URL Access from 89. 139. 222.0 B ock 6
79.179.103.11 |[Israel 147.237.72. 156 |anan. i df . i | DO stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 3
109. 253. 196. 123|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 211. 252/l sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
213.57.247.116 |[Israel 147.237.77. 216 |dover.idf . il Dstributed Unaut hori zed LRL Access on waidf.il/error.htm  |B ock 3
14. 0. 155. 56 Hong Kong 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCBT for www aka. i df.il/main/ kapat z/ Bl ock 3
81.218.241.25 |[Israel 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 3
109. 253. 241. 81 |l srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code Bl ock 3
. . Paraneter Type M ol ati on ctl 00$Cont ent P aceHbl der 1$t xt Last Nare
37.26.149.201 |l srael 147.237.76.42 |refuah.idf.il in ww refua atal i df.il/ 1518 hel ref uah. aspx B ock 2
. . . Unaut hori zed URL Access to
80. 246. 136. 181 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock
80.246.139. 92 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
Dstributed Paraneter Type Mol ation on
46. 19. 86. 22 I srael 147.237.76.42 |refuah.idf.il ww refua. atal .idf.il/1518-he/ ref uah. aspx par anet er B ock 2
ct | 00$Cont ent Pl aceHbl der 1$t xt Last Nane
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Mitiple Unauthorized UR. Access from 84.95.208. 20 Bl ock
37.26.147.191 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response CGode Bl ock
. . D stributed Lhaut horized URL Access on
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1
. . . SS. Lhtraceabl e Gonnection - Protocol violation
106. 38. 241. 105 |Chi na 147.237.72.166 |aka. i df . il (SSL CONN LI ENT FELLO None 1
192. 114. 5. 10 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
. . Mul ti pl e Whaut hori zed Method for Known URL from
77.138.30.141 |France 147.237.72. 166 |aka. i df . i | 7. 138. 30, 141 B ock 1
. . . DOstributed Parameter Type Mol ation on
115. 159. 97. 197 |Chi na 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i 1/ 1043- en cogat . aspx par anet er PageNum B ock 1
86. 40. 80. 207 I'rel and 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: Cpen Mde None 1
Unaut hori zed URL Access to
66.249. 64. 248 |1 srael 147.237.77.233|atal .idf . il wwwy at al . i df.il/tenpl ates/tenpl at econtrol s/ news/ wwx googl e. co |Bl ock 1
m
2.53.9.29 | srael 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
176. 13. 15. 89 I srael 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code Bl ock 1
. . DO stributed Unaut hori zed URL Access on
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1
. . . . Unaut hori zed Met hod PCST for
37.204.209.87 |Russian Federation |147.237.72.166|aka.idf.il vaw aka. i df i |/ mai r/ r abanut / gener al . asp B ock 1
81.218.241.25 | srael 147. 237.77. 216 |dover . i df . i | thaut hori zed LR. Access to Bock |1
wan i df . i | /i mages/ 1. he/ but t onback. png
192. 116. 127. 117|lI srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wuw aka. i df.il/om B ock 1
132. 68. 26. 96 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka.idf.il/404.htm  |B ock 1
77.138.30.141 |Fance 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/ishurimn B ock 1
87. 69. 36. 210 I srael 147.237.77. 216 |dover.idf .i | D stributed Unaut hori zed LRL Access on wa idf.il/error.htm  |B ock 1
66.249. 69. 147 [ srael 147.237.77.74 |lawidf.il thaut hori zed LR. Access to Bock |1
wawv. mag. i df . i | / consol e/ cor e/ doc_ngr/ doc_ngr. asp
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 1
Pal esti ni an . . . . . . .
176.106.46. 74 |/, tory, Guoupi ed 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to www aran. i df .il/favicon.ico B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228. 231 |lhited Sates 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i 1/ 901- he/ cogat . aspx B ock 1
- . Unaut hori zed URL Access to
84.111.70.34  [Israel 147.237.77.233(atal .idf . il 147. 237.77. 233/ 1136- hel at al . aspx B ock 1
147. 236. 238. 85 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock 1
77.138.54. 79 France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod PCST for waw aka. idf.il/ishurimnain/ Bl ock 1
. . DO stributed Unaut hori zed URL Access on
66.249. 69. 208 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf o um asp B ock 1
wawv. chamat z. aka. i . .
84. 95. 208. 20 | srael 147.237.77. 226 df il Ml ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
81.218.57.61 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
68.180.230. 47 |Uhited Sates 147.237. 77. 216 |dover . i df . i | Faraneter Type Mol ation Pagehimin Bock |1

waw i df . i |/1133-he/ dover . aspx
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