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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
212.199. 154. 194 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- TLS renegotiation-d i dest - reset 731

185. 89. 217. 229 Net her | ands 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 9
2.53.151.138 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
212.179. 64. 162 | srael 147.237.77.170 naarachot.idf.il |Back List drop 2
71.6.146. 185 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1




09-06-2016-09:04:03 to 09-06-2016-10:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
5.101. 157. 16 Russi an Feder ati on 147.237.77. 176 mat pash.idf.il |3630: HITP. SQ Injection (Bool ean I dentity) B ock 1
103.199. 2.2 I ndonesi a 147.237.77. 176 nat pash.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1




09-06-2016-09:04:03 to 09-06-2016-10:04:03

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count ‘
62.219. 120. 45 147.237.77.216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
45.79.71.122 147.237.0. 34 Lhited Sates tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
213.8.38.12 147.237.77.216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
31.154. 38. 194 147.237.77.216 [Israel dover.idf.il portscan: TCP D stributed Portscan 1
185. 130. 6. 49 147.237.77.121  |Lithuania e.navy.idf.il ET SCAN Potential SSH Scan 1
2.53.147. 155 147.237.77.216  [Israel dover . idf il portscan: TCP D stributed Portscan 1
176.13.11. 135 147.237.72.166 [Israel aka.idf.il portscan: TCQP D stributed Portscan 1
91.201.236.155 |147.237.77.234 |Wkraine hal ag.i df .il ET SCAN NVAP -sS wi ndow 3072 1
80.246. 138. 134  |147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
79.181.166.122  |147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
64.137.171. 55 147.237.77.74  |Canada lawidf.il ET SCAN Potential SSH Scan 1
62. 219. 54. 250 147.237.77.216  [Israel dover . idf il portscan: TCP D stributed Portscan 1
217.194.193.52  |147.237.77.216 |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
41.33.231.86 147.237.77.216  |Egypt dover.idf.il portscan: TCP D stributed Portscan 1
195. 146. 61. 3 147.237.77.216 |lran, Islanic Republic of |dover.idf.il portscan: TCQP D stributed Portscan 1
5.102. 195. 103 147.237.77.216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
185. 130. 6. 49 147.237.8.27 Li t huani a e.madimatal .idf.il [ET SCAN Potential SSH Scan 1
109.123.101.31  |147.237.77.235 |United Ki ngdom sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.155 |147.237.8. 14 krai ne e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.182.149. 153  |147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
66. 249. 76. 75 147.237.72.166 [lhited States aka.idf.il portscan: TCP D stributed Portscan 1




09-06-2016-09:04:03 to 09-06-2016-10:04:03

|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address [Ste Signature
212.199. 154. 194|l srael 147.237.72. 167 |i shurimaka.idf . il dr op Frst packet isn't SN drop 54
107. 167. 106. 208|Lhited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 27
208. 85.93. 114 Lhited Sates [147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 26
208.85.93.114 |lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 26
76. 1. 246. 39 Lhited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 26
76. 1. 246. 39 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 26
208. 85. 93. 114 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 26
208.85.93.114 |lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 26
208. 85.93. 114 Lhited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 26
208.85.93.114 |lhited Sates |147.237.76. 147 |chi nuch. aka.idf. il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 26
208.85.93.114 |lhited Sates [147.237.76.200|eitan. aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 26
76. 1. 246. 39 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 25
76. 1. 246. 39 Lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 25
76. 1. 246. 39 Lhited Sates [147.237.76.200|eitan. aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 25
76. 1. 246. 39 Lhited Sates |147.237.76.39 |[nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 25
62. 0. 227.57 | srael 147.237.72. 166 |aka. i df.i | dr op First packet isn't SN drop 24
76. 1. 246. 39 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 24
208. 85.93. 114 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
76. 1. 246. 39 Lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 23
185.89. 217.226 |Netherlands |147.237.77.74 [lawidf.il drop Frst packet isn't SN drop 22
185. 89. 217. 227 |Net herl ands 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 18
212.235.98. 139 |[Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 13
185.89. 217. 229 |Netherlands |147.237.77.74 [lawidf.il drop Frst packet isn't SYN drop 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
46. 19. 86. 37 | srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 11
46.19.85.148  |israel 147.237.0.34  |tikshuv.idf.il Streamng Engi ne: TCP Inval id limvalid segnent retransmission. |y 10
Ret r ansm ssi on Packet dr opped.
37.26.148.145 |Israel 147. 237. 77. 176 |nat pash. i of . i | Streaning Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 37 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
176. 13. 11. 135 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 7
46. 19. 86. 193 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
2.53.173.133 | srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 7
76. 1. 246. 39 Lhited Sates |147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 85. 168 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 86. 219 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber nonitor |6
76. 1. 246. 39 Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 85. 168 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 129 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber nonitor |6
76. 1. 246. 39 Lhited Sates [147.237.72.156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 86. 106 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
76. 1. 246. 39 Whited Qates |147.237.77. 226 :’“"WCha"atZ'aka' Haf- T SyN At t ack SYN -> SYN-ACK -> Tineout [nonitor |6
176.13.224.7  |Israel 147. 237.77. 243 |mobi l e, i df . | Streaning Engine: TQP Invalid fimalid segrent retransmssion. |y ) 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 168 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 6
76. 1. 246. 39 Lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
76. 1. 246. 39 Lhited Sates |147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 86. 106 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber nonitor |6
76. 1. 246. 39 Lhited Sates |147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
76. 1. 246. 39 Wited Sates [147.237.0.17 |1V kosher-kravi-1d |\ At t ack SYN -> SYN-ACK -> Tineout [nonitor |6
185. 89. 217. 234 |Net her| ands 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop
46. 19. 85. 168 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
76. 1. 246. 39 Lhited Sates |147.237.77.170 |na@arachot.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
37.26.147.143 |lsrael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 39
89.138.181.57 |[Israel 147.237.72. 156 |anman. i df . i | DO stributed Suspicious Response Qode B ock 29
176.13.241.73  |Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response CQode B ock 23
176.13. 4. 212 | srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 8
93.172.217.17 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 8
2.53.162. 128 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 7
2.53.175.218 | srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 6
82.81.78.91 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 4
46.18.17.212 zlcis;ilg(ljan Territory, 147 237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error.htm |B ock 4
194. 114. 146. 227|I srael 147.237.77.216|dover.i df . il Mil tipl e Unaut hori zed URL Access from 194. 114. 146. 227 Bl ock 3
. . Mul ti pl e Whaut hori zed Method for Known URL from
192. 115. 64. 250 |l srael 147.237.72. 166 [aka. i df . i | 192, 115, 64. 250 B ock 3
46. 19. 86. 196 | srael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 3
37.26.149.145 |[Israel 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response CQode B ock 3
176.13.224.7 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
213.57.70. 4 | srael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 2
185. 3. 147. 64 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 2
45.79.71.122 Lhited Sates 147.237.0.34 |tikshuv.idf.il Ml tiple Ml formed HTTP Header Line from 45, 79. 71. 122 B ock 2
109. 253. 147. 185|I srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
82. 80. 86. 46 I srael 147.237.72. 166 |aka. i df . i | Mitiple I1l1egal Byte Gode Character in LR from82.80.86.46  |B ock 2
. . Unaut hori zed Met hod PCST for
192.198. 151. 43 |Eur ope 147.237.72. 166 [aka. i df . i | v aka, i of i |/ nai v r abanut/ cont act us. aspx Bl ock 2
46. 19. 85. 235 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock
45.79.71.122 Lhited Sates 147.237.0.34 |tikshuv.idf.il Ml tiple Mal formed URL from 45.79. 71. 122 B ock
45.79.71.122 Lhited Sates 147.237.0.34 |tikshuv.idf.il Mil tipl e Unknown HTTP Request Method from45.79.71.122  |B ock
. . Mul tipl e Whaut horized Method for Known URL from
192.198. 151. 43 |Eur ope 147.237.72. 166 [aka. i df . i | 192. 198, 151. 43 Bl ock 2
66.249.93.202 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 1
. . Unaut hori zed URL Access to
62.90.35.105  |Israel 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31/ 894- hel nakhal . aspx Bl ock 1
. - Unaut hori zed URL Access to
66.249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp Bl ock 1
176.13.224.7 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 |anman. i df . i | PHP At t enpt B ock 1
. . . . Paraneter Type Molation SortOr in
5.101.157.16  [Russian Federation 147.237.77. 176 (@t pash. i df . i | v cogat . i df . i 1/ 1043- en/ cogat . asp Bl ock 1
66.249.93.205 |[lsrael 147.237.72. 166 [aka. i df . i | Dstributed Illegal Byte Qde Character in URL Bl ock 1
. . URL is Above Root Drectory
185.89.217. 225 |Nether| ands 147.237.77.74 [lawidf. il ww lawidf.il/../inages/ 1. hel navi gation/ navi gation arrow gif Bl ock !
. . Unaut hori zed URL Access to
62.219. 136. 238 |lIsrael 147.237.77. 170 [maar achot . i df . i | maarachot . i df i 1/ pdf/ fi es/ 6/ 110516, pof Bl ock 1
. . . . D stributed Unaut hori zed Method for Known URL on
128.68.53.124 |Russi an Federation 147.237.72. 166 |aka. i df . i | vaw aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 1
2.53.56. 230 I'srael 147.237.72. 166 |aka. i df . i | NMJDIJ;)pI e Untraceabl e S Sessions from2. 53. 56. 230 (Cpen None 1
. - Unaut hori zed URL Access to
82. 80. 190. 84 I srael 147.237.72. 166 |aka. i df . i | vaww aka, i o . i | /1044 he/ | shur i m aspx Bl ock 1
. . Unaut hori zed URL Access to
66.249.79.139 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel f | es/ 9/ 3269 | pg Bl ock 1
46.19. 86. 28 I srael 147.237.0.19 |[madimatal .idf.il [SSL Wntraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed URL Access to
84.108.36.196 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
. . - . Paraneter Type Mol ation lang in
5.101.157.16  |Russian Federation 147.237.77. 176 [nat pash. i df . i | v cogat . i df . i 1/ 1043- en/ cogat . aspx Bl ock 1
68.180.230.47 |United Sates 147. 237.77. 216 |dover . i df . i | Paraneter Type Mol ation FageNimin Bl ock 1
waw i df . i | /1283- en/ dover . aspx
. - Unaut hori zed URL Access to
66. 249. 69. 14 I srael 147.237.77.74 |lawidf.il 147. 237. 77. 741 si p._st or age/ i | es/ 6/ 1066, pcf B ock 1
147.234.241.1 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/main/ B ock 1
. . Uhaut hori zed URL Access to
66.249.79.143  |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p. st or agel fi | es/ 4/ 3424. | pg Bl ock 1
207.232.35.50 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176.59.71.224 |Russian Federation  |147.237.72. 166 |aka. i df .|| thaut hor i zed Method PCST for Bl ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Unknown Par aneter _ EVENTARGUMVENT in
77.139.90. 75 France 147.237.72. 166 [aka. i df . i | voww aka. i o . i 1/ i v gf yus/ None 1
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df.il/mai n/ sachar/ B ock 1
. - Unaut hori zed URL Access to
66.249. 69.208 [Israel 147.237.72. 166 |[aka. i df . i | 147. 237. 72. 166/ si p_ st or agel f1 | es/ 3/ 69903. pdf B ock 1
84.95.208.20  |Israel 147.237.0.15 |kosher-kravi . i df . j[Nauthorized LR Access to Bl ock 1

wwv kosher -kravi . i df.il/defaul t. aspx
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