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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature
5.29.55.3 | srael

|Device Action |Count|
147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1
66. 240. 219. 146 147.237.76. 42 refuah.idf.il{B ack List

drop 1

Lhited Sates
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker

Signature

Count ry
82.80.170.112 |147.237.77.216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
196. 47.173.21 |147.237.77.235|te Divoire sviva.idf.il ET SCAN NVAP -f -sS 1
54. 205. 154. 137 |147. 237. 77. 170 |Lnited Sates maarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
185.130.6.49  |147.237. 76. 202 |Li t huani a e halag.idf.il ET SCAN Potential SSH Scan 1
45.79.111. 169 |147.237.72.166 |lhited Sates  [aka idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
185.130.6.49 |[147.237.0.19 |Lithuania nadi matal .idf.il |ET SCAN Potential SSH Scan 1
5.255.90.133  [147.237.72. 167 |Net her| ands ishurimaka.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
185.78.29.7  |147.237.77.74 gz::;r:m lawidf.il ET VEB_SERVER Foi son Nul | Byte 1
2.53.177.145 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
185.40.4.92  |147.237.76.177 gz;:;on ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 226. 22. 249 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
208. 100. 26. 228 [147. 237. 77. 233 |Lhited Sates atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
104.192.0.20 |147.237.77.234|nited Sates hal ag. i df.il ET SCAN NMAP -sS wi ndow 1024 1

Korea, Republic o ET SCAN Behavi oral Uusual 'y fast inbound Tel net Gonnecti ons,
203. 81. 154. 157 [147. 237.0. 35 akaws. i df .i | ) 1

of Potential Scan or Brute Force
94.102. 48.195 |147.237.77.176 |Net her| ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
196.47.173.21 |147.237.77.235|te Dlvoire sviva idf.il ET SCAN NVAP -sS wi ndow 2048 1
79.176.28.26  |147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
185.130.6.49  [147.237. 77. 205 [Li t huani a prishaidf.il ET SCAN Potential SSH Scan 1
46.227.67.172 |147.237.77. 233 |Sweden atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185.130.6.49  |147.237. 76. 201 |Li t huani a eatal.idf.il ET SCAN Potential SSH Scan 1
37.26.147. 188 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
18593, 185. 10 |147. 237 76. 42 |krai fuah i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

. . . . . . ral ne reruan. | N .
Potential Scan or Brute Force

5.255.90.133  [147. 237. 72. 166 |Net her | ands aka.idf.il ET SCAN NVAP -sS w ndow 1024
185.40.4.92  |147.237.76. 197 gz::;r:m ehimshid.il [ET SCAN NVAP -sS wi ndow 1024 1
185.40.4.92  |147.237.76.34 RF;;:I’}O” yohalanidf.il  |ET SCAN NVAP -sS wi ndow 1024 1
213.8.204.3 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
104.192.0.21  [147.237.77.121|nited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228 [147.237.8.27 |lhited Sates e.madi matal .idf.i|ET SCAN NVAP -sS w ndow 1024 1
104.192.0.20 |147.237.77.216|Wited Sates  [dover.idf.il portscan: TCP O stributed Portscan 1
198.52.97.90 |147.237.77.74 |Wited Sates  [lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
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|Top Attackers In FW |

A tacker

ount ry Target Address |[Ste Signature

76. 1. 246. 39 Lhited Sates|147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 21
76. 1. 246. 39 Lhited Sates|147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 21
76. 1. 246. 39 Lhited States|147. 237. 76. 147 |chi nuch. aka. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 21
76. 1. 246. 39 Lhited Sates|147. 237. 76. 200 |ei tan. aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
76. 1. 246. 39 Lhited Sates|147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
76. 1. 246. 39 Lhited Sates|147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
76. 1. 246. 39 Lhited Sates|147.237. 76. 30 |hi nush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
76. 1. 246. 39 Lhited Sates|147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
208.85.93.114 |lhited Sates|147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
46.19.86.220 |Israel 147.237.77. 233 |atal .idf .il ge;(rarir:t n?_i I::Qt]' r:;:f o-l;((J:Denent ;cIPO \f;gnge&“; l';;df;“ d':';g“pe 4 |drop 16
192. 99. 207. 133 |Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
192. 99. 207. 133 |Canada 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
192. 99. 207. 133 |Canada 147.237.76.39 |mobile.neitav.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
192. 99. 207. 133 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
208.85.93.114 |lWhited Sates|147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
208.85.93.114 |lhited Sates|147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
192. 99. 207. 133 |Canada 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 15
208.85.93. 114 |lhited Sates|147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
208.85.93. 114 |lhited Sates|147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
185. 89. 85. 30 Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
192. 99. 207. 133 |Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
208.85.93.114 |lhited Sates|147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
208.85.93. 114 [Lhited Sates|147.237.76.39 |nobilereitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
62. 0. 227. 57 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 13
208.85.93.114 |lhited Sates|147.237.76. 147 |chi nuch. aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
46.19. 85. 168 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19.85.173 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 86. 134 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
2.53.56.230  |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Sneacre reansm wehdifferent Jopnitor |7
46.19.85.255 |Israel 147.237.77. 226 [ " chanat z. aka. 1df 1pad TGP sequence Invalid ACK nunber moni tor |7
2.53.3.18 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
2.55.51.13 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19.85.173 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 7
46.19. 86. 134 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
46.19.86.212 [l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 6
81.218.70. 243 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
46. 19. 86.212 [l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 49 | srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 6
144.138. 159. 46 |Australia 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 86. 6 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 49 | srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
69.174. 160. 116 |Lhited Sates|147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
208.85.93. 114 |lhited Sates|147.237.0.34 |[tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 5
208.85.93.114 |lhited Sates|147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
37.26.148.199 |[lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
208.85.93.114 |Wnited Sates|147. 237. 77. 226 ‘_NiAIWChanatz' aka.1dl 1oyN At ack SYN -> SYN-ACK -> Ti meout monitor |5
185.32.179.23 |Israel 147.237.77. 243 |nobil e.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or
208.85.93.114 |lhited Sates|147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or




09-06-2016-08:04:09 to 09-06-2016-09:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
175.44.19. 1 Chi na 147.237.77.74 [lawidf.il Mil ti pl e Unaut hori zed LRL Access from175.44.19.1 B ock 17
175.44.19.1 Chi na 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 175. 44.19. 1 B ock 17
175.44.19. 1 Chi na 147.237.77.74 [lawidf.il PHP Att enpt B ock 6
176.13.13.224 |Israel 147.237.0.19 |[nadi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
176.13.235.52 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
175.44.19. 1 Chi na 147.237.77. 216 |dover.idf . il PHP Att enpt B ock 6
109. 253. 139. 174]I srael 147.237.0.19 |[nadi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
80.246.130.68 [Israel 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 4
46.19. 86. 162 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
62.128.45.222 |lsrael 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod B ock 4
37.26.147.172 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
62.128.45.222 |[Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to vwwv | aw i df.il/sip_storagelfiles/ 4/ B ock 3
77.138.15.7 France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 77.138.15.7 Bl ock 3
5.29. 110. 88 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
77.138.42.182 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka.idf.il/ishurimnmain/ B ock 2
68. 8. 199. 71 lited Sates |147.237.77.216|dover. i df.il mir Lf?tztle/dsigfto?‘;ngﬁ zg‘zngfzspr%” Bock |2
46.113.50. 16 Pol and 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock
46.210. 138. 133 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock
45.79.111.169 |Lhited Sates [147.237.72.166aka.idf.il Mil tipl e Unknown HTTP Request Method from 45.79. 111. 169 B ock
185.78.29.7 gs::;”ion 147.237.77.74 |lawidf.il Mitiple Illegal Byte Gode Character in Mthod from185. 78.29. 7 B ock 1
66.249.76.77  |israel 147. 237.72. 166 |aka. i df . i | ﬂ?’tzgt;rlzzze.dlgg‘yﬁﬁgfz;/:f(’)r s/ aspl showf of um 85 Bock |1
175.44.19. 1 Chi na 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/index. asp B ock 1
54.154.159.103 [Ireland 147.237.77. 216 |dover.idf . il Paraneter Type M ol ation SearchText in waidf.il/1065-he/ dover. aspx Bl ock 1
45.79.111. 169 [Lhited Sates [147.237.72.166|aka.idf.il Mal f or med HTTP Header Line 1 B ock 1
109. 253. 228. 168]l srael 147.237.76.31 |nakchal .idf.il [Uhauthorized URL Access to 147.237.76. 31/ si p_storagel/ fil es/ 8/ 1668. doc |B ock 1
77.138.15.7 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df.il/mai n/ sachar/kl al i . aspx B ock 1
Unknown HTTP Request Met hod
185.78.29. 7 2;2::3 o 972877774 Jlawidf il gﬁiz}gj[ﬁ][] iﬁﬁl][][[ig}'.é[u[_#gl.]i%#ﬂ\}gg[%][fﬂ%ﬁ?][L[Zg]]]gﬂigg%f Bock |1
#191Ain LR [[#20]],
64.62.219. 98 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
185.78.29.7 g{sj:;;nl on 147.237.77.74 |lawidf.il Il1legal Byte (de Character in Header Nane Bl ock 1
45.79.111.169 |thited Sates |[147.237.72.166|aka.idf.il Unknown HTTP Request Method 1 in URL Bl ock 1
80. 246. 138. 100 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
31.154.19.5 I srael 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from31.154.19.5 B ock
185.78.29.7 2;2::3 on 147.237.77.74 |lawidf.il Mil tiple Mal formed LR from 185.78.29.7 B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
62.128.45.222 |[Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 62.128. 45. 222 B ock 1
45.79.111.169 [lLhited Sates [147.237.72.166|aka.idf.il Mal formed URL B ock 1
113.79. 61. 92 Chi na 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 113.79. 61. 92 B ock 1
2.53. 56. 230 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
207. 46.13. 86 Lhited Sates |147.237.77.176 [mat pash. i df . il Lhaut hori zed URL Access to ww cogat.idf.il/tenpl ates/|inks/ Bl ock 1
65. 55. 210. 93 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
185.78.29.7 :3:::30” 147.237.77.74 [lawidf.il Illegal Byte (de Character in URL[[#20]]. Bl ock 1
175.44.19. 1 Chi na 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to v | aw i df.il/index. asp B ock
84. 95. 208. 20 I srael 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to waw anan. i df.il/robots. txt B ock 1
185.78.29.7 giiztr‘ion 147.237.77.74 |lawidf.il Mil tiple NLL Character in Method from 185. 78.29. 7 B ock 1
176.13.20.116 |l srael 147.237.76.42 |refuah.idf.il i;t ;;?f’;gd‘l; ;“;Ih;';ﬁ;de dﬁspe‘fissss on Bock |1
45.79.111.169 |hited Sates |[147.237.72.166|aka.idf.il Mil tiple Ml formed HTTP Header Line from45. 79. 111. 169 Bl ock 1
113.79.61. 92 Chi na 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
77.138.208. 243 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
2.55.54, 134 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
212.143.91.229 |Israel 147.237.72. 166 |aka. i df . i | mmm:v”:k":i???ﬁ;r n/""r"a'g;m:t;'scri ot r esource, s None 1
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