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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
60. 246. 170. 29

|Target Address |Site

|Signature |Device Action |Count |
Macau 147.237.76. 198 e.yohal an.idf.il |Back List drop 1
117. 21. 248. 87 Chi na 147.237. 0. 200 ndu. i df.il JLMPurple Gon Limt_Tcp drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Hack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
69. 30. 198. 186 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 2
69. 30. 198. 186 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

At acker

Target Address ountry Signature
84.93.84. 77 147.237.77. 216 |Uni ted Ki ngdom|dover.idf.il Tehila - Perl LWP wth fake user agent 2
91.121.222.79 [147.237.77.74 |Fance lawidf.il ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 2
45.79.111. 169 [147.237.72.167 [Lhited Sates i shurimaka. idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
117.21.248. 87 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
115. 47.12. 162 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
115. 47. 12. 162 |147.237.76.39 |Chi na nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147. 237. 76. 34 :3:::" o yohal an. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 [147.237.76. 42 |lhited Sates  [refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48.195 |[147.237. 76. 196 |Net her| ands e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
185.93.185. 10 |147.237.72. 167 |krai ne i shurimaka. idf.il ET SOAN Behavi oral Lhusual ly fast inbound Telnet Qonnect i ons, 1
Potential Scan or Brute Force
91. 201. 236. 158 [147.237.0.19 |lkraine nadi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
163.172. 67.13 |[147.237.76. 148 |Uni ted Ki ngdom|gqcenter.aka.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237.0.19 |lkrai ne madi matal .idf.il ET SCAN NVAP -f -sS 1
163.172.67.13 [147.237.0.19 |United Ki ngdom|nmadimatal .idf.il ET SCAN Potential SSH Scan 1
117.21.248.87 |[147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
5.255.90.133 |147.237.76.31 |Netherlands nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
117.21. 248.87 |147.237.76.38 |China eeneitav.idf.il ET SCAN Potential SSH Scan 1
115. 47. 12. 162 [147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147. 237. 76. 38 :3:;; o e.eneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102. 48. 195 |[147.237. 76. 200 |Net her | ands eitan aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.52.97.91 |147.237.77.74 |Wited Sates [lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
94.102. 48. 195 |147.237. 76. 148 |Net her | ands ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 67. 13 [147.237.77. 226 |Uni ted Ki ngdom |www chanat z. aka. i df .il |ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237.0.19 |krai ne nadi matal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
163.172. 67. 13 [147.237.72. 167 |Uni ted Ki ngdom|i shuri maka.idf.il ET SCAN Potential SSH Scan 1
150. 242. 238. 99 |147. 237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1




09-06-2016-07:04:06 to 09-06-2016-08:04:06

|Top Attackers In FW |

A tacker

ountry Target Address Signature
172.56.14. 153 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN- ACK -> Ti neout noni t or 133
167.114. 105. 72 |Canada 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 61
73.141.204. 123 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 53
192. 99. 207. 133 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti neout noni t or 33
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 32
192. 99. 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 32
192. 99. 207. 133 |Canada 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 32
192. 99. 207. 133 |Canada 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 31
192. 99. 207. 133 |Canada 147.237.76. 147 |chinuch. aka. i df .i1 |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 31
192. 99. 207. 133 |Canada 147.237.76. 200 |eitan. aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 30
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 30
185. 61. 138. 171 [Wkrai ne 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 26
185. 61. 138. 171 [krai ne 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 25
185. 61. 138. 171 [Wkrai ne 147, 237. 76. 147 [chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 25
185. 61. 138. 171 |lkrai ne 147.237.76. 200 |eitan. aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 25
185. 61. 138. 171 [krai ne 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 25
185. 61. 138. 171 |Wkrai ne 147.237.77. 216 |dover.idf . il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 25
185. 61. 138. 171 [krai ne 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 25
62.0.76.227  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁrizngt Wth different moni tor |25
185. 61. 138. 171 [Wkrai ne 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 24
76. 1. 246. 39 Lhited Sates [147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 18
76. 1. 246. 39 Lhited Sates [147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 18
76.1.246. 39 Lhited Sates |147.237.76. 147 [chinuch.aka i df.il |SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 17
76. 1. 246. 39 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 17
76. 1. 246. 39 Lhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
76. 1. 246. 39 Lhited States [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
76. 1. 246. 39 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 16
76. 1. 246. 39 Lhited Sates [147.237.76.200|eitan. aka idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
46.19. 85. 73 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber noni t or 11
46.19. 85. 73 I 'srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 10
81.218.101.66 |[Israel 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 10
46.19. 85. 73 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber aert 10
172.56. 26. 217 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
46.19. 86. 3 | srael 147.237.72. 167 |i shuri maka.i df . il Strean ng En.gl ne: TCP Invalid Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.

46.19. 85. 73 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber aert 9
46.19. 86. 190 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 8
46.19.86.190 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
46.19.85.194  |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19. 85. 194 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 6
46.19.85.194  |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.194  |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 86. 226 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
208.85.93.114 |lLhited Sates [147.237.76.200 |eitan. aka idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 4
208.85.93.114 |lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
208.85.93.114 |lhited Sates |147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
208.85.93.114 |[lLhited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 4
62. 0. 76. 227 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SYN drop 4
208.85.93.114 |lLhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout nmoni t or 4
46.19.86.130 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
192. 99. 207. 133 |Canada 147.237.72. 167 |ishurimaka. i df .i1 |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 231. 149l srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 126
109. 253. 206. 136l sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
46.19. 86. 132 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
176. 13. 19. 65 | srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 3
37.26.149.248 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
77.138.15.7 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for wwwy aka. i df . il/nai n/sachar/kl al i . aspx B ock 2
45.79.111.169 [Whited Sates  |147.237.72.167|i shuri maka. i df . i|Mil tiple Ml formed HITP Header Line from45. 79.111. 169 B ock 2
80.178.98.149 [Israel 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 2
45.79.111.169 |hited Sates |147.237.72.167|i shuri maka. i df . ijMitiple Mal formed URL from45.79. 111. 169 B ock 2
157.55.39.226 |Uhited Sates |147.237.72.156|aman. i df.il Lhaut hori zed URL Access to waw anan. idf.il/scripts. asnx/getjs Bl ock 2
70.209.128.183 |[hited Sates  |147.237.77.216|dover.idf.il Untraceabl e SSL Sessi ons: (pen Mde None 2
45.79.111.169 |lLhited Sates  |147.237.72.167 i shuri maka. i df . ijMil ti pl e Unknown HTTP Request Method from 45.79. 111. 169 B ock 2
176. 13. 249. 136 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?rélee? ; t;eggrcy‘isemgtes/l <t ohi | ddocunent s/ 1071 B ock 2
66.249.64.69  Israel 147. 237.77. 216 |dover . i df . i | e e e e dover.. aspx Bl ock 1
66.249.79.147 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
46. 19. 86. 240 I srael 147.237.76.42 |refuah.idf.il Mal for med URL B ock 1
2.53.6.4 I srael 147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
192.169.7.223 |Uhited Sates |147.237.77.235|sviva.idf.il Unaut hori zed Method HEAD for 147.237.77.235/ Bl ock 1
66. 249. 64. 223 |Israel 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to 147.237.77.233/938-he/ at al . aspx B ock 1
46.19. 86. 240 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Met hod qgxv2gx55 in URL B ock 1
2.55.170. 16 I srael 147.237.77. 243 |nobi | e. i df . i | E;:Lﬁrzt o T?/Ip/es;\:cﬁgf; iﬁﬁgﬂgﬁ‘gﬁ:ﬁf&d n B ock 1
212.199.49. 169 |israel 147.237.72. 166 |aka. i df . i | lolulr?:%asl ; i?ﬁ;egfingi:;;f;o&ﬁi’ fm’j IV kapat 2/ [ 1 es#012 B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to wwidf.il/defaul t.aspx Bl ock 1
66.249. 64.227 [Israel 147.237.77.233|atal .idf .il Lhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
70.214.64.141 |lhited Sates |147.237.72. 166 |aka. i df .i| m”;grl';e‘flﬁa?‘;?gﬁ ;r‘;rot ansver. aspx Bl ock 1
62. 0. 76. 227 I 'srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1
37.26.147.212 |lIsrael 147.237.77.216|dover. i df .il Lhaut hori zed URL Access to waw idf.il/error. htm B ock 1
109. 95. 19. 184 2;2::3 o 147. 237. 72. 166 |aka. i df . i | V%,];u;kr:%ﬁdl /'\ﬁtur:(i)?m ;"Scszifs‘; ayonesol di er. asp B ock 1
66.249.79.139 | srael 147.237.76.42 |refuah.idf.il ﬂ?}’;g;ri?éefz?p f;coersaz;ff’i | es 01 3470, | pg Bl ock 1
75. 63. 29. 234 Uhited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wan i df.il/sip storagel/files/2/4912.png  |B ock 1
62.0.101. 97 I srael 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed URL Access from 62.0.101. 97 B ock 1
66.249.79.143 | srael 147.237.76.42 |refuah.idf.il ﬂ?f;g?f'?g_efzkg‘p :’;C;Sasg;/cf’i | es/ 1 2341, py Bl ock 1
46. 19. 86. 132 | srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/ atal . aspx B ock 1
180. 76. 15. 158  |China 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 1
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