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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address | site |Signature  |Device Action |Count |
204. 42. 253. 130 Wited Sates 147. 237. 76. 86 navy. i df.i H ack List dr op 2
61. 141. 250. 97 Chi na 147.237. 76. 202 e halag.idf.il B ack List drop 1
118.112. 59. 225 Chi na 147.237. 76. 202 e halag.idf.il B ack List drop 1
182. 85. 57. 144 Chi na 147.237.76. 202 e halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

162. 210. 196. 130 Lhited Sates 147.237.77.234 hal ag.idf.il C1000074: HTTP: naj estic bot Permit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
91.121.222.79 147.237.77.74 France lawidf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 4
84.93.84.77 147.237.77.216  |lhited Ki ngdom dover.idf.il Tehila - Perl LWP with fake user agent 2
45.79.111. 169 147.237.72.167  [lhited States ishurimaka.idf.il [WEB-M SC Chunked- Encodi ng transfer attenpt 2
91. 121. 220. 181 147.237.77. 74 France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
84.93.84.77 147.237.77. 74 Uni ted Ki ngdom lawidf.il Tehila - Perl LWP with fake user agent 2
37.48.93. 217 147. 237.77. 227 Net her | ands e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
37.48.93.217 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
103. 207. 37. 82 147.237.77.243 |V etnam nobi | e.i df.il ET SCAN NVAP -sS wi ndow 1024 1
37.48.93. 217 147. 237. 76. 86 Net her | ands navy. i df .il ET SCAN Potential SSH Scan 1
94.102.52. 71 147.237.8.24 Net her | ands elifestyle.idf.il |ET SCAN NVAP -sS w ndow 1024 1
12. 68. 215. 78 147.237.72.166  |Uhited Sates akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 50 147. 237. 76. 200 Wkrai ne eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.48.93. 217 147. 237.77. 227 Net her | ands e hanaz. i df .il ET SCAN Potential SSH Scan 1
37.48.93.217 147.237.77.212  |Netherl ands e.dover.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147. 237. 76. 202 Lhited Sates e halag. idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.48.93. 217 147. 237.76. 176 Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
97.105. 173. 114 147.237.77.179  |Uhited Sates e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.48.93. 217 147.237.76. 31 Net her | ands nakchal . i df . il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147. 237. 76. 200 Wkrai ne eitan aka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91. 201. 236. 50 147.237.76.200  |lkraine eitan aka. idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
37.48.93. 217 147.237.77.234 Net her | ands hal ag.idf il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
95. 90. 192. 40 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 106
76. 1. 246. 39 Lhited Sates |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 21
76. 1. 246. 39 Lhited Sates |147.237.76. 31 |[nakchal .idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 21
76. 1. 246. 39 Lhited Sates |147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 20
76. 1. 246. 39 Lhited Sates |147.237. 76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 20
76. 1. 246. 39 Lhited Sates |147. 237. 76. 200 |eitan. aka. i df . il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 19
76. 1. 246. 39 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
76. 1. 246. 39 Lhited Sates |147.237. 76. 30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
76. 1. 246. 39 Lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 19
185.61.138. 171 |[lkrai ne 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
185. 61.138. 171 |lkraine 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 13
185. 61. 138. 171 |[lkrai ne 147.237.76. 200 |ei tan. aka. i df .i | SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 13
107. 133. 237. 181|lnited Sates [147. 237. 76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 12
185. 61.138. 171 |lkraine 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
185. 61. 138. 171 |[lkrai ne 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
185.61.138. 171 |[lkrai ne 147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
185. 61.138. 171 |krai ne 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
185. 61. 138. 171 |[lkrai ne 147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
46.19. 85. 167 | srael 147.237.76.42 |refuah.idf.il dr op Frst packet isn't SN drop
23.121.11.23 Lhited Sates |147.237. 76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 86. 147 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
76. 1. 246. 39 Whited Sates |147. 237. 77. 226 :’WChamz' aka. -1 1oy At t ack SYN -> SYNACK -> Timeout  |monitor |6
76. 1. 246. 39 Lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
76. 1. 246. 39 Lhited Sates |147. 237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or
76. 1. 246. 39 Lhited Sates |147.237. 77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
76. 1. 246. 39 Wited Sates |147.237.0.17 [V kosher-kravi-Td o\ At t ack SYN -> SYN-ACK -> Tineout  |monitor |6
76. 1. 246. 39 Lhited Sates |147. 237. 77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
76. 1. 246. 39 Lhited Sates |147.237. 77. 234 |hal ag.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
76. 1. 246. 39 Lhited Sates |147.237.0. 19 nadi matal .idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 6
46. 19. 86. 50 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
76. 1. 246. 39 Lhited Sates |147. 237. 77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
76. 1. 246. 39 Lhited Sates |147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 6
46.19. 85. 131 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
76. 1. 246. 39 Lhited Sates |147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
76. 1. 246. 39 Lhited Sates |147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19.85.131  |israel 147.237.72. 166 |aka. i df .| Bad TCP sequence ﬂ;‘:ﬁtrs\:;:ngfth monitor |5
76. 1. 246. 39 Lhited Sates |147.237. 72. 167 |i shurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
76. 1. 246. 39 Lhited Sates |147. 237. 77. 176 |nat pash. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
46.19. 85. 131 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout alert
66.249. 69. 251 |United Sates |147. 237. 72. 166 |aka i df .il Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 147 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
208.85.93.164 |lhited Sates (147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
208. 85. 93. 164 Lhited Sates |147. 237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 3
185.61.138.171 |[lkrai ne 147.237.0. 34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
208.85.93.164 |lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
66.249.76.106 |Lnited Sates |147. 237. 72. 166 |aka.i df .il Streamng Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 3
Ret r ansn ssi on Packet dr opped.
185. 61. 138. 171 [Lkrai ne 147.237.77. 226 [ chanat z. aka. 10l 1 | gy At t ack SYN -> SYN-ACK -> Tineout  |nonitor |3
208. 85. 93. 164 Lhited Sates |147. 237. 77. 170 |naar achot . i df . i | SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or
208.85.93.164 |lhited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout nmoni t or
46.117.17.10 | srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count

46.19.86.132 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 9
2.55.27.26 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
84.95.208.20 |Israel 147.237.77.74 [lawidf.il PHP Att enpt B ock 2
207.46.13.181 |lLhited Sates |147.237.77.216|dover.idf .il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
76.185.108.254 |Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCST for ww aka.idf.il/ishurim B ock 1
46. 19. 85. 43 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwv aka. i df.il/main/ B ock 1
176. 13. 244. 231 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ favi con. i co Bl ock 1
66.249. 69. 119 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ti znoret/gal l ery/  |B ock 1
84.95.208.20 |Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
204.79.180.98 |wiited Sates |147.237.72. 166 |aka. i df .i | m“;:;rii;e"ji I“ﬁ;?‘fﬁmﬁpf ot es/ hone. asp B ock 1
66.249.76.75 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to 147.237.72. 166/ B ock

45.79.111.169 |Lhited Sates [147.237.72.167|i shurimaka.idf.il Mil tiple Ml forned HTTP Header Line from45. 79. 111. 169 B ock

64.62.219.80 |lhited Sates |147.237.77.216|dover.idf .il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock

207.46.13.160 |Uited Sates |147.237.0. 16 Iny kosher-kravi. idf. 1\ horized URL Access to v ny- kosher -kravi . i df i/ B ock 1
66.249.76.81 | srael 147.237.72. 166 |aka. i df . i | Llﬂé;”tzggr if;‘jlg’; fﬁ;e;/ :T:i N~ B ock 1
45.79.111.169 |Lhited Sates [147.237.72.167|i shurimaka.idf.il Mil tiple Malformed URL from45.79. 111. 169 B ock 1
84.95.208.20 |israel 147.237.77.74 |lawidf il mﬂt:ﬁii df?lﬁn:f;e::/ ;e‘r’]er l/pivi k. php B ock 1
66. 249. 66. 162 | srael 147.237.77. 216 |dover . i df . i | mult eriif‘iefﬁkﬁzsﬁl i ks son Bl ock 1
68.180.230. 47 |hited Sates |147.237.77. 216 |dover. i df i Parame or pe JaaLion fg;’:“mi n Bl ock 1
45.79.111.169 |lhited Sates [147.237.72.167|i shuri maka.idf.il Ml ti pl e Unknown HTTP Request Method from45.79.111.169  |B ock 1
89.248.172.16 |Netherl ands 147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ robot s. t xt B ock

66.249.69.93 |[Israel 147.237.77.74 |law i df.il Unhaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock
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