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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
87.106. 92. 139 Cer many 147.237. 0. 200 mu.idf.il |[JLMPurple Gon_Linit_Tcp drop 1
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Attacker Address

Target Address

At acker
Gountry

Signature

91.121.221. 160 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
203 128. 177. 68 |147. 237 77 170 |FOr€8 Republic | . ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
139. 162. 13. 205 [147. 237. 77. 226 |S ngapore win chanat z. aka. i df . i | SERVER APAO_E Apac.he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt
104. 197. 206. 193|147. 237. 77. 205 |Lhited Sates  |[prishaidf.il ET SCAN NMAP -sS wi ndow 4096 1
104. 197. 206. 193|147. 237. 77. 205 [Lhited Sates prisha.idf.il ET SCAN NVAP -f -sS 1
37.48.93.217 147. 237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
222.186.58.176 |147.237.76.177|Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
37.48.93. 217 147. 237. 72. 167 |Net her | ands i shuri maka.idf.il ET SCAN Potential SSH Scan 1
222.186.58.176 |[147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
37.48.93.217 147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
222.186.58.176 |[147.237.0.15 |[China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
195.88.154.2  |147.237.8.46 gj::;”ion e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
106. 186. 20. 183 |147. 237. 76. 38 [Japan e.eneitav.idf.il ET SCAN Potential SSH Scan 1
104. 197. 206. 193|147. 237. 77. 205 [Lhited Sates prishaidf.il ET SCAN NMAP -sS wi ndow 2048 1
103. 207.36.31  |147.237.0.200 |M etnam . i df il ET SCAN NMAP -sS wi ndow 1024 1
37.48.93. 217 147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
222.186.58.176 |[147.237.76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
37.48.93.217 147. 237.76. 34 |Netherl ands yohal an. i df .| ET SCAN NMAP -sS wi ndow 1024 1
222.186.58.176 |[147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
37.48.93. 217 147.237.8.28 |Netherl ands e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
222.186.58.176 |[147.237.0.19 |[China madi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess Signature
216. 238. 254. 161 g;s: 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout moni tor |113
126.66. 77. 72 Japan 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |81
173. 24.70. 193 ?attee: 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |24
46.236.115.84  [Sweden 147.237.72. 166 |aka.idf .i | drop SAMrul e drop 18
167. 114. 194. 252|Canada 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |14
167. 114. 194. 252|Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |14
167. 114. 194. 252|Canada 147. 237. 76. 147 |chi nuch. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |14
167. 114. 194. 252|Canada 147. 237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |14
167. 114. 194. 252|Canada 147.237.76. 200 |ei tan. aka. i df .i| SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |14
68. 42. 80. 128 gq;:eeg 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |14
167. 114. 194. 252|Canada 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout monitor |14
167. 114. 194. 252|Canada 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYNACK -> Ti meout monitor |14
167. 114. 194. 252|Canada 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |14
64. 37.98. 43 g‘;tt:: 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout nmonitor |13
64.37.98. 43 gq;:eeg 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |13
64. 37.98. 43 g‘;tt:: 147.237.76. 200 |eitan. aka. i df .i| SYN At t ack SYN -> SYN-ACK -> Ti meout nmonitor |13
64. 37. 98. 43 gq;:eeg 147.237.77. 226 "‘I"TW chanatz. aka. 1df | N At t ack SYN -> SYN-ACK -> Ti meout monitor |13
64. 37.98. 43 g‘;tt:: 147.237.76.39 |mobile.neitav.idf.il |SYN Atack SYN -> SYN-ACK -> Ti meout nmonitor |13
64. 37.98. 43 g‘;ttees 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |13
64.37.98. 43 ?attee: 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |13
64.37.98. 43 gq;:eeg 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |13
64.37.98. 43 ?attee: 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |13
64.37.98. 43 gq;:eeg 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |13
64. 37.98. 43 g‘;tt:: 147.237.77. 170 |maarachot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout nmonitor |13
64.37.98. 43 gq;:eeg 147.237.72. 167 |i shurimaka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |13
64.37.98.43 ?attee: 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |13
64.37.98. 43 gq;:eeg 147.237.0.19 |madimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |13
64.37.98. 43 ?attee: 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |13
64.37.98. 43 gq;:eeg 147.237.77. 235 |sviva idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |12
64.37.98. 43 ?attee: 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |12
64.37.98. 43 gq;:eeg 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |12
64.37.98. 43 ?attee: 147.237.72. 156 |anan.idf .i | SYN Attack SYN -> SYN-ACK -> Ti meout monitor |12
64.37.98.43 gq;:eeg 147.237.77.234 |hal ag.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |12
Lhited m ny- kosher - kravi . i . .
64.37.98. 43 Sates 147.237.0.17 & il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |11
64.37.98.43 gq;:eeg 147.237.77. 176 |nat pash.i df .il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |11
67. 253. 251. 158 ?attee: 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |3
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 3
5.9.88.103 Ger many 147.237.72. 166 |aka. i df . il dr op SAMrul e drop 2
64.231.75. 63 Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
5.9.88.103 Ger many 147.237.76. 42 |refuah.idf.il drop SAMrul e drop 2
i S ream ng Engi ne: TCP i i ssi
207, 46. 13. 32 Lhi ted 147 237. 72. 166 |laka i df i1 : g BENg > Invalid segnent retransnission. Packet drop 2
Sates Inval i d Ret ransmi ssi on |dropped.
202. 3. 71. 253 Thai | and 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYNACK -> Ti meout monitor |2
5.9.88.103 Ger many 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop 2
202.3.71. 253 Thai | and 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |2
202. 3. 71. 253 Thai | and 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYNACK -> Ti meout monitor |2
5.9.88.103 Ger many 147.237.77.233|atal .idf.il dr op SAMrul e drop 2
202.3.71. 253 Thai | and 147.237.76. 200 |ei tan. aka.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |2
Non- conpl i ant TCP packets com ng from
S ream ng Engi ne: TCP i i
46.19.86.40  |israel 147.237.77. 243 |mubi le.i o .11 9 =g mitiple external sources vere detected. This 1, 0 f;
anonal y detected nay result frompotential network configuration
pr obl em
128. 232. 110. 28 LKJ?'r:gegom 147. 237.76. 200 |ei tan. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST alert 1
202.3.71. 253 Thai | and 147.237.77.233|atal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13. 2. 169 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 6
109. 253. 206. 17 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
- . Unaut hori zed URL Access to
66. 249. 69. 97 I srael 147.237.77.74 |lawidf.il 147.237. 77. 741 si p. st or agel fi | es/ 2/ 242. doc B ock 1
207.182. 140. 210|Wnited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed Met hod PCBT for 147.237.76. 42/ B ock 1
] . . D stributed Unauthorized Method for Known URL on
76.185.108. 254 |[nited Sates [147.237.72.166|aka.idf.il e aka i df i 171 shuri rd i Bl ock 1
www, chamat z. aka. i df |ss. untraceabl e Gonnection - Protocol violation
139. 162. 13. 205 |9 ngapore 147.237.77. 226 il (SSL_CONN CLI ENT_HELLO) None 1
66.249.69.101 |[Israel 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ 365- he/ pat zar. aspx  |Bl ock 1
213.57.98.207 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - CQpen Mde None 1
m ny- kosher - kravi . i d j '
77.125.67.242  |Israel 147.237.0.17 y 'llegal Paraneter Encoding rnd in . None 1
f.oil m ny- kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
144.76. 96. 81 Ger many 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/newsite/english/main.asp |B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 1
40.77. 167. 52 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka. i df.il/nain/sachar/| ogi B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ edi | | br ary/ gener al doc. asp B ock 1
m ny- kosher - kravi . i d|s3. wtraceabl e Gnnection - Protocol viol ation
139.162. 13. 205 |S ngapore 147.237.0. 17 fil (SSL_CONN_CLI ENT HELLO) None 1
66.102.8.217  |United Sates |147.237.72. 166 |aka. i df . i | Wnaut hori zed Method PCBT for Bl ock 1
wy aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx
204.79.180.16 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for ww aka. i df .il/ishuriminai n/ B ock 1
] . - Paraneter Type M ol ation ct| 00$Cont ent A acetbl der 1t xt Brai | in
71.196.2.112  [Wited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1038- en/ dover . aspx Bl ock 1
wwv. chanat z. aka. i df i i
139. 162. 13. 205 |Si ngapore 147 237. 77. 226 Mil tiple Whtraceabl e SS. Sessi ons from 139. 162. 13. 205 (Pr ot ocol None 1

violation (SSL_GONN QLI ENT_HELLO))
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