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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
204. 42. 253. 130 Lhited Sates 147.237.76. 34 yohal an.idf.il B ack List drop 2
80. 82. 65. 168 Net her | ands 147.237. 76. 196 e.svivaidf.il B ack List drop 1
173.252. 115. 12 Lhited Sates 147.237.77.216 dover.idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - reset 1
80. 82. 65. 168 Net her | ands 147.237.76. 176 test.ncore.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il [Cl1000074: HITP. najestic bot Per nit 5
62.138. 2. 243 Ger many 147.237.77. 216 dover.idf.il |ClL000074: HITP. majestic bot Per nirt 2
91. 219. 236. 136 Hungary 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header B ock 1




09-06-2016-04:04:07 to 09-06-2016-05:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
45.79.71.122 147.237.72.167 |Wited Sates i shuri maka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
45.79.111. 169 147.237.72.156 |Wnited Sates aman. i df.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
200. 53. 121. 94 147. 237.76. 39 Mexi co nobi le.neitav.idf.il |ET SCAN Potential SSH Scan 1
5. 79. 66. 235 147.237.76.196  [Netherl ands e.sviva. idf.il ET SCAN NMAP -sS w ndow 4096 1
200. 53.121. 94 147. 237. 0. 200 Mexi co . i df i | ET SCAN Potential SSH Scan 1
120. 236. 19. 10 147.237.76. 42 Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
120. 236. 19. 2 147. 237.76. 42 Chi na refuah.idf.il ET SCAN NMAP -sS w ndow 2048 1
104.197.206. 193  |147.237.76.199 |Whited Sates e. nakchal i df .i | ET SCAN NVAP -sS wi ndow 3072 1
104. 197. 206. 193  |147.237.76.199 |Lnited Sates e. nakchal .idf.il ET SCAN NVAP -f -sS 1
208. 100. 26. 228 147.237.77.176  |lLhited Sates nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.8. 24 Wk ai ne elifestyleidf.il ET SCAN NVAP -sS w ndow 4096 1
208. 67. 1. 220 147. 237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN Potential SSH Scan 1
64.137.171.55 147.237.76. 31 Canada nakchal . i df.il ET SCAN Potential SSH Scan 1
200. 53.121. 94 147.237.76. 42 Mexi co refuah.idf.il ET SCAN Potential SSH Scan 1
200. 53. 121. 94 147.237.72.167  |Mexi co i shuri maka.idf.il ET SCAN Potential SSH Scan 1
200. 53.121. 94 147.237.0. 35 Mexi co akaws. i df i ET SCAN Potential SSH Scan 1
120. 236. 19. 10 147. 237.76. 42 Chi na refuah.idf.il ET SCAN NVAP -f -sS 1
120. 236. 19. 2 147.237.76. 42 Chi na refuah.idf.il ET SCAN NVAP -f -sS 1
104. 197. 206. 193  |147.237.76.199 |Lnited Sates e. nakchal .idf.il ET SCAN NMAP -sS w ndow 2048 1
94.102. 48. 195 147.237.76. 31 Net her | ands nakchal . i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
208. 67. 1. 220 147.237.72.156  |Lnited Sates aman. i df . il ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147.237. 8. 24 kr ai ne elifestyleidf.il ET SCAN NVAP -sS wi ndow 3072 1
200. 53.121. 94 147.237.76. 44 Mexi co e.refuah.idf.il ET SCAN Potential SSH Scan 1




09-06-2016-04:04:07 to 09-06-2016-05:04:07

|Top Attackers In FW |

Attacker Address |Attacker Gountry  [Target Address Ste |Signature Message Devi ce Action |Count |
188. 22. 46. 145 Austria 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 73
87.71.14.118 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 20
167.114. 194. 252 |Canada 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout moni t or 19
167.114. 194. 252 Canada 147.237.77. 216 dover.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 18
167.114. 194. 252  |Canada 147.237.76. 42 refuah.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 18
167.114.194. 252 [Canada 147.237.76.200 |eitan. aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 16
76.11. 128. 162 Lhited Sates 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 15
167.114. 194. 252  |Canada 147.237.76.147 [chinuch. aka.idf il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 15
167.114.194. 252 [Canada 147.237.76. 31 nakchal . i df.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 15
167. 114. 194. 252 |Canada 147.237.76. 39 nobi | e. nei tav.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 15
167.114. 194. 252  |Canada 147. 237.76. 30 hi nush. i df .i SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 14
74.105. 20. 52 Lhited Sates 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout moni t or 14
192. 99. 207. 133 Canada 147.237.76. 147 |chinuch. aka.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 12
192. 99. 207. 133 Canada 147. 237.76. 86 navy. idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 12
192. 99. 207. 133 Canada 147.237.76. 39 nobi | e.neitav.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 12
192. 99. 207. 133 Canada 147. 237.76. 31 nakchal . i df.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 11
192. 99. 207. 133 Canada 147. 237.76. 30 hi nush. i df .i SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 11
192. 99. 207. 133 Canada 147.237.77.216 |dover.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 11
192. 99. 207. 133 Canada 147. 237.76. 42 refuah.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 10
64.37.98.43 Lhited Sates 147.237.77. 74 lawidf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 10
87.71.14.118 I srael 147.237.76. 42 refuah.idf.il dr op First packet isn't SYN drop 10
64.37.98. 43 Lhited Sates 147.237.72.166 |aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 10
70.71. 149. 51 Canada 147. 237.76. 86 navy. idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 10
192. 99. 207. 133 Canada 147.237.76.200 |eitan. aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 10
64.37.98.43 Lhited Sates 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 10
64.37.98.43 Lhited Sates 147.237.76.147 [chinuch. aka.idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 10
64.37.98. 43 Lhited Sates 147.237.77.216 |dover.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 10
64.37.98. 43 Lhited Sates 147.237.76.200 |eitan. aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 9
64.37.98.43 Lhited Sates 147.237.72.156 |anan.idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 9
64.37.98. 43 Lhited Sates 147.237.77.226  |www chanat z. aka. i df . i SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 9
64.37.98. 43 Lhited Sates 147.237.0.15 kosher -kravi . i df . i SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 9
64.37.98.43 Lhited Sates 147.237.76. 42 refuah.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 9
64.37.98. 43 Lhited Sates 147.237.72.167 |ishurimaka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 9
64.37.98. 43 Lhited Sates 147.237.0. 19 nadi matal .idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 9
64.37.98.43 Lhited Sates 147.237.76. 31 nakchal . i df .i | SYN Attack [SYN -> SYNACK -> Ti neout noni t or 9
192. 99. 207. 133 Canada 147.237.76. 42 refuah.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout alert 8
192. 99. 207. 133 Canada 147. 237.76. 31 nakchal . i df.il SYN Attack |SYN -> SYN-ACK -> Ti meout alert 8
192. 99. 207. 133 Canada 147.237.76.200 |eitan.aka.idf.il SYN Attack [SYN -> SYN-ACK -> Ti neout aert 8
64.37.98. 43 Lhited Sates 147.237.77.233 |atal.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 8
64.37.98.43 Lhited Sates 147.237.0. 17 m ny-kosher - kravi .i df . i SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 8
192. 99. 207. 133 Canada 147. 237.76. 86 navy. idf.il SYN Attack [SYN -> SYNACK -> Ti neout aert 8
64.37.98. 43 Lhited Sates 147.237.77.170 |naarachot.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 8
64.37.98.43 Lhited Sates 147.237.77.234 |halag.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 8
64.37.98.43 Lhited Sates 147.237.76. 30 hi nush. i df .i SYN Attack [SYN -> SYNACK -> Ti neout noni t or 8
192. 99. 207. 133 Canada 147.237.77.216 |dover.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout alert 8
64.37.98. 43 Lhited Sates 147.237.77.235 |sviva.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 8
64.37.98.43 Lhited Sates 147.237.0.34 tikshuv.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 8
64.37.98. 43 Lhited Sates 147. 237.76. 39 nobi | e. nei tav.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 7
192. 99. 207. 133 Canada 147.237. 76. 39 nobi | e. nei tav.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout alert 7
192. 99. 207. 133 Canada 147.237.76.147 [chinuch. aka.idf il SYN Attack [SYN -> SYNACK -> Ti neout aert 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 40 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
] . . - Paraneter Type Mol ati on PageNumin
68.180.230.54 |lnited Sates |147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df i 1/901- he/t i kshuv. aspx B ock 1
66.249.69.119 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
45.79.71.122 Lhited Sates [147.237.72.167|i shurimaka. i df .i | Mil ti pl e Unknown HTTP Request Method from 45. 79. 71. 122 B ock
207. 46. 13. 32 Lhited Sates |147.237.72. 166 |[aka. i df . i | Ml tiple Unauthorized URL Access from 207.46.13. 32 B ock 1
. . Uhaut hori zed URL Access to
66.249.76.116  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1380- 21438- he/ dover . aspx Bl ock 1
45.79.71.122 Lhited Sates |147.237.72.167|i shuri maka.idf.il Ml formed HTTP Header Line 2 B ock 1
) wwy. chamat z. aka. i df )
104. 237. 234. 109|Uhited Sates |147. 237. 77. 226 . Unhaut hori zed URL Access to 147.237.77. 226/ B ock 1
. . D stributed Whaut hori zed URL Access on
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ ei tan/ | i st page B ock 1
45.79.71.122 Lhited Sates |147.237.72.167 i shuri maka.idf.il Unknown HTTP Request Method 1 in URL B ock 1
. . Uhaut hori zed URL Access to
66.249.79.139 [Israel 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel {1 | es/ 3/ 2363. ] pg B ock 1
m ny- kosher - kravi . i i i
66. 249. 64. 137 |Israel 147.237.0. 17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny- kosher-kravi . i df .il/aj ax/ creat ecapt chai nage. aspx
45.79.71.122 Lhited Sates [147.237.72. 167 i shurimaka. i df .i | Mal for med URL B ock 1
104. 237. 234. 109|thited Sates [147.237.77. 234 |hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ B ock 1
. . Unhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ yohal an/ mai n/ i n. asp B ock 1
45.79.111.169 [thited Sates |147.237.72. 156 |anan. i df . i | Mal f or med HTTP Header Line 3 B ock 1
. . Unhaut hori zed URL Access to
66.249.79.143 |lIsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fl es/ 1/ 2331, | pg B ock 1
66.249. 66. 133 [Israel 147.237.76.200|ei tan. aka. i df . i | Wnaut hori zed URL Access to Bl ock 1
v ei tan. aka. i df. i |/ shar ed/ user cont r ol s/ header upper/
45.79.71.122 Uhited Sates |147.237.72.167 i shuri maka.idf.il Ml tiple Ml fornmed HTTP Header Line from 45, 79. 71. 122 B ock 1
108.92. 157. 123 |Wited Sates |147. 237. 72. 166 |aka. i df . i | llegal Byte Code Character in URL /mai nkapat 2/ /res#012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
66.249. 76. 100  |Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
45.79.111.169 |lhited Sates [147.237.72. 156 |aman. i df .i | Mal formed URL B ock 1
i waww, chammat z. aka. i df |unaut hori zed UR. Access to
68.180. 228. 167 |United Sates [147. 237.77. 226 il v chanat z. aka. i df . i1/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . Unhaut hori zed URL Access to
66. 249. 69. 83 I srael 147.237.72. 166 [aka. i df . i | 147, 237.72. 166/ ei t an/ prat i i pi rt eychayal / B ock 1
45.79.71.122 Lhited Sates |147.237.72.167|i shuri maka.idf.il Mil tiple Milformed URL from45. 79. 71. 122 Bl ock 1
} . . Unhaut hori zed Met hod PCST for
204.79.180.232 |lhited Sates [147.237.72.166|aka. i df .il vow aka. i dff i 1/ mai n/ hore/ def aul t . aspx B ock 1
. . Uhaut hori zed URL Access to
66.249.76.115 |Israel 147.237.77. 216 [dover. i df . il 147.237.77. 216/ 1133- 19883- he/ i df gdover . aspx Bl ock 1
45,79.111.169 |Lhited Sates [147.237.72. 156 |anan. i df . i | Unknown HTTP Request Method 1 in URL B ock 1
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