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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
185. 25. 33. 140 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
218. 93. 206. 21 Chi na 147.237.76. 31 nakchal .idf.il |[JLMPurple Con Limt Htp dr op 1
80. 82. 65. 168 Net her | ands 147.237. 76. 202 e halag.idf.il |Back List drop 1
218. 93. 206. 21 Chi na 147.237. 76. 31 nakchal .idf.il |JLM Under Attack Con Htp drop 1
185. 25. 33. 139 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
218. 93. 206. 21 Chi na 147.237.76. 177 ncore.idf.il JLMPurple Gon Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

62.210. 97. 79 147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
195. 154, 184. 122|147. 237. 77. 74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 3
_ _ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
189.12.173.8 147.237.8.24 |Bazil e.lifestyle.idf. . 1
Potential Scan or Brute Force
122.0.72.19 147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
122.0.72.19 147.237.76. 44 |China e.refuah.idf.il [ET SCAN Potential SSH Scan 1
64.137.171.55 [147.237.77.74 |Canada lawidf.il ET SCAN Potential SSH Scan 1
45.79.103.178 |147.237.72.166|lhited Sates |aka idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
o . |ET SCAN Behavi oral UWusual Iy fast inbound Tel net Gonnecti ons,
122.52.151.20 |147.237.76.38 |Philippines eeneitav.idf.i . 1
Potential Scan or Brute Force
122.0.72.19 147.237.77. 74 |China lawidf.il ET SCAN Potential SSH Scan 1
122.0.72.19 147.237.72. 14 |China dover.idf.il (o dET SCAN Potential SSH Scan 1
208. 67. 1. 220 147.237.76.42 |Whited Sates |[refuah.idf.il [ET SCAN Potential SSH Scan 1




09-06-2016-03:04:09 to 09-06-2016-04:04:09

|Top Attackers In FW |

Addr ess |Attacker Gountry  [Target Address Ste Signature |Massage Devi ce Action |Count |
167.114. 194. 252 |Canada 147.237.76.200 |eitan.aka.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 22
167.114. 194. 252  |Canada 147.237.77.216 |dover.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 22
167.114.194. 252 [Canada 147.237.76. 42 refuah.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 20
167.114. 194. 252 |Canada 147. 237.76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 20
167.114. 194. 252  |Canada 147.237.76. 31 nakchal . i df i SYN Attack [SYN -> SYNACK -> Ti neout noni t or 19
167.114.194. 252 [Canada 147.237.76. 147  |chi nuch. aka. i df.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 18
167. 114. 194. 252 |Canada 147.237.76. 39 nobi | e. nei tav.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 18
167.114. 194. 252  |Canada 147. 237.76. 30 hi nush. i df .i SYN Attack [SYN -> SYNACK -> Ti neout noni t or 17
192. 99. 207. 133 Canada 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout moni t or 16
192. 99. 207. 133 Canada 147.237.77. 216 dover.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 16
192. 99. 207. 133 Canada 147. 237. 76. 39 nobi | e. nei tav. i df.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 15
192. 99. 207. 133 Canada 147.237.76. 42 refuah.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 15
192. 99. 207. 133 Canada 147. 237.76. 31 nakchal . i df.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 15
192. 99. 207. 133 Canada 147. 237.76. 30 hi nush. i df .i SYN Attack [SYN -> SYNACK -> Ti neout noni t or 14
192. 99. 207. 133 Canada 147.237.76. 147  |chi nuch. aka. i df.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 14
192. 99. 207. 133 Canada 147.237.76.200 |eitan.aka.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 14
76. 1. 246. 39 Lhited Sates 147.237.77.233 |atal.idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.76. 42 refuah.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 10
76.1.246.39 Lhited Sates 147.237.0. 17 m ny-kosher - kravi .i df i SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.77.170 |naarachot.idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.72.167 |ishurimaka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 10
192. 99. 207. 133 Canada 147.237.77.216 |dover.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout alert 10
76. 1. 246. 39 Lhited Sates 147.237.77.234 |halag.idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 10
76.1.246. 39 Lhited Sates 147. 237. 76. 86 navy.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout moni t or 10
76. 1. 246. 39 Lhited Sates 147.237.0. 19 nadi matal .idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.77.176 |natpash.idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.76. 30 hi nush. i df . i | SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.77.235 |sviva.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.76.147 [chinuch. aka.idf.il SYN Attack |[SYN -> SYNACK -> Ti neout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.76. 31 nakchal . i df.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.72.156  |anan.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.77.226  |ww chamat z. aka. i df .i | SYN Attack [SYN -> SYN-ACK -> Ti neout noni t or 10
76. 1. 246. 39 Lhited Sates 147. 237.76. 39 nobi | e. nei tav.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.0.15 kosher -kravi . i df . i SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 10
76. 1. 246. 39 Lhited Sates 147.237.77. 74 lawidf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 10
192. 99. 207. 133 Canada 147.237.76. 39 nobi | e.neitav.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout alert 10
167.114. 212. 195 Canada 147.237.72. 166 aka.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 9
167.114.212.195 |Canada 147.237.76. 42 refuah.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 9
192. 99. 207. 133 Canada 147.237.76. 147  |chi nuch. aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout alert 9
167.114. 212. 195 |[Canada 147.237.77.170 |naarachot.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 9
167.114.212.195 |Canada 147.237.77.234 |halag.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 9
167.114.212.195 [Canada 147.237.0. 19 nadi matal .idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 9
76. 1. 246. 39 Lhited Sates 147.237.0. 34 tikshuv.idf.il SYN Attack |SYN -> SYN-ACK -> Ti meout noni t or 9
76. 1. 246. 39 Lhited Sates 147.237.77.216 |dover.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 9
167.114.212.195 [Canada 147.237.77.235 |sviva.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 9
167.114. 212. 195 |[Canada 147.237.76. 147 |chinuch. aka.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 9
167.114.212.195 |Canada 147.237.0.34 tikshuv.idf.il SYN Attack [SYN -> SYNACK -> Ti neout noni t or 9
76. 1. 246. 39 Lhited Sates 147.237.76.200 |eitan. aka.idf.il SYN Attack |SYN -> SYN-ACK -> Ti neout noni t or 9
167.114. 212. 195 Canada 147.237.77. 216 dover.idf.il SYN Attack |[SYN -> SYN-ACK -> Ti neout noni t or 9
167.114.212.195 |Canada 147.237.76. 31 nakchal . i df i SYN Attack [SYN -> SYNACK -> Ti neout noni t or 9
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46.19. 86. 117 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
121.7.37.132 Sngapore  |147.237.77.216|dover.idf . il Dstributed Lhauthori zed URL Access on wwidf.il/error.htm B ock 1
. - Unhaut hori zed URL Access to
66.249.69. 93 | srael 147.237.77.74 |lawidf.il 147.237.77. 74/ t enpl at econt rol s/ pi ct ur ei nf o/ pi ct ur ei nf 0. aspx Bl ock !
220. 255. 103. 184|S ngapore  [147.237. 77. 216 |dover. i df . i | D stributed Unaut horized LRL Access on waidf.il/error. htm B ock 1
66.249. 88. 143  [Israel 147.237.77.216|dover.idf .il Dstributed Waut horized URL Access on waw idf.il/error.htm B ock 1
157.55.2. 171 g‘;tt:: 147.237.77.216|dover . i df . il Dstributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
- - Distributed Whaut hori zed URL Access on
66. 249.69. 101 | srael 147.237.77.74 [lawidf. il 147.237. 77. 74/ t enpl at econt r ol s/ pi ct ur ei nf of pi ct ur ei nf 0. aspx Bl ock !
220. 255. 182. 164|S ngapore  |147. 237. 77. 216|dover.i df . i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm Bl ock 1
68. 180. 228. 29 LSthlatt:sd 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df . il/giyus/ general /defaul t.a Bl ock 1
157. 55. 39. 253 g"alt:g 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.69.119 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
220. 255. 183. 170|S ngapore  |147. 237. 77. 216 |dover. i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
75. 68. 96. 197 g‘;tt:: 147.237.77.216|dover . i df . il Parameter Type M ol ation SearchText in wwyidf.il/1065 en/ dover.aspx |B ock 1
m ny- kosher - kr avi . i ' i
66.249. 64.134 |israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
af.il mny-kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
180.76.15.8  |china 147.237.76.42 |refuah.idf.il thaut hori zed LRL Aecess to Bock |1

147. 237. 76. 42/ 994- 8925- he/ r ef uah. aspx
Unaut hori zed URL Access to

66.249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 1661 ti znor et/ gal | ery/ showpi ct ur e. asp B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 1
66. 249. 69. 83 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi nl yoran/ yoman. asp |B ock 1
i ted Unhaut hori zed URL Access to
192. 243.55. 135 147.237.77.74 |lawidf.il www | aw i df . i1/163-5176- he/ pat zar . aspxbor n- vagabond- wher e- have- |B ock 1
Sates } .
you- been-al | - nyl - of - t hese- hi t dreansarti cl e& =2& npl =bl og
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
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