
  IDF Under Attack
Daily Report

Top Targets   

dover.idf.il

navy.idf.il

refuah.idf.il

nakchal.idf.il

mobile.meitav.idf.il

eitan.aka.idf.il

chinuch.aka.idf.il

himush.idf.il

law.idf.il

aka.idf.il

Top Target

Number
Of

Attacks

0

120

30

60

90

120

do
ve
r.
id
f.
il

na
vy
.i
df
.i
l

re
fu
ah
.i
df
.i
l

na
kc
ha
l.
id
f.
il

mo
bi
le
.m
ei
ta
v.
id
f.
il

ei
ta
n.
ak
a.
id
f.
il

ch
in
uc
h.
ak
a.
id
f.
il

hi
mu
sh
.i
df
.i
l

la
w.
id
f.
il

ak
a.
id
f.
il

Top Attackers 

167.114.194.252

192.99.207.133

76.1.246.39

167.114.212.195

73.148.127.249

73.148.127.44

174.6.51.122

75.135.23.232

218.93.206.21

46.19.85.154

Top Attackers

Number
Of

Attacks

0

50

100

150

200

16
7.
11
4.
19
4.
25
2

19
2.
99
.2
07
.1
33

76
.1
.2
46
.3
9

16
7.
11
4.
21
2.
19
5

73
.1
48
.1
27
.2
49

73
.1
48
.1
27
.4
4

17
4.
6.
51
.1
22

75
.1
35
.2
3.
23
2

21
8.
93
.2
06
.2
1

46
.1
9.
85
.1
54

 09-06-2016-03:04:09 to 09-06-2016-04:04:09 



Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
185.25.33.140 United Kingdom 147.237.77.216 dover.idf.il Invalid TCP Flags drop 1

218.93.206.21 China 147.237.76.31 nakchal.idf.il JLM_Purple_Con_Limit_Http drop 1

80.82.65.168 Netherlands 147.237.76.202 e.halag.idf.il Black List drop 1

218.93.206.21 China 147.237.76.31 nakchal.idf.il JLM_Under_Attack_Con_Http drop 1

185.25.33.139 United Kingdom 147.237.77.216 dover.idf.il Invalid TCP Flags drop 1

218.93.206.21 China 147.237.76.177 ncore.idf.il JLM_Purple_Con_Limit_Http drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

62.210.97.79 147.237.77.74 France law.idf.il ET WEB_SERVER Fake Googlebot UA 1 Inbound 4

195.154.184.122 147.237.77.74 France law.idf.il ET WEB_SERVER Fake Googlebot UA 1 Inbound 3

189.12.173.8 147.237.8.24 Brazil e.lifestyle.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

122.0.72.19 147.237.77.216 China dover.idf.il ET SCAN Potential SSH Scan 1

122.0.72.19 147.237.76.44 China e.refuah.idf.il ET SCAN Potential SSH Scan 1

64.137.171.55 147.237.77.74 Canada law.idf.il ET SCAN Potential SSH Scan 1

45.79.103.178 147.237.72.166 United States aka.idf.il WEB-MISC Chunked-Encoding transfer attempt 1

122.52.151.20 147.237.76.38 Philippines e.e.meitav.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

122.0.72.19 147.237.77.74 China law.idf.il ET SCAN Potential SSH Scan 1

122.0.72.19 147.237.72.14 China dover.idf.il(old)ET SCAN Potential SSH Scan 1

208.67.1.220 147.237.76.42 United States refuah.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

167.114.194.252 Canada 147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 22

167.114.194.252 Canada 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 22

167.114.194.252 Canada 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 20

167.114.194.252 Canada 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 20

167.114.194.252 Canada 147.237.76.31 nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 19

167.114.194.252 Canada 147.237.76.147 chinuch.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 18

167.114.194.252 Canada 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 18

167.114.194.252 Canada 147.237.76.30 himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 17

192.99.207.133 Canada 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 16

192.99.207.133 Canada 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 16

192.99.207.133 Canada 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 15

192.99.207.133 Canada 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 15

192.99.207.133 Canada 147.237.76.31 nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 15

192.99.207.133 Canada 147.237.76.30 himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

192.99.207.133 Canada 147.237.76.147 chinuch.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

192.99.207.133 Canada 147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 14

76.1.246.39 United States 147.237.77.233 atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.0.17 m.my-kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.77.170 maarachot.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.72.167 ishurim.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

192.99.207.133 Canada 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 10

76.1.246.39 United States 147.237.77.234 halag.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.76.86 navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.0.19 madim.atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.77.176 matpash.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.76.30 himush.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.77.235 sviva.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.76.147 chinuch.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.76.31 nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.72.156 aman.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.77.226 www.chamatz.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

76.1.246.39 United States 147.237.77.74 law.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 10

192.99.207.133 Canada 147.237.76.39 mobile.meitav.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 10

167.114.212.195 Canada 147.237.72.166 aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

167.114.212.195 Canada 147.237.76.42 refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

192.99.207.133 Canada 147.237.76.147 chinuch.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 9

167.114.212.195 Canada 147.237.77.170 maarachot.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

167.114.212.195 Canada 147.237.77.234 halag.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

167.114.212.195 Canada 147.237.0.19 madim.atal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

76.1.246.39 United States 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

76.1.246.39 United States 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

167.114.212.195 Canada 147.237.77.235 sviva.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

167.114.212.195 Canada 147.237.76.147 chinuch.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

167.114.212.195 Canada 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

76.1.246.39 United States 147.237.76.200 eitan.aka.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

167.114.212.195 Canada 147.237.77.216 dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9

167.114.212.195 Canada 147.237.76.31 nakchal.idf.il SYN Attack SYN -> SYN-ACK -> Timeout monitor 9
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Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

46.19.86.117 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 4

121.7.37.132 Singapore 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

66.249.69.93 Israel 147.237.77.74 law.idf.il
Unauthorized URL Access to
147.237.77.74/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

220.255.103.184 Singapore 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

66.249.88.143 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

157.55.2.171
United
States

147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

66.249.69.101 Israel 147.237.77.74 law.idf.il
Distributed Unauthorized URL Access on
147.237.77.74/templatecontrols/pictureinfo/pictureinfo.aspx

Block 1

220.255.182.164 Singapore 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

68.180.228.29
United
States

147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/qiyus/qeneral/default.a Block 1

157.55.39.253
United
States

147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/ Block 1

66.249.69.119 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/eitan/listpage/ Block 1

220.255.183.170 Singapore 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

75.68.96.197
United
States

147.237.77.216 dover.idf.il Parameter Type Violation SearchText in www.idf.il/1065-en/dover.aspx Block 1

66.249.64.134 Israel 147.237.0.17
m.my-kosher-kravi.i
df.il

Illegal Parameter Encoding rnd in
m.my-kosher-kravi.idf.il/ajax/createcaptchaimage.aspx

None 1

180.76.15.8 China 147.237.76.42 refuah.idf.il
Unauthorized URL Access to
147.237.76.42/994-8925-he/refuah.aspx

Block 1

66.249.76.75 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
147.237.72.166/tizmoret/gallery/showpicture.asp

Block 1

84.95.208.20 Israel 147.237.72.166 aka.idf.il PHP Attempt Block 1

66.249.69.83 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/edim/yoman/yoman.asp Block 1

192.243.55.135
United
States

147.237.77.74 law.idf.il
Unauthorized URL Access to
www.law.idf.il/163-5176-he/patzar.aspxborn-vagabond-where-have-
you-been-all-myl-of-these-hitdreamsarticle&r=2&tmpl=blog

Block 1

66.249.76.77 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/robots.txt Block 1
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