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M dover.idf.il
M halag.idf.il
M aka.idf.il
M navy.idf.il
M nadimatal .idf.il
M nat pash.idf.il
M tikshuv.idf.il
M nakchal .idf.il

i shurimaka.idf.i
M refuah.idf.il

Top Attackers

M 167. 114. 194. 252
167. 114. 212. 195

I 76. 1. 246. 39
5.22.134. 166

Il 195. 60. 235. 58

M 192. 186. 232. 234

I 37.76.221.73

M 46. 19. 85. 154
87.71.123. 101

M 45.79. 95. 64




09-06-2016-02:04:06 to 09-06-2016-03:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
124. 29. 245. 13 Paki st an 147.237.76. 198 e.yohalan.idf.il |L4 Source or Dest Port Zero drop 1




09-06-2016-02:04:06 to 09-06-2016-03:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount

162. 210. 196. 100 Wited Sates 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 2




09-06-2016-02:04:06 to 09-06-2016-03:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

45.79. 95. 64 147.237.0.34 |lhited Sates  |tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
163. 172. 169. 150|147. 237.0.15 |United Ki ngdom [kosher-kravi.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
118 91 37 121|147 237 0. 35 |Korea Repudlic | & o ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
94.102.48.195 [147.237. 77. 235 |Net her| ands svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.227.67.172 |147.237.72. 217 [Sweden eidf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 100. 26. 228 |147.237.72.217 |Lhited Sates eidf.il ET SCAN NVAP -sS w ndow 1024 1
195.88.154.2  |147.237.72.166 E;Z:::I”i o aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
110.93.127.20  |147. 237, 76. 197 |Fhi 1 ppi nes o i s, i df il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
97.105.173. 114 |[147.237.72.217|Wited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.48.195 |147.237. 77. 205 Net her | ands prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
208. 67. 1. 220 147.237.77. 170 |Wnited Sates maarachot.idf.il [ET SCAN Potential SSH Scan 1




09-06-2016-02:04:06 to 09-06-2016-03:04:06

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Signature
5.22.134.166  |Israel 147.237.77. 234 |ndl ag. i df .1 Bad TCP Invalid ACK nunber froni t or 39
sequence
195. 60. 235.58 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 27
167. 114. 194. 252|Canada 147.237.76.86 |navy.idf.il SYN At t ack in'T\'eoui SYN-ACK > moni t or 11
167. 114. 194. 252|Canada 147.237.76.42 |refuah.idf.il SYN At t ack 'Isin’;leou? SYN-ACK -> rroni t or 10
167. 114. 194. 252|Canada 147. 237. 77. 216 |dover. i df .| SYN At t ack in'T\'eoui SYN-ACK -> moni t or 10
37.76.221.73 (F;ajcis;iigjja” Territory, 147. 237. 77. 216 |dover. i df . i1 drop Frst packet isn't SWN drop 10
167. 114. 194. 252|canada 147.237.76.31 |nakchal .idf.i| SYN At t ack SN - > SN ACE > o t or 9
167. 114. 194. 252|Canada 147.237.76. 200 |ei tan. aka. i of .1 SYN At t ack %Yr';'eoui SYN-ACK -> noni t or 9
167. 114. 194. 252|canada 147.237.76.39 |mbile meitav.idf.il  |SYN Attack SN - > SN ACE > o t or 8
167. 114. 194. 252|Canada 147.237.76.30 |himush.idf.il SYN At t ack %Yr';'eoui SYN-ACK -> noni t or 8
46. 19. 85. 154 I srael 147.237.77. 216 |dover.idf.il Bad TCP Invalid ACK nunber noni t or 8
sequence

167. 114. 194. 252|Canada 147. 237. 76. 147 |chi nuch. aka. i df .| SYN At t ack %Yr';'eoui SYN-ACK -> noni t or 8
167. 114. 194. 252|Canada 147.237.77. 226 | chamat z. aka. i df .1 |SYN At t ack in'T\'eoui SYN-ACK -> moni t or 7
167. 114. 194. 252|Canada 147.237.77.74 |lawidf.il SYN At t ack 'Isin’;leou? SYN-ACK -> moni t or 7
167. 114. 194. 252|canada 147. 237. 72. 166 |aka. i df .i SYN At t ack SN - > SN ACGE > o t or 7
167. 114. 194. 252|Canada 147.237.77. 233 |atal i df i1 SYN At t ack 'Isin’;leou? SYN-ACK -> moni t or 7
167. 114. 194. 252|Canada 147. 237. 77. 170 |n@ar achot . i df . i | SYN At t ack in'T\'eoui SYN-ACK -> moni t or 7
167. 114. 194. 252|Canada 147.237.0.19 |nadimatal.idf.il SYN At t ack 'Isin’;le(;uT SYN-ACK -> noni t or 7
167. 114. 194. 252|canada 147.237.0.34  |tikshuv.idf.i| SYN At t ack SN o> SN ACE > o t or 7
76. 1. 246. 39 Wited Sates 147. 237. 72. 167 |i shuri maka. i df .| SYN At t ack %Yr';'eoui SYN-ACK -> moni t or 6
167. 114. 212. 195|canada 147.237. 72. 166 |aka. i df .i SYN At t ack SN o> SN ACE > o t or 6
76. 1. 246. 39 lited Sates 147.237.77. 234 |hal ag.i of . SYN At t ack %Yr';'eoui SYN-ACK -> moni t or 6
76.1.246.39  |United Qates 147.237.76.86 |navy.idf.il SYN A t ack SN - > SN ACGE > o t or 6
167. 114. 212. 195|Canada 147.237.0.17 | kosher-kravi. Tdf-1 loyN At t ack %Yr';'eoui SYN-ACK -> moni t or 6
167. 114. 212. 195|Canada 147. 237. 77. 170 |n@ar achot . i df . i | SYN At t ack in'T\'eoui SYN-ACK -> moni t or 6
76. 1. 246. 39 lited Sates 147.237.76.30 |himush.idf.il SYN At t ack %Yr';'eoui SYN-ACK -> moni t or 6
167. 114. 212. 195|canada 147. 237, 72. 167 |i shuri maka. i o . i1 SYN At t ack SN - > SN ACGE > o t or 6
167. 114. 212. 195|Canada 147.237.77. 234 |hal ag. i df .1 SYN At t ack 'Isin’;leou? SYN-ACK -> rroni t or 6
76.1.246.39  |United Sates 147. 237. 76. 147 |chi nuch. aka. i df . i1 SYN At t ack SN - > SN ACGE > o t or 6
167. 114. 194. 252|Canada 147.237.0.17 | kosher-kravi. Tdf-1 loyN At t ack %Yr';'eoui SYN-ACK -> noni t or 6
76.1.246.39  |United Sates 147.237.0.34  |tikshuv.idf.i| SYN At t ack SN - > SN ACGE > o t or 6
167. 114. 212. 195|Canada 147.237.0.19 |nadimatal .idf.il SYN At t ack iY:eou? SYN-ACK -> moni t or 6
76.1.246.39  |United Sates 147. 237, 77. 216 |dover . i df .i SYN At t ack SN - > SN ACE > o t or 6
167. 114. 212. 195|Canada 147. 237.77. 176 |nat pash. i df . | SYN At t ack 'Isin’;leou? SYN-ACK -> rroni t or 6
167. 114. 212. 195|canada 147.237.76.30 |hi msh.idf il SYN At t ack SN - > SN ACE > o t or 6
167. 114. 212. 195|Canada 147.237.77. 235 |sviva i df il SYN At t ack 'Isin’;leou? SYN-ACK -> rroni t or 6
76.1.246.39  |United Sates 147.237. 76. 200 |ei tan. aka.i o . i | SYN At t ack SN - > SN ACE > o t or 6
167. 114. 212. 195|Canada 147. 237. 76. 147 |chi nuch. aka. i df .| SYN At t ack %Yr';'eoui SYN-ACK -> noni t or 6
76.1.246.39  |United Sates 147. 237, 72. 156 |anan. i df .i SYN At t ack SN - > SN ACE > o t or 6
167. 114. 212. 195|Canada 147.237.0.34  |tikshuv.idf.il SYN At t ack %Yr';'eoui SYN-ACK -> noni t or 6
167. 114. 212. 195|Canada 147. 237. 77. 216 |dover. i df .| SYN At t ack in'T\'eoui SYN-ACK -> moni t or 6
76. 1. 246. 39 lited Sates 147.237.76.39 |nobil e nei tav. i df.il SYN At t ack %Yr';'eoui SYN-ACK -> noni t or 6
167. 114. 212. 195|canada 147.237.76.31 |nakchal .idf.i| SYN At t ack SN - > SN ACGE > o t or 6
76.1.246.39  |United Sates 147.237.0.15  |kosher-kravi .idf.il SYN At t ack STN > SYNACC > froni t or 6
167. 114. 194. 252|Canada 147.237.77. 235 |sviva i df il SYN At t ack in'T\'eoui SYN-ACK -> moni t or 6
76. 1. 246. 39 lited Sates 147.237.77.74 [lawidf.il SYN At t ack %Yr';'eoui SYN-ACK -> noni t or 6
76.1.246.39  |United Sates 147.237. 72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> o t or 6

Ti meout




Attacker Address

09-06-2016-02:04:06 to 09-06-2016-03:04:06

Attacker Qountry

Target Address

dte

Signature

SYN -> SYN-ACK ->

167. 114. 212. 195|Canada 147.237. 72. 156 |anan. i df .i | SYN At t ack Ti meout noni t or
76.1.246.39 Lhited Sates 147.237.77. 233 |atal .idf.il SYN At t ack %Yr'r\'e(;uj SYN-ACK -> noni t or
167. 114. 212. 195|Canada 147.237. 77. 226 |ww chamat z. aka. i df .i 1 |SYN At t ack SYN -> SYN-ACK -> noni t or

Ti meout




09-06-2016-02:04:06 to 09-06-2016-03:04:06

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
87.71.123.101 |lsrael 147.237.0.19 |nadimatal .idf.i||Suspicious Response Code B ock
157.55.39. 115 |lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock
87.71.123.101 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
. . Unaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
5.29.142. 71 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. ht m B ock 1
197. 210. 226. 253|N geria 147.237.77.216|dover.i df . i | Ostributed Whaut hori zed URL Access on waw idf.il/error.htm  |B ock 1
45.79.95. 64 Lhited Sates 147.237.0.34 |ti kshuv.idf.il Mil tiple Malformed URL from 45.79. 95. 64 B ock 1
157.55.39. 148 |Uited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/newsite/ hebrew nai n. asp |Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . il 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf o um asp B ock 1
Pal estinian Territory, . . Unaut hori zed URL Access to
37.76.221.73 Qccupi ed 147.287.77. 176 |nat pash. idf.il wane cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ promot i oncube/ Bl ock !
45.79. 95. 64 Lhited Sates 147.237.0.34 |tikshuv.idf.il Mil tipl e Unknown HTTP Request Method from 45. 79. 95. 64 B ock
197.210.16.134 [Ngeria 147.237.77.216|dover. i df . i | O stributed Lhauthori zed URL Access on www i df.il/error. htm Bl ock
] . . Par anet er Type M ol ati on PageNumin
68.180.228. 231 |lhited Sates 147.237.77.176 |nat pash. idf . il [ © cogat .i df . i |/ 901- he/ cogat . aspx Bl ock 1
45.79. 95. 64 Lhited Sates 147.237.0.34 |tikshuv.idf.il Ml formed HTTP Header Line 4 Bl ock 1
109. 64. 120. 156 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
45.79. 95. 64 Lhited Sates 147.237.0.34 |tikshuv.idf.il Unknown HTTP Request Method 1 in URL B ock 1
197.210.226.90 |Ngeria 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
. . Unaut hori zed Met hod PCST for
77.138.154.87 |France 147.237.72. 166 |aka. i df . i | vown aka. i df i 1/ mai n/ i yus/ at udal ane. asp B ock 1
45.79. 95. 64 Lhited Sates 147.237.0.34 |tikshuv.idf.il Mal f or med LRL B ock 1
. . Unaut hori zed Met hod HEAD for
148. 251. 2. 180 Cer many 147.237.72. 166 |aka. i df . i | wiw aka, i df i 1/ il ui it enpl at es/ i nner . asp B ock 1
. . D stributed Lhaut hori zed URL Access on
66.249.69. 119 |l srael 147.237.72. 166 |aka. i df . il 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
. . Unaut hori zed URL Access to
5.22.134. 166 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar e/ bul | et 1. gi f Bl ock 1
197. 210. 226. 147|N geria 147.237.77. 216 |dover.i df .i | Ostributed Wnhaut hori zed URL Access on waw idf.il/error.htm  |B ock 1
85. 65. 60. 23 I srael 147.237. 72. 156 |anan. i df . i | Wnauthori zed URL Access to B ock 1
ww anan. i df . il /https:/ww anan.idf.il/
45.79. 95. 64 Lhited Sates 147.237.0.34 |tikshuv.idf.il Mil tiple Milfornmed HITP Header Line from 45, 79. 95, 64 B ock 1
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