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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action |Count |
41.67.127. 123 Egypt 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- Ur | dest - r eset 4
218. 93. 206. 21 Chi na 147.237.76. 44 e.refuah.idf.il |JLM Under Attack Con Tcp dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site ‘Sgnaiure Devi ce Action |Count|
41.67.127.123  |Egypt 147.237.77.216 |dover.idf.i|10767: HITP. Acunetix Security Scanner B ock 1
41.67.127.123  |Egypt 147.237.77.216 |dover.idf.i[13465: HITP. Apache Roller Q3L Cormand | njection Vul nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
L ET DC5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos
80. 246. 133. 197 |147.237.77. 233 |l srael atal.idf.il 3
attack
176.248.219.53 |147.237.77. 216 LK?';gegom dover. i df .il Xenu Link Seuth Wser Agent 2
46.120.122. 219 |147.237.77. 170 |l srael maarachot.idf.il [Xenu Link S euth User Agent 2
52.74.147.121 |147.237. 77. 235 |9 ngapore svivaidf.il ET SCAN NVAP -f -sS 1
193. 201. 225. 138|147. 237. 77. 205 |Wkr ai ne prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
23.91.75. 231 147.237.77.235|Lhited Sates |[svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
163.172.67.13 |147.237.77.212 LKJ?';:gom e dover.idf.il ET SCAN Potential SSH Scan 1
163.172.67.13 |147.237.76. 198 E?Ir:;gom eyohalan.idf.il |ET SCAN Potential SSH Scan 1
163.172.67.13 |147.237.8.46 LKJ?';:gom e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
116. 12. 175. 233 |147.237.0.19 |S ngapore nadimatal.idf.il [ET SCAN NVAP -sS w ndow 4096 1
116. 12. 175. 233 |147.237.0.19 |S ngapore nadimatal.idf.il [ET SCAN NVAP -f -sS 1
52.74.147.121 |147.237.77. 2353 ngapore svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
208. 67. 1. 220 147.237.76. 197 |Lnited Sates e himush.idf.il [ET SCAN Potential SSH Scan 1
. . . |ET SCAN Behavi oral ULhusual 'y fast inbound Tel net Gonnecti ons,
191. 114. 202. 105|147.237.8.28 |Giile e. nobi | e-ks.idf.il . 1
Potential Scan or Brute Force
163. 172. 169. 150(147. 237. 77. 212 E?';;gom edover.idf.il |ET SCAN Potential SSH Scan 1
163.172.67.13  |147.237.77.61 E;Ir:;cci]om eccogat.idf.il |ET SCAN Potential SSH Scan 1
163.172.67.13 |147.237.72.14 E?';;gom dover.idf.il(old) |ET SCAN Potential SSH Scan 1
163.172.67.13  |147.237.8.24 E;Ir:;cci]om elifestyleidf.il|ET SCAN Potential SSH Scan 1
116. 12. 175. 233 |147.237.0.19 |9 ngapore nadimatal .idf.il [ET SCAN NVAP -sS w ndow 2048 1
208. 100. 26. 228 [147.237.72.156|thited Sates |aman.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry |Target Address [Ste Signature Acti on ‘Count
76. 1. 246. 39 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [nonitor 10
76. 1. 246. 39 Lhited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 10
Vé¢b Server Enforcenent HITP Deni
207.241. 229. 70 |Uhited Sates 147. 237. 77. 216 |dover . i of . i | , Veb Servers S ow Cenial et 10
Vi ol ation of Service
76.1.246. 39 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 9
76. 1. 246. 39 Lhited Sates 147.237. 76. 200 |ei tan. aka. i of .i | SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 9
76. 1. 246. 39 Lhited Sates 147.237.76.39 |nobile. neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 9
76.1.246. 39 Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 9
76.1.246.39 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [monitor |9
76. 1. 246. 39 Lhited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 8
46.19. 85. 31 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
Pal esti ni an e -
37.76.221.73 Territory, Ceeupi ed 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
76. 1. 246. 39 Lhited Sates 147.237.77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [nonitor 7
. . SYNtACK retransnit with .
46.19.86.104 |Israel 147.237.77. 176 |matpash. i df .i | Bad TCP sequence di fferent vi ndow scal @ noni t or 7
76. 1. 246. 39 Lhited Sates 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor 7
76.1.246.39  |lhited States 147. 237. 77. 226 :A:"W chanat z. aka. i df - |y At t ack SYN -> SYN-ACK -> Tineout |monitor |7
76. 1. 246. 39 Lhited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 7
76. 1. 246. 39 Lhited Sates 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor 7
76. 1. 246. 39 Lhited Sates 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 7
46.19.86.104 |israel 147. 237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |alert 7
76.1.246.39  |Uhited Sates 147.237.0. 17 ]["I"IY kosher-kravi-1d fovn At t ack SYN -> SYN-ACK -> Tineout |monitor |7
76. 1. 246. 39 Lhited Sates 147.237. 77. 170 |maar achot . i of .i | SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 7
76.1.246.39 Lhited Sates 147.237.77.234 |hal ag.idf .il SYN At tack SYN -> SYN-ACK -> Tineout [monitor |7
46.19.86.104 |Israel 147.237.77. 176 |matpash.i df .i| SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 7
76. 1. 246. 39 Lhited Sates 147.237.0.19 |madimatal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 7
46. 19. 85. 31 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
46.19.86.9 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
76. 1. 246. 39 Lhited Sates 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 6
76. 1. 246. 39 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 6
76.1.246. 39 Lhited Sates 147. 237. 72. 167 |i shurimaka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout [nonitor 6
76.1.246. 39 Lhited Sates 147.237.77. 176 |mat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [monitor |5
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i of .| Bad TCP sequence S retransmt with different oo vor |5
w ndow scal e
46. 19. 86.104 [l srael 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SYN drop 5
138. 246. 253. 19 |Ger many 147. 237.76. 202 |e. hal ag. i df . i | Geo-l ocation enforcement | 0! ocation inbound drop 4
enf or cenent
. . SYNretransmt wth different .
46.120. 246.91 |l srael 147.237.72. 156 |anan.i df . il Bad TCP sequence vi ndow scal e noni t or 4
149. 56. 221. 158 |Lhited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |4
212. 143. 142. 56 |l srael 147. 237. 77. 216 |dover. i df . i drop Frst packet isn't SN drop 4
149. 56. 221. 158 |Lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 4
149. 56. 221. 158 |Lhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 4
5.22.134. 239 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 4
85. 65. 23. 44 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni tor |3
46.19.85.146 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST moni t or 3
68.174.122. 103 |Wiited Sates 147.237.77. 233 |atal i df . Bad TCP sequence SNretransmt wth different oo |3
w ndow scal e
Stream ng Engi ne: TCP i i ssi
46.19.86.137 |Israel 147.237.77. 243 |nobi | e. i of .| mng Engine. Invalid segnent retransmssion. fq ., 3
Inval i d Retransm ssion Packet dropped.
S ream ng Engi ne: TCP i i ssi
2.53.15. 10 I'srael 147.237.77. 243 |nobi l e i df .1 mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
46.120. 246.91 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence SNretransmt wth different o0 |3
w ndow scal e
149. 56. 221. 158 |Lhited Sates 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor
149. 56. 221. 158 |Lhited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor
S ream ng Engi ne: TCP i i Ssi
46.19.86.212 |israel 147.237.77. 243 |nubi le.i o . i1 mng tngine: ! Inval i d segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
Pal esti ni an . . -
37.76.221.73 Territory, Geeupi ed 147.237.77.176 [nat pash. i df . i1 dr op First packet isn't SYN drop 3
149. 56. 221. 158 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 3
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce

‘Count

Country Action
171. 234. 181. 240 |V et nam 147.237.77. 176 [mat pash. i off .| [F2r2m=ter Type Malation Sortfr in Bl ock 3
wan cogat . i df . i | / 1038- en/ cogat . aspx
109. 64. 81. 190 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
207. 46. 13. 57 Lhited Sates |[147.237.72.166|aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock
79.178.88.72 I srael 147.237.77. 170 |mmar achot . i df . i | [Mil ti pl e Whaut hori zed UR. Access from 79. 178. 88. 72 B ock
. . Unaut hori zed URL Access to
66. 249. 69. 83 I srael 147.237.72. 166 [aka. i df . i | 147, 237.72. 1661 e tan/ prat i i pi rt eychayal / Bl ock 1
157.55.39. 115 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66.249.76.115 |l srael 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 14594- he/ dover . aspx Bl ock 1
41.67.127.123  |Egypt 147.237.77. 216 |dover . i df .i | Mal formed URL wwiv acunet i x. ws: 443 Bl ock 1
79.178.88.72 I srael 147.237.77. 170 |n@ar achot . i df . i | [Whaut hori zed URL Access to maarachot.idf.il/pdf/files/3/ B ock 1
. . Unaut hori zed URL Access to
66.249.69.101 |[Israel 147.237.77.74 |lawidf.il 147.237. 7. 74/ si p storagel f11 es/ 0/ 880. pf B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.229.39 [lhited States |147.237.76.31 |nakchal .idf.il [ =" - 117 hel nakhal _ aspx B ock 1
41.67.127.123  |Egypt 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to wwidf.il/consol e/ j_security_check B ock 1
. . Uhaut hori zed URL Access to
66.249. 69. 119 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ show or um asp B ock 1
176. 248. 219. 53 z‘;;gom 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/newsitelenglish/ Bl ock 1
77.138.154.87  |France 147.237.72. 166 |aka. i df . i | thaut hori zed Method POST f or B ock 1
wwn aka. i df . i | / mai n/ gi yus/ at udal ane. aspx
46. 19. 86. 137 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
119.129.52.86 [China 147.237.77.176 [mat pash. i df .il  |Miltiple Unauthorized UR. Access from 119.129.52. 86 Bl ock 1
66.249. 76. 75 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 76. 75 Bl ock 1
185.77.91.109 |Turkey 147.237.0.19 |nadi matal .idf.i|Unauthorized URL Access to 147.237.0. 19/ i ndex. php B ock 1
. . Unaut hori zed Met hod HEAD for
78. 46. 42. 235 Ger many 147.237.72. 166 [aka. i df . i | vwv aka. i o i |/ brot her s/ ski ra/ def aul t . asp B ock 1
; . Unaut hori zed URL Access to
66. 249. 66. 239 | sr ael 147.237.77. 176 |nat pash. idf.il vwwu cogat . i df . i | /usef ul i nf or mat i on/ pages/ report s. aspx Bl ock !
119.129.52.86 [China 147.237.77. 176 [mat pash. i of . il  |PHP Attenpt Bl ock
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ yohal an/ mai n/ mai n. asp  |B ock
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