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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
95. 86. 69. 203 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 3
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack f orward 2
89. 248. 168. 21 Net her | ands 147. 237. 76. 42 refuah.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Oount
216. 68. 91. 180 Lhited Sates 147.237.77. 233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il |Cl000074: HITP. najestic bot Per nit 4
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
46.120. 122. 219 147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 14
216. 68. 91. 180 147.237.77. 233 Lhited Sates aal .idf.il QA Injection - Select From 8
41.128. 185. 15 147. 237.72. 156 Egypt anan. i df . il ET SCAN Potential SSH Scan 1
193. 201. 225. 138 147.237.77. 243 kr ai ne nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.128.185. 15 147.237.0. 19 Egypt madi matal .idf.il ET SCAN Potential SSH Scan 1
178. 20. 188. 164 147. 237.72. 167 Jor dan i shuri maka. i df.il ET SCAN NMAP -sS wi ndow 2048 1
109. 65. 117. 123 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
94.102. 48. 195 147.237.77. 226 Net her | ands wan charat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
64.137.171.55 147. 237.76. 38 Canada eeneitav.idf.il ET SCAN Potential SSH Scan 1
41.128.185. 15 147. 237. 76. 39 Egypt nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147.237.77. 226 Lhited Sates wan charat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
41.128.185. 15 147. 237. 76. 34 Egypt yohal an. i df . il ET SCAN Potential SSH Scan 1
208. 73. 143. 36 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.128.185. 15 147.237.0. 34 Egypt tikshuv.idf.il ET SCAN Potential SSH Scan 1
178. 20. 188. 164 147. 237.72. 167 Jor dan i shuri maka. i df.il ET SCAN NMAP -sS wi ndow 4096 1
178. 20. 188. 164 147. 237. 72. 167 Jor dan i shuri maka. i df.il ET SCAN NVAP -f -sS 1
103. 207. 37. 82 147. 237.76. 38 M et nam eeneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 203. 197 147. 237.77. 234 Net her | ands hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
64.137.171.55 147. 237. 8. 45 Canada eeitanidf.il ET SCAN Potential SSH Scan 1
41.128.185. 15 147. 237. 76. 199 Egypt e. nakchal .idf.il ET SCAN Potential SSH Scan 1
41.128.185. 15 147. 237.76. 38 Egypt eenmeitav.idf.il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
207.241.229.70 |Wited Sates |147.237.77. 216 |dover.idf. il Veb Sgr ver Enf or cement Véb Servers Sow HITP Denial of | oy 38
Miolation Servi ce
67.236.160.86 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
107. 167. 108. 103|Lhited Sates 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 23
69. 251. 153. 35 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 21
80.179.196.69 |[lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber monitor |12
80. 179. 196. 69 | srael 147.237.76.31 |[nakchal .idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 9
176. 13. 229. 51 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 8
176.13.229.51 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |8
24.238.70. 81 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
192. 99. 207. 133 |Canada 17.237.0.17 [V kosher-kravi. id 1o\ At tack SYN -> SYN-ACK -> Ti meout monitor |7
192. 99. 207. 133 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
109. 253. 245. 121 |l srael 147.237. 72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or
192.99.207. 133 |Canada 147. 237.77. 226 i“:"WCha"mZ' aka.tdf- |oyN At ack SYN -> SYN-ACK -> Ti meout monitor |7
192. 99. 207. 133 |Canada 147.237.76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
192. 99. 207. 133 [Canada 147.237.77. 74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
2.53. 36. 156 I'srael 147.237.77. 243 |robi L e. i f . | Streamng Engi ne: TCP Invalid segnent retransmssion. drop 6
Inval i d Retransnission Packet dr opped.
79.179. 11. 69 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
192. 99. 207. 133 |Canada 147.237.76.31 [nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
79.179.11.69  |[israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁfﬁg Lansm't wthdifferent | oitor |6
192. 99. 207. 133 |Canada 147.237.77.233|ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
192. 99. 207. 133 |Canada 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
192. 99. 207. 133 |Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
192. 99. 207. 133 |Canada 147.237.0.34 tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167. 114. 212. 195|Canada 147.237.77. 226 [\ chanatz. aka. Tdf- | qyN At t ack SYN -> SYN-ACK -> Ti meout monitor |5
192. 99. 207. 133 |Canada 147. 237. 72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
167. 114. 212. 195|Canada 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 86. 49 | srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 5
84.110.185.23 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |5
192. 99. 207. 133 |Canada 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167. 114. 212. 195|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
77.139.154. 121 [France 147.237.72. 166 |aka.i df .i Bad TCP sequence Saae el reanS"ht wthdifferent | oonitor |5
84.110. 185. 23 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
167. 114. 212. 195|Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
192. 99. 207. 133 |Canada 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
192. 99. 207. 133 |Canada 147.237.77. 176 [nat pash.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
192. 99. 207. 133 |Canada 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
138. 246. 253. 19 |Ger nany 147. 237. 76. 198 |e. yohal an.i df .i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |[dr op 4
84.95.255. 154 | srael 147. 237. 77. 170 |naar achot . i df .| HTTP Format S zes rr::ler:jr"n arfidmi d' f’;?]tgr: fxceede‘j monitor |4
192. 99. 207. 133 |Canada 147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
167. 114. 212. 195|Canada 147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
195. 239. 16. 40 :ZZ::FI on 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 4
84.110.185.23 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
167. 114. 212. 195|Canada 147.237.77.233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
195. 239. 16. 53 gcsj:;:ﬂ on 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
141. 0. 14. 150 Eur ope 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
167.114. 212. 195|Canada 147.237. 77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
167. 114. 212. 195|Canada 147.237. 72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
192. 99. 207. 133 |Canada 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.36.156 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 69
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 46. 120. 122. 219 B ock 7
109. 253. 157. 72 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 3
109. 253. 197. 149l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . i | Mul ti pl e Unaut hori zed LRL Access from 66. 249. 76. 83 B ock 2
79.176.129.181 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. . Lhaut hori zed URL Access to
66.249.76. 115  |Israel 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1153- 22717~ he/ dover . aspx Bl ock 1
. . D stributed Unhaut hori zed LRL Access on
46.19. 86. 136 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, stor age/ fi | es/ 8/ 1668. doc Bl ock 1
176.13.232. 130 |Israel 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/bul l et 1. gi f  |B ock 1
79.183.13.52 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . i |/ dover/sitel nai npage. asp B ock
. . . Unaut hori zed URL Access to
66.249.69. 122 | st ael 147.237.0.34  [tikshuv.idf.il v ti kshuv. i df . i |/ nodul es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
66.249.76.116 |lsrael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
185.77.91. 109  |Turkey 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to 147.237.77. 216/ i ndex. php B ock 1
87.71. 69. 246 I srael 147.237.77. 216 |dover . i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 76. 75 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ edi i f und/ f unddesc. asp  |B ock 1
2.53. 36. 156 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
157. 55. 39. 62 Lhited Sates |147.237.76.86 [navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ 994- 8847- he/ navy. aspx B ock 1
. ] Unaut hori zed URL Access to
66.249.79.139 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 9/ 3259, | pg B ock 1
65. 55. 210. 88 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock
207. 46. 13. 70 Lhited Sates |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to 147.237. 76. 86/ 994- 8992- he/ navy. aspx B ock 1
. . D stributed Whaut hori zed Method for Known URL on
89.237.69.232 |Fance 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hore/ def aul t . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
5. 29. 204. 177 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1448- he/ at al . aspx B ock 1
157. 55. 39. 72 Lhited Sates |147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to 147.237. 76. 86/ 994- 9020- he/ navy. aspx B ock
66.249.83.221 |lsrael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock
. . . Unaut hori zed URL Access to
66.249.69.14  |Israel 147.237.77.243|nobi | e. i df . i | nobi | e, i . i 1/ vel | - knowy appl e- app- si t e- associ at i on Bl ock 1
207.46.13.173 |lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ 994- 9004- he/ navy. aspx B ock 1
; ; Unaut hori zed URL Access to
109. 65. 94. 182 |l srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31 si p, st or age/ fi | es/ 8/ 1668. doc B ock 1
. . Unaut hori zed URL Access to
81.13.110.99  fIreland 147.237.77.233atal . i df . il 147.237. 77. 233/ si p_storage/ i | es/ 9/ si 2e220x0/ 2019. | pg Bl ock !
157. 55. 39. 99 Lited Sates |147.237.76.86 [navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ 994- 9014- he/ navy. aspx B ock 1
. . D stributed Unhaut hori zed LRL Access on
66.249.69.119 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
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