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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
209, 126. 136. 2

|Target Address | site |Signature  |Device Action |Count |
Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
217.23.9.123 Net her | ands 147.237.76. 201 e.atal.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount |
188. 165. 250. 173 |France 147.237.72.166 |aka.idf.il |6134 HITP. SQ Injection Variabl e Decl aration Bvasion Bl ock 18

188. 165. 250. 173 |France 147.237.72.166 |aka.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
5.196. 22. 55 France 147.237.72.166 |aka.idf.il |5670: HTTP. SQ Injection (SALECT) B ock 6
91.109. 242. 34 United Kingdom |147.237.72.166 |aka.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6

85. 65. 245. 178 I srael 147.237.72.156 |aman.idf.il |13840: TLS QpenSSL Heartbeat Packet Bl ock 1

91. 219. 237. 244 Hungary 147.237.77.216  |dover.idf.i| |24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

188. 165. 250. 173(147. 237. 72. 166 |France aka.idf.il S Injection - Select From 26
91.109.242.34 |147.237.72. 166 |Uni ted Ki ngdom|aka.idf.il SQ Injection - Select From 14
5.196. 22. 55 147. 237. 72. 166 |France akaidf.il S Injection - Select From 8
45.79.71. 122 147.237.72. 167 [United Sates  |ishurimaka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
46.120.122. 219 |(147.237.77. 170l srael naar achot . i df .i | Xenu Link Seuth Wser Agent 2
109, 253. 159, 41 |147. 237, 76. 42 |1 srael cefuahidh il ET DO Large anount of TQP Zer oWndow - Possible Nkiller2 1
DDos attack
103. 207.36. 31 |147. 237. 72. 166 |M et nam aka idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144.66  |147.237.77. 226 |Chi na ww chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
201.38.68.132 |147.237.77. 227 |Brazil e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
195.88.154.2  |147.237.77.170 ?;Z:;:I”ion near achot . i df .1 ET SCAN NVAP -sS wi ndow 1024 1
23.91.75.231 147.237.77.179|Wited Sates |e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 72. 167 |Net her | ands i shuri maka. i df.il ET SCAN NMAP -sS wi ndow 1024 1
163.172.238. 45 [147.237.8.27 |United Ki ngdom|e. nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 76. 86 |[United Ki ngdom|navy.idf.il ET SCAN Potential SSH Scan 1
104. 197. 206. 193|147.237.8.27 |lhited Sates  |e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
94.102.48.195 |147.237.0.35 |Netherlands akavs. i df .il ET SCAN NVAP -sS wi ndow 1024 1
66. 102. 9. 130 147.237.76.42 |Wnited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 1
195. 88. 208. 193 [147. 237. 76. 42 gj::;”ion refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
23.91.75. 231 147.237.77. 227 |Wited Sates  |e hanaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 255. 143. 186(147. 237.0.34  |Col onbi a tikshuv.idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
23.91.75.231 147.237.0.33 |lhited Sates  |idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 32, 179. 220 |147.237. 72. 156 |I srael anan. i df i ET SCAN NVAP -sA (2) 1
163. 172. 169. 150|147. 237. 76. 202 |Uhi t ed Ki ngdom|e. hal ag.i df.i| ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |Target Address |Ste Signature Acti on ‘Count
69.251.153.35 |lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |monitor  [959
67.236.160.86 |lLited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |770
Pal esti ni an S -
37.75.210.193 Territory, CGeeup ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 53
Vb Server Enforcenent HITP Deni
207.241.229.70 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 . Véb Servers Sow HITP Denial | oo 1o
Mol ati on of Service
167. 114. 212. 195|canada 147.237. 77. 226 ;’f’“"‘cr‘amz' aka 1df- | oyN At t ack SYN -> SYN-ACK -> Timeout |monitor |21
167. 114. 212. 195|Canada 147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> Timeout [nonitor |21
167. 114. 212. 195|Canada 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 21
167. 114. 212. 195|Canada 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 20
167. 114. 212. 195|Canada 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor |20
167. 114. 212. 195|Canada 147. 237. 77. 170 |maar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 20
167. 114. 212. 195|Canada 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 20
167. 114. 212. 195|Canada 147.237.0.19 |madi matal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor |20
167.114. 212. 195|Canada 147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 20
167. 114. 212. 195|Canada 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 20
167. 114. 212. 195|Canada 147.237.77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Tineout |monitor |20
167. 114. 212. 195|Canada 147.237.76. 200 |eitan. aka. i df . il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 19
167. 114. 212. 195|Canada 147.237.76.39 |nobile. neitav.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 19
167. 114. 212. 195|Canada 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor |19
167. 114. 212. 195|Canada 147.237.0. 17 ;“I"Iy kosher-kravi. 1d [N At t ack SYN -> SYN-ACK -> Tineout |nonitor |19
167. 114. 212. 195|Canada 147.237.72. 167 |i shurimaka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |19
167. 114. 212. 195|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor 19
167. 114. 212. 195|Canada 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor |18
167.114. 212. 195|Canada 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 18
167. 114. 212. 195|Canada 147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor 17
167. 114. 212. 195|Canada 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [monitor |17
167.114. 212. 195|Canada 147.237.77. 176 |matpash. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |16
69.242.252.32 |United Qates 147.237.76.86 |navy.idf il Bad TCP sequence i’;l:eert]c'sns”“ wehdfferent | onitor |15
69.242.252.32 |lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |15
88.152.152.57 |Ger many 147. 237. 77. 216 |dover. i df .i | drop Frst packet isn't SN drop 14
69.242.252.32 |Wnited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence SZ’;J:;;:”S”“ wth different ot 14
69.242.252.32 |Wited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 12
212.205. 110. 66 |G eece 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |12
46. 19. 85. 215 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber nonitor |11
5.22.134. 166 I srael 147.237.77.234 |halag.idf .il Bad TCP sequence Invalid ACK nunber monitor |10
46.19. 85. 125 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST mnitor |9
69.242.252.32 |lnited Sates 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [alert 8
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
77.235.137.58 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.53.134.84 I srael 147. 237. 72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST mnitor |7
37.239.0.29 Iraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
73.148.127.44 |Uited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [alert 6
73.148.127.249 |lnited Sates 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor |6
66. 102. 9. 145 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
S ream ng Engi ne: TCP i i ssi
109. 253. 197. 149|1 srael 147. 237.77. 243 |nobile. i f . | mng tngihe. 7 Invalid segnent retransmssion. |, . 6
Inval i d Retransmssion Packet dropped.
212.205.110. 66 |G eece 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert
73.148.127.44 |lnited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
S ream ng BEngi ne: TCP i i ssi
79.178.53.40  |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | mng Engine: 1 Invalid segnent retransmssion. |, . 6
Inval i d Retransm ssi on Packet dropped.

. . SYNtAXK retransnmit with .
37.26.149.166 |[lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence different vindow scal 6 mnitor |6
212. 205. 110. 66 |G eece 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 6
212.205.110. 66 |Q eece 147.237.72. 166 |aka.i df i Bad TCP sequence SYNFACK retransmt with moni tor |6

different w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 243. 168l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 118
109. 67.39.229 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 114
79.180.97. 11 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 33
2.53.186. 184 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 29
37.26.149.143 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 29
37.26.147.138 [Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 15
217. 153. 185. 109|Pol and 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 7
213. 8. 204. 20 I srael 147.237.77. 216 |dover.idf . il Ostributed Lhauthori zed URL Access on wawidf.il/error.htm Bl ock 6
185.120.124. 4  |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 6
37.26.149.134 |Israel 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
2.55. 49. 201 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
77.138.250. 178 |France 147.237.72. 166 |aka. i df . i | m;:(g’it:fd_ iﬁ*}a:;ihn(;rrjoii‘; d'\efgﬂf?_;ggxmom R on Bl ock 3
185.32.179.19 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
157.55.39. 115 |uhited Sates |147.237.77.216|dover.idf.il O stributed Wnaut horized URL Access on waw i df.il/error. htm Bl ock 3
109. 253. 138. 139|| sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
80. 230.227.58 |[lIsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
109. 253. 139. 174]I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df . il Ml tiple Unauthorized URL Access from 66.249. 76. 83 Bl ock 2
174.223.5. 82 Lhited Sates [147.237.72.166aka.idf.il Lhaut hori zed Method PCST for wwy aka. i df . il/mai n/ sachar/ f ag. aspx Bl ock 2
31. 154. 81. 34 I srael 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to ww i df.il/navy/ Bl ock 2
80. 230. 226.38 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
80. 230. 226. 122 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 1
46.117.170.66 |Israel 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code Bl ock 1
164. 138.113. 87 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css Bl ock 1
87.71.69. 246 | srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
80.230.226.22 |[Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 1
77.138.56.243 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ favi con. i co B ock 1
66. 249. 69. 97 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 956- he/ pat zar . aspx B ock 1
185. 3. 147. 238  |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip_storagel/files/ 2/ Bl ock 1
80. 230. 226. 165 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 1
80. 230. 226.66 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 1
45.79.71.122 Uhited Sates |147.237.72.167]i shuri maka. i df. ijMitiple Ml forned HITP Header Line from 45, 79.71. 122 Bl ock 1
79.181. 155. 155 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
24.185.34.175 [lhited Sates [147.237.72.166 |aka. i df il m;:(g’it;d. iﬂa#;ihn‘;rr:ozni? dl\(:feta:??.fag;XKnomn L on Bl ock 1
80. 230. 227.191 [israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock

80. 230. 227. 6 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock
207.46.13.181 |lhited Sates [147.237.77.216|dover.idf.il multgf R Izﬁden? alfsfiiirtegl R Bl ock 1
80. 230. 226. 125 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 1
46.117.216.77 I srael 147.237.72.166 [aka. i df . i | mu;;a?ri Id???l /,\':Ts:ajhn(;dgi ?:3 gut\shefriri cat i onser vi ce. asnx/ get aut huser Bl ock !
89.237.71.95  |France 147.237.72. 166 |aka. i df . i | m”;’k“;i? ?ﬁe;m?rn/;\!hmT_wED in None 1
80. 230.226.33 |[Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 1
80.230.227.83 [Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 1
66.249.69.101 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 935- 4488- he/ pat zar . aspx |Bl ock 1
80. 230. 226. 182 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 1
80. 230.226.67 [Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 1
45.79.71.122 Lhited Sates |[147.237.72.167|i shuri maka. i df.i[Miltiple Ml formed URL from45.79.71. 122 Bl ock 1
109. 253. 197. 149|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
80. 230. 226. 8 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 1
80. 230. 227. 242 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 1
80. 230. 227. 7 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 1
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