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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
46. 19. 86. 26 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
93. 174. 93. 156 Net her | ands 147.237.76. 30 hi nush.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il|B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 196 e.sviva.idf.il |Back List drop 1
61. 160. 223. 221 Chi na 147.237.77.176 natpash.idf.il |[JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

81. 88. 48. 113 Italy 147.237.77. 233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
51. 255. 51. 70 France 147.237.77. 74 lawidf.il C1000074: HITP. maj estic bot Per nit 3
51. 255. 51. 70 France 147.237.77.216 dover.idf.il |Cl1000074: HITP. majestic bot Per nit 2
51. 255. 51. 70 France 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per mit 2
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

Pal estinian Territory,

37.8.65.231 147.237.77. 216 Cecupi ed dover.idf.il ET SCAN NVAP -sA (2) 11
81.88.48.113 [147.237.77.233|italy atal.idf.il S Injection - Select Fom 6
151. 80. 41. 178 |147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 6
151. 80. 41. 176 |147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
45.79.103. 178 |147.237.72. 167 |Lhited Sates i shuri maka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
93. 158. 203. 195 |147.237.0.15 |Netherl ands kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.197.232.10 [147.237.76. 197 |Russi an Federation e. hinush. i df .i | ET SCAN Potential SSH Scan 1
91.197.232.10 |147.237.76.38 |Russian Federation eeneitav.idf.il ET SCAN Potential SSH Scan 1
91.197.232.10 |147.237.72.14 |Russian Federation dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
208. 100. 26. 228 [147.237.0.35 |Wited Sates akaws. i df . i ET SCAN NVAP -sS wi ndow 1024 1
50. 116. 123. 135 |147. 237. 76. 200 |Lhited S ates eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
172.98.198. 49 |[147.237.76.198 |lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
46.116. 117. 242 |147. 237. 77. 226 || srael win chanat z. aka. i df .i | [ET SCAN NVAP -sA (2) 1
157.122. 97. 182 |147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 195 [147.237.0. 16  |Net her| ands ny-kosher-kravi .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91.197.232.10 |147.237. 76. 200 |Russi an Federation eitan aka idf.il ET SCAN Potential SSH Scan 1
91.197.232.10 [147.237. 76. 148 |Russi an Federation gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
91.197.232.10 |147.237.76.31 |Russian Federation nakchal . i df il ET SCAN Potential SSH Scan 1
172.98.198. 49 |147.237.76. 198 |Lhited Sates e.yohal an.idf .il ET SCAN NVAP -sS w ndow 4096 1
50. 116. 123. 135 |147. 237. 76. 199 |Lhited Sates e.nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
167.0.94.3 147.237.77. 121 |Col onbi a e.navy.idf.il ET SCAN Behavi or al Un usual l'y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
93. 158. 203. 195 [147.237.0.19  |Netherl ands madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1




09-05-2016-21:04:03 to 09-05-2016-22:04:03

|Top Attackers In FW |

At acker

Count ry ‘Target Address |Ste Signature
80. 246. 133. 124 |I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁrsacr;rit Wth different moni tor 195
141. 0. 13. 214 Nor way 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 33
93.173. 48. 56 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
46.19. 85. 172 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 19
5.135.193.6 France 147.237.76. 200 |ei tan. aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
5.135.193. 6 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 17
5.135.193.6 France 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
46.19.85.157  [lsrael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor  [16
46.19.85.172 |[lIsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 16
5.135.193.6 France 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
5.135.193.6 France 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
5.135.193. 6 France 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
5.135.193. 6 France 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN ACK -> Ti neout noni t or 14
5.135.193.6 France 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 13
5.102. 253. 140 |Israel 147.237.77. 243 |robi l e. i f . | Streamng Engi ne: TGP Invalid finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
88.101. 183. 181 %&zric 147.237.77. 234 |hal ag.idf . i SYN At tack SYN -> SYN-ACK -> RST noni t or 11
73.148.127. 249 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
73.148. 127. 249 |Wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘l{:;cr:mmt Wth different alert 10
73.148. 127. 249 |Wited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence SSZ';'J:;(;:”S”“ W th different monitor |10
73.148.127. 249 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 10
5.135.193.6 France 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
185. 62.189. 75 |Net herl ands 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
5.135.193. 6 France 147.237.72. 167 |i shuri maka. i df .il SYN Attack SYN -> SYN ACK -> Ti neout noni t or
5.135.193.6  |France 147.237.77. 226 ;""""‘Cha”m'aka' Hdf- T 1SyN At t ack SYN -> SYN-ACK -> Timeout  |monitor  [9
5.135.193. 6 France 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
5.135.193. 6 France 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
5.135.193.6 France 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
46.19.85.71 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
84.111. 170. 129 |l srael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
2.53.173. 189 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 9
5.135.193. 6 France 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
5.135.193. 6 France 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
5.135.193.6  |France 147.237.0.17  ["V kosher-kravi-1d 1o\ At t ack SYN -> SYN-ACK -> Timeout  |monitor |8
46. 19. 85. 157 | srael 147.237.77.74 |(lawidf.il Bad TCP sequence Inval id ACK nunber aert 8
185. 62. 189. 75 |Net her| ands 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
185. 62. 189. 75 |Net herl ands 147.237.76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
5.135.193. 6 France 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN ACK -> Ti neout noni t or 8
5.135.193. 6 France 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
5.135.193. 6 France 147.237. 72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
5.135.193. 6 France 147.237.77. 176 |nat pash. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
73.148.127. 249 |Lhited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber nonitor (8
185. 62. 189. 75 |Net herl ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
85. 65. 155. 184 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
185. 62. 189. 75 |Net herl ands 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
5.135.193. 6 France 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
185. 62. 189. 75 |Netherl ands 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN- ACK -> Ti neout noni t or 7
185. 62. 189. 75 |Net herl ands 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46.19.85.181 |l srael 147.237.77. 243 |nobi l e i df .1 Streaning Engi ne: TP Invalid |invalid segnent retransnission. |, 6
Ret r ansni ssi on Packet dr opped.
185.62.189.75 [Netherlands [147.237.76. 147 |chi nuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46.19.86.128  [lsrael 147.237.77. 216 |dover.idf. i | Bad TCP sequence Inval i d ACK nunber alert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
176.13.225.60 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 4
109. 253. 203. 31 |l srael 147.237.77.216|dover.i df .| Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 3
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 3
37.142.8.83 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
157.55.39. 115 |wnited Sates [147.237.77.216|dover. i df.i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 3
2.53.62.92 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 3
109. 253. 203. 112|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
2.55. 47. 156 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/giuus B ock 3
85.65.155. 184  [Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 2
176. 13. 243. 167 |Israel 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to www navy. i df.il/si ze220x0/ si p_st or age B ock 2
46.19. 85. 181 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
157.55.39. 148 |lLnited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
176.13. 2. 201 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.139.205.60 |France 147. 237.72. 156 |anman. i df . i | Dstributed Lhaut hori zed LRL Access on vwwx aran. i df . il/favi con.ico B ock 1
46.19. 86. 76 I srael 147.237.72. 166 |aka. i df . i | LL'recgeasl, I%’tagegfingag:g;féol)’;cﬁll fm’i W kapat 2/ res#012 Bl ock 1
207. 46.13. 32 Lhited Sates |147.237.72.166|aka.idf .il Unaut hori zed URL Access to aka.idf.il/main/giyus/ hone/ pni ot. aspx B ock 1
141. 226. 217. 220|I srael 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ i mages/ shared/bul l et 1. gif  |B ock 1
66.249.66. 177 [Israel 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp Bl ock 1
5.29.114.218 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
131.253.26.232 |Wited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
77.139.224.3  |France 147. 237.72. 166 |aka. i df . i | mnskmglz(;“ﬂ';e;r NZ;ngrng;;yg??;Sp.ha'\f;X”$cphsaChar$°b14347843 in None 1
46.19.86.231  |Israel 147. 237.72. 156 |anan. i df . i | m“;g;’;.' izsfd_ iﬁmg‘i"?iﬁetsgumes” mages f i cond £ avi con, g Bl ock 1
207.46.13.181 |Wnited Sates |147.237.77.216|dover.idf.i | Distributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock 1
157. 55. 39. 68 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
176.13.231.37 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
131.253.26.235 |lnited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock 1
80. 246. 133. 124 [l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css Bl ock 1
65. 55. 212, 82 Uhited Sates [147.237.77.216|dover.idf.il Distributed Waut horized URL Access on waw idf.il/error.htm B ock 1
68.180.230.47 |lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to www i df.il/dover/site/ nai npage. asp B ock 1
131.253.26.236 |lhited Sates [147.237.77.216|dover.idf.il O stributed Lhauthorized UR. Access on www idf.il/error. htm B ock 1
84.95. 3. 99 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.102. 9. 5 Wnited Sates [147.237.72.166|aka. i df .|| Dstr buted tau hoti zed d'\efngf';;’gxmo"‘" AL on B ock 1
109. 253. 244. 33 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
77.138.247. 127 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ favi con.ico B ock 1
192.0.80.101  |uited Sates [147.237. 76.147|chi nuch. aka. i df . i|hot hori zed Method vEAD Tor asp None 1
46.19. 85. 181 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
131.253.36.205 |lhited Sates [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error. htm Bl ock 1
84.108.35.15  |Israel 147.237.77. 216 |dover . i df . i | chaut gforl iﬁfgﬁpﬁ ::ﬁiﬁl o cortralsl gener  of Bl ock 1
66.102.9.30  |United Sates |147.237.72. 166 |aka. i df .| D strbuted thauthor zed d'\ef;sz_;;’gxmo"‘” R on B ock 1
5.22.134.207  [Israel 147.237.76.42 [refuah.idf.il  [Ja"horze dﬁa'pﬁfffiutci.i con- pr econposed. png B ock 1
121.7.37.132 S ngapor e 147.237.77.216|dover.idf . il Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
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