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144.76.38. 71 Ger many 147.237.77.216  |dover.idf.i| |25004: HTTP. WérdPress Pingback Redirect Request B ock 3
199. 58. 86. 209 Lhited Sates 147.237.77.216  |dover.idf.il| |CLO00074: HTTP. najestic bot Per nirt 3
71.180. 24. 53 Lhited Sates 147.237.77. 216 dover.idf.il| |Cl000074: HTTP. najestic bot Permt 2
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217.132. 239. 169(147. 237. 76. 31 |l srael nakchal .idf.il  |ET SCAN NVAP -sA (2) 5
39. 47.61.53 147, 237. 77. 216 |Paki stan dover . idf.il ET WB SERVER Poison NUl | Byte 1
91.201.236. 155 |147.237.76. 199 |Lkrai ne e.nakchal .idf.il |ET SCAN NVAP -sS w ndow 4096 1
82.114.179.186 |[147.237.77.233|Yenmen atal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
45.79. 95. 64 147.237.72. 166 |Lhited Sates |aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
18593 185. 10 |147. 237 72. 167 |k ai ne shuri makaL i i ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
82.114.179. 186 |147.237.77.233|Yenen atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
46. 19. 86. 64 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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192. 99. 207. 133 |Canada 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
192. 99. 207. 133 |Canada 147.237.76.39 |nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 24
192. 99. 207. 133 |Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 23
192. 99. 207. 133 |Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 23
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 23
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 23
192. 99. 207. 133 |Canada 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 22
192. 99. 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 22
82. 145. 211. 207 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
167. 114. 212. 195|Canada 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
167.114. 212. 195|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
167. 114. 212. 195|Canada 147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
167. 114. 212. 195|Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
167.114. 212. 195|Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
167. 114. 212. 195|Canada 147.237.76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
109. 65. 38. 142 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 14
167.114. 212. 195|Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
167. 114. 212. 195|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
2.55. 20. 247 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | Stream ng Engl ne: TGP Invalid finvalid segnent retransnission drop 12
Ret r ansm ssi on Packet dr opped.
46. 116. 105. 172 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 12
46. 121. 244. 225 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 12
5.135.193.6 France 147.237.76. 200 |ei tan. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
5.135.193. 6 France 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
5.135.193. 6 France 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
46. 19. 86. 141 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 11
2.53.168.170 [ srael 147.237.72. 166 |aka. i of .| Bad TCP sequence wﬁﬁ:‘:&‘;gﬂgth monitor |11
5.135.193. 6 France 147.237.72. 167 i shuri maka.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
207. 161. 164. 179|Canada 147.237.72. 166 |aka.idf .il Bad TCP sequence noni t or 10
5.135.193. 6 France 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
5.135.193. 6 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
5.135.193. 6 France 147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
5.135.193.6 France 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
5.135.193. 6 France 147.237.77. 226 | "} chamatz. aka. 1df 1oy At t ack SYN -> SYN-ACK -> Tineout  [nonitor |10
5.135.193. 6 France 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
5.135.193. 6 France 147.237.76.39 |mobile. neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
5.135.193.6 France 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
37. 26. 149. 187 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout alert 9
5.135.193. 6 France 147.237.77.233 |ata .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
2.53.168.170 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 9
37. 26. 149. 187 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
207. 161. 164. 179|Canada 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 9
5.135.193.6 France 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
5.135.193. 6 France 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
37.26.149.187 |israel 147. 237.72. 166 |aka. i df . Bad TCP sequence ﬂﬁtﬁgxr&]gm monitor |9
109. 75. 78. 69 Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
5.135.193. 6 France 147.237.77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
5.135.193.6 France 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
46.19.86.16  |Israel 147.237.77. 243 |nobi le.i o . i1 Streamng Engi ne: TCP Invalid |invalid segnent retransnmission. |, o, 9
Ret r ansn ssi on Packet dr opped.
5.135.193. 6 France 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
5.135.193.6 France 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
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109. 253. 221. 134|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 152
79.183.7. 169 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 76
109. 253. 219. 185]I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 35
37.142.187.68 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 22
176. 228.57. 238 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 6
46.19. 85. 108 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 4
176.13.23.251 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 4
213.57.155.196 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 3
81.218.225.134 [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 3
77.138.15.7 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for v aka. idf.il/nain/sachar/klali.aspx |B ock 2
46. 19. 85. 22 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 2
Lhited . . DO stributed Unauthorized Method for Known URL on
73.1.216. 151 Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 2
80.230.228.59 |[lIsrael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on waidf.il/error. htm B ock 1
. . . Unaut hori zed Met hod PCBT for
187.227. 52. 244 |Mexi co 147.237.72. 166 |aka. i df . i | vown aka. i df i 1/ i 1V r abanut/ gener al . aspx Bl ock 1
. . . Unaut hori zed URL Access to
77.124.12.206 |Israel 147.237.0.19 |nadimatal .idf.il neci matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 1
109. 67.19. 242 |Israel 147.237.72.167|i shuri maka. i df . il Unt raceabl e SSL Sessi ons: (pen Mode None 1
80. 230. 229. 189 |[Israel 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 1
39.47.61.53 Paki stan 147.237.77.216|dover. i df .i | Illegal HITP \ersion B ock 1
79.180. 104. 246 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1121-he/ at al . aspx B ock 1
2.53.14. 38 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
213. 8. 204. 36 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 213. 8. 204. 36 B ock 1
66. 249. 69. 14 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed LRL Access to nobile.idf.il/appl e-app-site-association |B ock 1
84229 10. 56 srael 147.237.72. 166 |aka. i df .i | Unknown ‘Par z?lnet er ctl 00$ct | 00$_CphMi| n$cphSachar $ct 109 in None 1
wwy aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
45.79. 95. 64 ;“;tteeg 147.237.72. 166 |aka. i df . i | Mal for med URL B ock 1
39.47.61.53 Paki st an 147.237.77.216|dover . i df .i | Abnormal |y Long Request net hod B ock 1
80.230.229.98 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wanidf.il/error.htm B ock
199. 30. 25. 90 Lsh'mt:: 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on waidf.il/error. htm B ock 1
46. 19. 85. 108 I srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 1
109. 67.192. 197 |l srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
80. 230. 229. 222 [israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
39. 47. 61. 53 Paki st an 147.237.77.216|dover. i df .i | Mal formed URL XYcn”goqckE[ [ #15]] ™M@[#2]] ¢ Bl ock 1
2.53.22.196 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
213. 8. 204. 36 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 4/ B ock 1
176.228.18. 210 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
m ny- kosher - kravi . i ' i
66. 249 76. 39 | srael 147.237.0.17 ny Il'legal Paranet er _Enct_)dl ng 82Q0 Sebf[@u@'l'l @8l ]nprOin None 1
df.il mny- kosher -kravi . i df . i1/ aj ax/ creat ecapt chai nage. aspx
85.64.129. 113 |Israel 147. 237.72. 166 |aka. i df . i | Unknown Paraneter __VI ENSTATEENCRYPTED i n None 1
wan aka. i df . i | / mai n/ sachar/ nas. aspx
45.79.95. 64 ;“;tteeg 147.237.72. 166 |aka. i df . i | Unknown HTTP Request Method 1 in URL Bl ock 1
39.47.61.53 Paki st an 147.237.77.216|dover . i df .i | Ill1egal Byte Qode Character in Header Nane B ock 1
80. 230. 229. 102 |l srael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on waidf.il/error. htm B ock 1
77.139.84.190 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/mai n/kapat z/ B ock 1
208. 81. 64. 248 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for vww aka. idf.il/miluind B ock 1
46.120. 247. 234 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https:/waidf.il/ B ock 1
80.246.138.52 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
NULL Character in Method
39.47.61.53 Paki stan 147.237.77. 216 |dover . i df . i | i [[#0]1[[#0]][[#0]]vi@-2wW[#29]] A [ #0] ] «CAN bi €l [ [#25] ] UAE[ #7]1[[# B ock 1
20]] égng/pe ée. [[#1] 1R cj}a SEE. - 1iik:
80.230.228.54 |lIsrael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on waidf.il/error. htm B ock 1
31.210.186.57 |[Israel 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to ww i df.il/newsite/hebrew 0303-1.stm  |B ock 1
. . Unaut hori zed URL Access to
66.249.76.115 |l srael 147.237.77. 216 |dover. i df .i | 147.237.77. 216/ 1133- 21502- he/ i df gdover . aspx B ock 1
86. 200. 225. 160 |France 147.237.72. 156 |anan. i df . i | Dstributed Waut hori zed UR. Access on ww aman. i df .il/favicon.ico |B ock 1
Ill1egal Byte (ode Character in Method
39.47.61.53 Paki st an 147.237.77.216|dover. i df .i | i [[#0]][[#0]][[#0]] vi@-2wW4 [ #29]] f[ [#0] ] «CAN Bi €1 [ [#25]] UAE[#7]1[[# |B ock 1
20] ] égmgpe e [[#1]1 NG cjta SEE. - i k:
80. 230. 229. 103 [l srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
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