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09-05-2016-18:04:05 to 09-05-2016-19:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
37.46. 38. 210 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 14
84.229. 61. 20 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6

209. 126. 136. 2 Lhited Sates 147. 237. 76. 42 refuah.idf.il B ack List drop 1

209. 126. 136. 2 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 201 eatal.idf.il B ack List drop 1




09-05-2016-18:04:05 to 09-05-2016-19:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

108. 59. 8. 80 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2




09-05-2016-18:04:05 to 09-05-2016-19:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
45.79. 95. 64 147.237.0. 34 Lhited Sates tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
218.87.109.253  |147.237.77.121 |China e.navy.idf.il ET SCAN Potential SSH Scan 1
109. 66. 39. 88 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
218.87.109.253  |147.237.76.201 |China eatal.idf.il ET SCAN Potential SSH Scan 1
80.246.139. 136  [147.237.72.166 |[Israel aka.idf.il portscan: TCP O stributed Portscan 1
218.87.109.253  |147.237.76.176 |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
77.138.253.160  |147.237.77.216 |France dover.idf.il portscan: TCP O stri buted Portscan 1
218.87.109.253  |147.237.72.217 |China eidf.il ET SCAN Potential SSH Scan 1
45, 32. 138. 89 147. 237.76. 39 Net her | ands nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253  |147.237.72.14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
31.154.81. 40 147.237.77.216 |lIsrael dover.idf.il portscan: TCP O stributed Portscan 1
218.87.109.253  |147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
198. 52. 97. 89 147.237.77. 74 Lhited Sates lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
218.87.109.253  |147.237.77.233 |China atal.idf.il ET SCAN Potential SSH Scan 1
195. 88. 154. 2 147. 237.76. 44 Russi an Federation |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.87.109. 253  |147.237.77.178 |China e. matpash.idf.il ET SCAN Potential SSH Scan 1
109. 67. 177. 55 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
218.87.109.253  |147.237.77.19 Chi na | awforumidf.il ET SCAN Potential SSH Scan 1
95. 35. 175. 128 147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
218.87.109.253  |147.237.76.199 |China e. nakchal .idf .i | ET SCAN Potential SSH Scan 1
79.178.54. 39 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
218.87.109.253  |147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
218.87.109.253  |147.237.72.167 |China i shuri maka.idf.il ET SCAN Potential SSH Scan 1
37.26. 146. 152 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
218.87.109.253  |147.237.0.35 Chi na akavs. i df .i | ET SCAN Potential SSH Scan 1
2.53.162. 251 147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
201. 38. 68. 132 147.237.0. 16 Brazil ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
218.87.109.253  |147.237.77.243 |China nobi | e. i df il ET SCAN Potential SSH Scan 1
195. 88. 154. 2 147.237.77. 61 Russi an Federation |e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.87.109.253  |147.237.77.179 |China e nazi.idf.il ET SCAN Potential SSH Scan 1
156. 202. 101. 86  |147.237.77.216 |Egypt dover.idf.il portscan: TCP Distributed Portscan 1




09-05-2016-18:04:05 to 09-05-2016-19:04:05

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
109. 253. 221. 15 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP Invalid segnent retransmssion. Packet |, 66
Inval i d Retransnission dr opped.
109. 65. 38. 142 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 48
31. 168. 65. 41 I srael 147. 237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber monitor |39
199, 203. 226. 21 |l srael 147. 237. 76. 200 |6 tan. aka. i of .| Streaning Engi ne: TCP Invalid segnent retransmssion. Packet |, 36
Inval i d Retransnission dr opped.
31.168. 65. 41 | srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST noni tor (34
109. 65. 38. 142 |l srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 24
192. 99. 207. 133 |Canada 147.237.76. 200 |ei tan. aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 24
192. 99, 207. 133 |Canada 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni tor (23
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 23
192. 99. 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 22
192. 99, 207. 133 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout noni tor |22
192. 99. 207. 133 [Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |22
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 22
192. 99. 207. 133 |Canada 147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 22
84.108.77.234 |israel 147.237.76.42 |refuah.idf.il Bad TOP sequence ?C(;';e”ansm wthdifferent wndow | oo 19
109. 253. 220. 139|i srael 147. 237. 76. 200 |ei tan. aka. i df .| Streamng Engi ne: TCP nvalid segnent retransmssion. Packet |, 18
Inval i d Retransnission dr opped.
2.53.35.199 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |14
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 11
192. 99, 207. 133 |Canada 147.237.76.39 |nobile.neitav.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout alert 11
109. 253. 142. 125|1 sr ael 147. 237. 77. 216 |dover.i df .i| SYN At tack SYN -> SYN-ACK -> RST noni tor |9
192. 99. 207. 133 |Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout aert 9
84.95. 49. 235 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 9
192. 99. 207. 133 [Canada 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout aert 9
186. 141. 131. 171|Argenti na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
192. 99. 207. 133 [Canada 147.237. 76. 200 [ei tan. aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout aert 8
100. 92. 90. 85 147.237.72. 156 |anan. i df . il dr op First packet isn't SN drop 8
192. 99, 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 8
64.37.98.32 Lhited Sates|147. 237. 77. 216 |dover. i df.il SYN At tack SYN -> SYN-ACK -> Ti neout monitor |7
192. 99. 207. 133 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 6
64.37.98.43 Lhited Sates|147.237.0.19 |nadimatal.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |6
186. 141. 131. 171|Argenti na 147.237.77. 216 |dover.idf.il S r?a.m ng Engi ne: . TG_D SN ;?Lr?mzeezze\é?dﬁbﬁf:;;iengm AS;:'\(/\;S drop 6
Modi fied Retransm ssion dat a.
2.53.31.123 I'srael 147. 237. 76. 200 |ei tan. aka. i of .| Streaning Engine: TCP Invalid segnent retransmssion. Packet |, 6
Inval i d Retransmission dropped.
185. 20. 5. 157 LK!iﬂr:gegom 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout aert 6
37.26.147.170  |israel 147. 237. 76. 200 |ei tan. aka. i of .| Streaning Engine: TCP Invalid segnent retransmssion. Packet |, 6
Inval i d Retransnission dr opped.
66.249.76.67  |Wnited Sates|147.237.0.19 |nadimatal.idf.il Streamng Engi ne: TCP nvalid segnent retransmssion. Packet | 6
Inval i d Retransnission dr opped.
64.37.98.32 Lhited Sates|147. 237. 76. 200 |ei tan. aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
192. 99. 207. 133 |Canada 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout alert
64.37.98.43 Lhited Sates|147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
79.181.109.42 | srael 147. 237.77. 243 |mobi l e, i f . i Streaning Engi ne: TCP Invalid segnent retransmssion. Packet |, 6
Inval i d Retransnission dr opped.
64.37.98.32 Lhited Sates|147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
64.37.98.32 Lhited Sates|147. 237.77. 233 |atal .idf il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
64. 37.98. 32 Lhited Sates|147. 237. 76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
64.37. 98. 32 Wited Sates(147.237.0.17 |7 kosher-kravi- 1dlqyn At t ack SYN -> SYN-ACK -> Ti meout monitor |5
64.37.98. 32 Lhited Sates|147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
64. 37.98. 32 Lhited Sates|147. 237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
64.37.98.32 Lhited Sates|147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout nonitor |5
89.237.71.168 |Fance 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
185. 20. 5. 157 LKTi;gegom 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni tor |5
64.37.98.32 Lhited Sates|147. 237.77. 235 |sviva.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout nonitor |5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 114 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 54
46.19. 86. 129 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 25
176.13. 4. 178 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 15
46. 19. 85. 119 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 14
Lhited - - - Paraneter Type Mol ati on NewPassword in
88.202.218.236 | . ngdom 147.237.77.243|nobi | e. i df . i | mobi | e.i df i |/ sachar/ changepassvor d B ock 9
46.19. 86. 122 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code Bl ock
157. 55. 39. 150 Lhited Sates |147.237.77.216|dover.idf.il D stributed Whaut horized LR Access on ww idf.il/error.htm B ock
77.125.74.234 |israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock
. . . DOstributed Parameter Type Mol ation on
2.55.54. 223 | srael 147.237.77. 243|mobi | e. i df . i | nobi | e.i df . i|/sachar/changepassword par anet er NewPassword Bl ock 5
109. 253. 243. 168|l sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
79.182.3.92 I srael 147.237.0.19 [madimatal .idf.il Dstributed Suspicious Response Code B ock 3
46. 19. 86. 16 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
37.26.148.211 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
2.53.135. 188 I srael 147.237.0.19 [madimatal .idf.il Dstributed Suspicious Response Code B ock 3
176. 13. 241. 159 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
84.108.236.30 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
213.169.41.88 |Rilgaria 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 86. 204 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
80. 246.136.26 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
79. 176. 30. 90 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79. 176. 30. 90 B ock 2
109. 253. 145. 172|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
77.138.9.231  |France 147.237.72.166 |aka. i df . i | thauthori zed Method POST for Bl ock 2
wawv aka. i df. i |/ mai n/ gi yus/ m yun/ m yunsunmary. aspx
46.120.38.133 |Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code Bl ock 1
46.19. 85. 170 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
84.108.77.234 |[israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
31.44.130.242 |[israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
79.177.146.219 |[Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wawidf.il/https:/vwidf.il/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 83 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1
_ ny- kosher - kravi . i df _ S
207.46.13.166 |lhited Sates [147.237.0.16 i Uhaut hori zed URL Access to wwwu ny- kosher-kravi.idf.il/ B ock 1
- . D stributed Lhaut hori zed URL Access on
95. 86. 86. 3 | srael 147.237.72. 156 |anan. i df . i | - Jidf.il/https: /ww idfil/ B ock 1
45.79.95. 64 Lhited Sates [147.237.0.34 |tikshuv.idf.il Mil tiple Maformed URL from 45.79. 95. 64 Bl ock 1
2.53.2.132 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
77.237.138. 202 gg;lhic 147.237.77.233|atal .idf .i| Unaut hor i zed URL Access to / Bt ock 1
157.55. 2. 159 Lhited Sates |147.237.77.216|dover.idf.il D stributed Whaut horized LR Access on ww idf.il/error.htm B ock 1
. . D stributed Lhaut hori zed URL Access on
46.120.247.234 |Israel 147.237.77. 216 |dover . i df . i | v i o i1/t tps: /v cf i1/ B ock 1
79.178.6.8 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 1
- . Unaut hori zed URL Access to
66.249.69. 101 |l srael 147.237.77.74 |lawidf.il 147. 237, 77. 74/ 935- 4493- he/ pat zar . aspx Bl ock 1
. . Paraneter Type Mol ati on SearchText in
212. 116. 169. 152l srael 147.237.76.42 [refuah.idf.il voww r ef ua. at al i o . i 1/938- hel ref uah, aspx Bl ock 1
- - D stributed Lhaut hori zed URL Access on
109. 66. 4. 57 | srael 147.237.72. 156 |anan. i df . i | — Cidf.il/https: /w idfil B ock 1
80.246.130.19 |[Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to wawnidf.il/error.htm B ock
45.79. 95. 64 Lhited Sates [147.237.0.34 |tikshuv.idf.il Mil tipl e Unknown HTTP Request Method from 45. 79. 95. 64 B ock
2.53.43.114 I srael 147.237.77.216|dover.idf .i | SSL Untraceabl e Connection - Cpen Mde None 1
79.176.30.90  |Israel 147.237.72.166 |aka. i df .i | llegal Byte Qode Character in R /mai nkapat2//resi012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
] - . D stributed Unaut hori zed Method for Known URL on
66.102. 9. 2 Whited Sates [147.237.72.166|aka.idf.il vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
46.19. 86. 22 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.178.172.96  |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
37.142.177.220 |[israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
66.249. 76. 75 I sr ael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ chanat 2/ Kl al i / def aul t . asp B ock 1
109. 66. 48. 102 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 127.0.0. 1/ cal | back. j son B ock 1
. - D stributed Lhaut hori zed URL Access on
46. 19. 85. 115 I srael 147.237.76.42 |refuah.idf.il 147 237. 76, 42/ st yl ef shar ed/ r eset . css B ock 1
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