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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

2.53.18.130 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
46. 120. 98. 48 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
95. 35. 37. 223 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
222.186. 135. 44 Chi na 147.237.76. 34 yohal an.idf.il |Back List drop 1
109. 236. 84. 10 Net her | ands 147.237.76. 38 e.e.neitav.idf.i|Back List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 201 e.atal.idf.il B ack List dr op 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

195. 245. 205. 76 |147. 237. 0. 15 gg::;”ion kosher-kravi .idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 3
195. 245. 205. 76 [147. 237. 76. 86 ?éj:i;’}m navy.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 2
195. 245. 205. 76 |147. 237. 8. 46 gg::;”ion e. chinuch. i df il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
195. 245. 205. 76 |147. 237. 8. 24 ?éj:i;’}m elifestyle.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
195. 245. 205. 76 |147.237.77. 179 gg::;”ion e.nazi.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 2
195. 245. 205. 76 |147.237. 77. 205 ?éj:i;’}m prisha.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 2
85.250.118.90 |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
195. 245. 205. 76 |147.237. 76. 201 ?ég:;;m eaal.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
163. 172. 51. 213 |147. 237. 77. 243 |Uni ted Ki ngdom|nobile.idf.il ET SCAN NVAP -sS wi ndow 2048 1
84.108. 147.81  |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
163.172.51. 213 |147.237. 77. 243 |Uni ted Ki ngdom |nobi | e.idf.il ET SCAN NVAP -f -sS 1
222.186.58. 176 |147.237.76. 147 |Chi na chi nuch. aka. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
80.246. 136. 12  [147.237. 77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
195. 245. 205. 76 |147.237. 76. 39 ?éj:i;’}m nobi | e. nei tav.idf. il PCLI CY- OTHER TCP packet with urgent flag attenpt 1

. . SERVER APACHE Apache nod_ssl non-SSL connection to SSL
139. 162. 13. 205 [147.237.76.30 |S ngapore hi nush. i df .i | . : 1
port denial of service attenpt
213.151.46.39  [147.237.72. 156 |l srael aman. i df il portscan: TCP D stributed Portscan 1
79.178. 88. 98 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
116. 12. 175. 233 |147. 237. 77. 233 |9 ngapor e atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
208.73.143.36 |147.237.76.148|thited Sates  |[gqcenter.aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 245, 205. 76 |147. 237.8. 28 Eég:::t”im e.nobil eks.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
74.81.77. 141 147.237.76.198|hited Sates  |e.yohal an.idf.il ET SCAN Potential SSH Scan 1
195. 245. 205. 76 |147. 237.77. 234 gjzg'ion hal ag. i df i PCLI CY- OTHER TCP packet with urgent flag attenpt 1
109. 67.25. 182  |147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
45.32.138. 89 147.237. 77. 216 [Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
195. 245. 205. 76 |147.237.77. 212 E;jj:t”im e.dover.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 1
104. 197. 206. 193(147. 237. 77. 179 |Wni ted Sates  |e mazi.idf.il ET SCAN NVAP -f -sS 1
45.32.138. 89 147.237. 76. 176 [Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
195. 245. 205. 76 |147.237.0. 17 gg::;”ion mny-kosher -kravi .idf.il [PCLI CY- OTHER TCP packet with urgent flag attenpt 1
97.105.173. 114 |147.237.77.227 |lhited Sates  |e hamaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.148.244 |147.237.72. 166 |Israel aka idf.il portscan: TCP DO stributed Portscan 1
186. 170 81. 82 |147. 237. 77 2330l onbi & atal idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
T T o (onnections, Potential Scan or Brute Force

94.102.48.195 |147.237.0.34 |Netherlands tikshuv.iof il ET SCAN NVAP -sS w ndow 1024 1
195. 245. 205. 76 [147.237.77.61 gg::;”ion e.cogat.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 1
2.53.9.50 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
163. 172. 169. 150|147. 237. 76. 39 [United Ki ngdom |nobile. neitav.idf.il ET SCAN Potential SSH Scan 1
85. 250. 116. 109 |[147. 237. 72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
195. 245. 205. 76 |147.237. 76. 197 ?éj:i;’}m e hi nush. i df i PCLI CY- OTHER TCP packet with urgent flag attenpt 1
163.172.51. 213 |147.237. 77. 243 |Uni ted Ki ngdom|nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 139. 130 |[147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
195. 245. 205. 76 |147. 237. 76. 42 gjzg'ion refuah.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
150. 242. 238. 99 |147.237.77.74 |China lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.58.176 |147.237.0.35 |China akaws. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
195. 245. 205. 76 [147. 237.76. 38 Eég:::t”im e.emeitav.id.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
79.179.99.222  |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
116. 12. 175. 233 |147. 237. 77. 233 |9 ngapore atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
213. 8. 204. 24 147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
195. 245. 205. 76 |147. 237. 8. 45 ?ég:;;m eeitanidf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
79. 176. 86. 78 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
195. 245. 205. 76 |147. 237. 7. 243 ?;Z:;:I”ion nobi | e. i df i PCLI CY- OTHER TCP packet with urgent flag attenpt 1
109. 67. 48. 249  |147.237. 72. 166 |I srael akaidf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
78.246.51.246 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 68
82. 205. 77. 157 (F;ajcis;iigjja” Territoryly 47, 237. 77. 216 |dover. i . i1 dr op Frst packet ism't SWN drop 34
46.19. 85. 184 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 20
217.194.202.17 |Israel 147.237.72. 156 |anan.i df . il dr op First packet isn't SN drop 13
46. 19. 85. 184 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 9
46.19.85.231  |Israel 147. 237. 77. 243 |robi | e. i of . | Streaning Engi ne: TCP I nval i dinval i d segnent retransnissi on drop 9
Ret ransni ssi on Packet dropped.
50. 247. 84. 33 Lhited Sates 147.237. 72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
82.166.198. 101 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
79.179. 99. 222 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
213.8.182.149 [Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence Vﬂd;irsa:;n;t wthdifferent — Joonitor |6
193. 26. 217. 114 |Russian Federation |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 6
46. 19. 86. 233 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
2.53.143.56 | srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |5
46.120. 122. 219 |(Israel 147.237.77.74 |lawidf.il drop SAMrul e drop 5
81.218. 66.107 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 4
192. 99. 207. 133 |Canada 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 4
5.34.167. 8 g";'cisgiig;a” Territornys 47 237.77. 176 |nat pash. i df . i dr op First packet ism't SWN dr op 4
185.3.147.170 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |4
192. 99. 207. 133 |Canada 147.237.76. 200 |eitan. aka.idf . il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
5. 34. 167. 8 glcisgii:;a” Territonyls 47 237.77. 216 |dover. i o . i1 drop Frst packet isn't SWN drop 4
192. 99. 207. 133 |Canada 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 4
87.69.148.92  |israel 147, 237.76. 200 |ei tan aka ich.i1 | S NG Engi ne: TP | nval i djinval i d segnent retransnissi on. drop 4
Ret ransni ssi on Packet dropped.
192. 99. 207. 133 |Canada 147.237.76.39 |mobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 4
138. 246. 253. 19 |Ger many 147.237.76. 44 |e.refuah.icf.il  |Geo-1ocation enf or cenent (:s]?o'r 23;]?” I nbound drop 4
192. 99. 207. 133 |Canada 147.237. 76. 147 [chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> Tineout |[monitor |4
109. 253. 208. 61 |l srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> RST nonitor |4
192. 99, 207. 133 |Canada 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> Tineout |nonitor |4
46. 19. 85. 246 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber monitor |4
46. 19. 86. 233 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 4
192. 99, 207. 133 |Canada 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> Tineout |nonitor |4
192. 99. 207. 133 |Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [alert 3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
37.26.149.180 |[Israel 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 3
84.94.179.136 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST monitor |3
118.171. 218. 247 |Tai wan 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 3
185.27.106.33 |l srael 147. 237. 72. 156 |aman. i df .i | SYN At ack SYN -> SYN-ACK -> RST nonitor |3
192. 99. 207. 133 |Canada 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Tineout [alert 3
79.180.203.83 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence wﬁtﬁ:‘gngc;gth moni tor |3
192. 99. 207. 133 [Canada 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |alert
185.3.147.172 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber noni t or
147.236. 238. 97 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19. 85. 86 I sr ael 147.237.77. 243 |robi L e. i of . i1 Streaning Engi ne: TCP Inval i dlinvalid segnent retransmissi on. drop 3
Ret r ansmi ssi on Packet dropped.
192. 99. 207. 133 |Canada 147.237.76. 147 |chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Tineout [alert
192. 99. 207. 133 |Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
80. 246. 137. 151 |I srael 147. 237. 77. 243 |mobi l e. i f . i Streaning Engine: TCP Invalidlimvalid segnent retransnission. ) 3
Ret r ansni ssi on Packet dropped.
192. 99. 207. 133 |Canada 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |alert 3
185. 20. 5. 157 Uni ted Ki ngdom 147.237.72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor 3
46. 19. 86. 79 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |3
185. 3.147. 247 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor 3
192. 99. 207. 133 |Canada 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |alert 3
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2.53.156. 67 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 47
79.178.187.202 |Israel 147.237.72. 156 |anan. i df . i | DO stributed Suspici ous Response Qode B ock 19
84.109. 16. 254 [Israel 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 17
2.53.42.212 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 8
84.111.152.19 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
213.151.35.220 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 5
109. 253. 150. 158l srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.12. 217 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
71.179.102.57 |wited Sates [147.237.72.166aka.idf.il Unaut hori zed Method PCST for www aka. i df . il /mai n/ sachar B ock 3
176.13.237.86 |Israel 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
46.19. 85. 198 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 86. 204 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.138.15.7 France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for waw aka. i df.il/mai n/ sachar/kl ali.aspx B ock 2
66.249.79.143 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1305- he/ r ef uah. aspx B ock 1
46.19. 85. 145 I srael 147.237.76.31 |nakchal .idf.il Uhknown HTTP Request Met hod cept - Language: in URL he-il, he B ock 1
213.8.182.149 | srael 147.237.76.42 |refuah.idf.il iéf ;;;)}J;g.‘jéh':tu;lhgsiﬁ:rdedtﬁ‘e ;’ectcecssss on B ock 1
2.53.141.186 | srael 147.237.72. 166 |aka. i df . i | mb;iaﬁf _E?f;’i;?ﬁ/'gi 53;7";‘3 i; haizf"efg iaZm(/ search B ock 1
77.138.173.101 |France 147. 237. 72. 166 |aka. i df . i | \?;A:\:;L:Jit:ﬁ iﬁr}a;ihn(;rr:oii‘/j d“g;ﬂ??.;g;xmom UL on B ock 1
66. 249. 69. 93 I srael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
5.29.232. 90 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock 1
68.180.230. 47 |Wited Sates [147.237.77.216|dover.idf.il Mil tipl e Unauthorized UR. Access from 68.180. 230, 47 B ock 1
2.53.141. 186 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Doubl e URL Encoding from 2. 53. 141. 186 B ock 1
139. 162. 13. 205 |S ngapore 147.237.76.30 |hi mush. i df . i | \'\/'T"Of iaf'i inﬁtgff&b;ﬁ_gaﬁif&%?om 139. 162, 13.205 (Prot ocol None 1
77.138. 208. 147 |France 147.237.72. 156 |anan. i df . i | DO stributed Suspici ous Response Qode B ock
66.249.69.119 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ br ot hers/ kurs/ def aul t . asp |Bl ock 1
194. 9. 252. 237 E?i;;gom 147.237.72. 166 |aka. i df . i | \?;A:\:;L:Jit:ﬁ iﬁr}a;ihn(;rr:oii‘/j d“g;ﬂ??.;g;xmom UL on B ock 1
40.77.167. 61 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
71.179.102.57 |United Sates |147.237.72.166|aka. i df .i Dstr buted taunori zed d'\e‘:;:‘l’?';‘s’;xmo‘m R on Bl ock 1
139. 162. 13. 205 |Si ngapore 147.237.76.30 |hi nush.idf.il %&gﬁﬂ%ﬂ?ﬁ:ﬁg - Protocol violation None 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ gi yus/ f or uni B ock 1
194. 9. 252. 237 zi;gegom 147. 237. 72. 166 |aka. i df . i | mu;?; rii dzf‘??lt";)??gl m rfmotrenpl ot e/ borre, asp B ock 1
46.19. 85. 145 I srael 147.237.76.31 |nakchal .idf.il Illegal HITP \ersion B ock 1
87.69. 55. 36 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/gius B ock 1
50. 247. 84. 33 Lhited Sates [147.237.72.156|anan.idf.i | Uhaut hori zed URL Access to waw anan. i df.il/favicon.ico Bl ock 1
148.251.2.180 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i|/mai n/ giyus/ general . aspx |Bl ock 1
2.53.190. 144 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
79.182.81.65  |Israel 147. 237.72. 156 |anan. i df . i | m;:itiegf .Lﬂa}“;tﬁogjmmﬁi o Bl ock 1
66.249.79.139 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock
207.46.13.166 |Wited Sates [147.237.72.156|anan.idf.il Uhaut hori zed URL Access to waw anan. idf.il/robots. txt B ock 1
46.19. 85. 145 I srael 147.237.76.31 |nakchal .idf.il Mal formed URL he-il, he; g=0. 8, en- us; g=0. 6, en; q=0. 4 B ock 1
109. 66. 182. 104 |Israel 147.237.72. 166 |aka. i df . i | m”;;: rii dff'l mihr?/dgiﬁ’;?k‘; o/ ki oSk asox Bl ock 1
66.249.60.83  |Israel 147.237.72. 166 |aka. i df . i | 1D4S7t r2i3b7“.t7e§_ gzrtg?‘;ﬂszﬁdo:ﬁﬁ ';ggfssshoc\’/\r} or um asp Bl ock 1
176.13.15.137 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
5.29.101. 211 I srael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed UR. Access on waw idf.il/error.htm B ock
84.108.214. 127 |[israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . i |/ mai n/ sachar/hone. aspx |Bl ock 1
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