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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
79.181. 224. 100 | srael 147.237. 72. 156 anan.idf.il L4 Source or Dest Port Zero drop 4
120. 59. 83. 3 Indi a 147.237.77.216 dover.idf.il Invalid TGP H ags drop 2
209. 126. 136. 2 Lhited Sates 147. 237. 76. 202 e halag.idf.il |Back List drop 1
46.19. 85. 129 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
80. 82. 65. 168 Net her | ands 147. 237. 76. 201 e.atal.idf.il |Back List drop 1
46.116. 172. 133 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
62. 219. 146. 239 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 197 e hinush.idf.il [Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count |

123. 126. 68. 105 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

80. 178. 20. 107 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.120. 106. 151 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
217.132. 58. 140 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 174 147.237.77.216  [Israel dover.idf.il portscan: TCP D stri buted Portscan 1
212.143. 40. 26 147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
43. 245. 183. 109 147.237.76.200 |l ndonesia eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
141.226.162. 109  |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
31.210. 187. 56 147.237.72.166  |Israel aka.idf.il portscan: TCP Distributed Portscan 1
109. 67. 4. 72 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.121.81. 33 147.237.77. 74 France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
87. 69. 155. 231 147.237.72.166  |Israel aka.idf.il portscan: TCP Distributed Portscan 1
81. 218. 169. 215 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
77.126.18. 68 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
217.194.198.114  [147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
46.116. 6. 151 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
213.8.204. 77 147.237.72.166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
46.19.86.7 147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
176.228.182. 105  |147.237.72.166 |lsrael akaidf.il portscan: TCP D stributed Portscan 1
37.26.146. 130 147.237.72.166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
109. 67. 221. 74 147.237.72.166  |Israel aka.idf.il portscan: TCP Distributed Portscan 1
5. 255. 90. 133 147.237.0. 15 Net her | ands kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 195 147.237.8.50 Net her | ands e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 139. 52. 215 147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
84.229. 24. 29 147.237.72.166  |Israel akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
109. 253. 197. 67 |Israel 147,237, 72. 167 |i shurimaka i ar.i 1 |2 €M NG Engi ne: TGP Invalid |invalid segnent retransnission. | 66
Ret r ansni ssi on Packet dropped.
62. 0. 197. 85 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
80.246.130.47 | srael 147.237.77. 233 |atal i df i Bad TCP sequence mdrostvrsa:;”y wth different monitor |24
46.19. 86. 38 I srael 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Invalid ivalid segnent retransmssion. |y 12
Ret r ansni ssi on Packet dropped.
71. 48. 149. 20 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |7
87.70.57.71 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid sequence nunber moni tor |7
62. 0. 200. 226 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
37.26.146.244 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46.19. 85. 137 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
41.254.0.131 lJ‘;rt:;/halnr iﬁ;:b 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
2.55.30.232 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence I'nvalid ACK nunber alert
62.0.205. 1 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop
71.48.149.20  |wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’&ﬁ;ﬁg:”smt With different al ert 5
85.130.219. 42 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence I'nvalid ACK nunber alert
62. 0. 197. 85 | srael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop
66. 102. 9. 157 Lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop
109. 253. 210. 2461 sr ael 147. 237.77. 243 |mobi l e, i f . i Streamng Engine: TCP Invalid finvalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
193. 43. 246. 250 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 3
46.19. 86. 179 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nvalid ACK nunber alert 3
92.70.135.242 |Netherlands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
141. 226.218. 25 |lsrael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber noni t or 3
71.48.149.20  |Wited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence i’(\q‘l:eer:cr:nsm't Wth different monitor |3
2.53.44. 160 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19. 86. 142 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 2
89. 139. 200. 134 |l srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 2
80.179.114.27 [Israel 147. 237. 72. 156 [anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
176. 13. 236. 186 |l srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
71.48.149.20 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 2
109. 253. 194. 187l srael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 2
2.53.49.103 I srael 147.237.77. 243 |mobi l e.i f .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
37.26.146.220 |Israel 147.237.0.19 |nedimatal.idf.il |Bad TCP sequence alert 2
117. 194. 239. 248|Indi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
176.13. 236. 186 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence ;ﬂ?ﬁg:\:;ggﬁ?&gth monitor 2
71. 48. 149. 20 Lhited Sates 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
62.0.34. 177 I srael 147.237.77. 216 |dover.idf .il drop First packet isn't SWN drop 2
176.13.231. 192 |l srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 2
66. 102. 9. 128 Lhited Sates 147.237.77.233 |atal .idf.il drop First packet isn't SYN drop 2
2.53.161.123  [Israel 147.237. 72. 156 |anan. i df .| Bad TCP sequence ﬂ;‘:ﬁtrs\:;:;;?c;fth monitor |2
46.19. 86. 179 I srael 147.237. 77. 216 [dover.idf .i Bad TCP sequence Inval i d ACK nunber noni t or 2
109. 64. 185. 178 |l srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19. 85. 56 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 248 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
46. 19. 85. 198 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
2.53.161. 123 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
139. 162. 37. 147 |nited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46.19. 86. 214 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nvalid ACK nunber alert 1
109. 253. 138. 251! srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
212.179. 140. 133|i srael 147.237.0.15 |kosher-kravi.idf .i|Bad TCP sequence wﬁtragjngcgfth monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
5.28.161. 61 | srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 86
37.26.146.220 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 86
37.26.146.148 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 46
176.13.224. 171 |Israel 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 38
46.19. 86. 129 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 33
176.13.231. 192 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 15
46.19. 85. 161 I srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 12
80.246.139.88 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
80. 246. 130. 223 [Israel 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 6
131.253.27.108 |lhited Sates [147.237.77.216|dover.idf.il Distributed Unhauthorized URL Access on waw idf.il/error. htm B ock 4
2.53.25.23 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
62.0.101. 97 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 62. 0. 101. 97 B ock 4
31.154.53.142  |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for aka.idf.il/ B ock 4
109. 64. 28.212 |lIsrael 147.237.72. 156 |anan. i df . i | DO stributed Suspici ous Response Qode B ock 3
85. 64. 92. 89 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89.237.97.183 |France 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df .il/404. htm B ock 3
109. 253. 157. 155|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
31.154.53.142 |[israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 4 B ock 3
165. 225.72. 74 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for www aka. i df.il/ishurindexanpcert/ B ock 3
109. 66. 186.59 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
85. 64. 92. 89 I srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut hori zed URL Access from 85. 64. 92. 89 B ock 2
2.53.142.37 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.179.227.91 |Israel 147.237.72.167|i shuri maka. i df . i|Untraceabl e SSL Sessi ons: Qpen Mde None 2
85.64.92.80 |Israel 147.237. 7. 243|nwbi l e idf 1 [adhorized t‘;‘eggrcy‘iim;esn <t ehi | ddoounent </ 1362 Bl ock 2
131.253.25.233 |lhited Sates [147.237.77.216|dover.idf.il Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 2
46.19. 85. 125 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
84.220.24.29 [Israel 147. 237.72. 166 |aka. i df . i | chaut nori zed LR ﬁscaef;art/?egi i1t o g df undet | ned Bl ock 1
213.57.159. 165 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
192.243.55.131 [Uhited Sates (147.237.77.74 |lawidf.il V\Uy;x;avult:vtrildzfé?l /uttnpﬁcacteesss/ sth(;red/ user cont r ol s/ | obbyi nf ocent eri t em Bl ock !
77.139.170. 107 |France 147.237.72. 166 |aka. i df . i | mu;;: rii dzf‘.eidl }Wn;jh:/dsaﬁ/{l?;v\paysl i p. s Bl ock 1
62.219.110. 152 |Israel 147.237.72.167|i shuri maka. i df . i|Untraceabl e SSL Sessions: Qpen Mde None 1
89.139. 186.62 |[lIsrael 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to waw idf.il/https: /v idf.il/ B ock 1
212.179.21.199 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx B ock 1
66.249.76.79  |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?“tzggr;;efegﬁ gfsctejfa;; (i1 es/ 5/ 69045, pef Bl ock 1
167. 220. 196. 11 zi;gegom 147.237.72. 166 |aka. i df . i | mn:k“gi??w;;r nf;;cor?:fltp'aggficEZ&S?CDh%Char$°t' 09 in None 1
5.51.131.5 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for waw aka.idf.il/giyus/ kadat z/ B ock 1
194. 72. 238. 241 E?i;;gom 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to / B ock 1
79.176. 133. 156 |Israel 147.237.72. 166 |aka. i df . i | aTgo(;fN?im:jn:}tsih:i}ggj;tilp?icgrw n$cphSachar $ct1 80 x in None 1
155.56.68. 217  |Ger many 147.237.72. 166 |aka. i df . i | mu;kr:rl i dﬁdl /'\gﬂ(ﬁmﬁn;toém st es/i e asp B ock 1
66.102. 9. 3 Wited Sates |147.237.72.166 |aka.idf.il m;li(g“it;d_ iLIj}artgihn(;rr:oZnic/j d';f;ﬂf?_;;’;xmom L on B ock 1
2.53.32. 144 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
212.179.37.196 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to wwwe aka. i df . il/vww tikshuv.idf.il B ock 1
66. 249. 76. 81 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp B ock 1
176.13.12. 18 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
31.154.19.5 I srael 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to waw i df.il/images/ 1. he/ sear chback. png B ock 1
195. 160. 242. 40 |l srael 147.237.72.166 |aka. i df . i | \Au;w'fvn;(": iﬁf??‘/}t&r NciggfiitgagificﬁzﬁngphsaChar$Ct' oLin None 1
79.181.182. 195 |Israel 147.237.76.42 |refuah.idf.il 1D4§T ;3?}];2.(14231;“;?;;5'rfaerdedﬁe:eic.issss on Bl ock 1
157.55.12. 73 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock

66. 249. 69. 97 I srael 147.237.77.74 |law i df.il Unaut hori zed URL Access to 147.237. 77. 74/ 1128- he/ pat zar . aspx B ock
37.26.149.146 |Israel 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
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