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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
212.179. 44. 34 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 8
157. 55. 39. 150 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context drop 6
176. 13. 224. 13 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4
89.139.177. 158 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4
109. 228. 19. 67 Uni ted Ki ngdom 147.237.77.216 dover.idf.il |SYN Hood out of context drop 3
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
17.78.149. 98 | srael 147.237.77. 216 dover.idf.il |SYNH ood del ete reset drop 2
109. 228. 19. 67 Uni ted Ki ngdom 147.237.77.216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 2
141.143. 212. 228 Bel gi um 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
209. 126. 136. 2 Lhited Sates 147.237.76. 30 hi nush.idf.il |B ack List drop 1
79.177.135. 251 | srael 147.237.77. 216 dover.idf.il |Hack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 34 yohal an.i df .i||B ack Li st dr op 1
80.178. 192. 154 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 42 refuah.idf.il |Back List drop 1
109. 253. 192. 186 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
54.72.0.55 Irel and 147.237.77.216 dover.idf.il |SYN Hood out of context drop 1
192. 115.177. 203 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

144.76. 8. 132 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 100
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
91. 121. 142. 227 147.237.72.166  |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 3
212.25.102. 63 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 254 147.237.77.216  [Israel dover . idf il portscan: TCP D stributed Portscan 1
122.72.53. 188 147.237. 0. 34 (hi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 170 147.237.77.216  [israel dover.idf.il portscan: TGP D stributed Portscan 1
94.156. 128. 25 147.237.77.19 Bul gari a | aw forumidf . il ET SCAN Potential SSH Scan 1
37.142. 215. 220 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
91.197.232.10 147.237.0. 33 Russi an Federation Pdf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.0. 19 Net her | ands madi matal.idf.il [ET SCAN NVAP -sS w ndow 1024 1
91.121.81. 33 147.237.77. 74 France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
2.53.161.8 147.237.77.216  [israel dover.idf.il portscan: TGP D stributed Portscan 1
81. 218. 40. 194 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
79. 180. 90. 96 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
62. 219. 224. 230 147.237.77.216  [israel dover.idf.il portscan: TGP D stributed Portscan 1
212.199. 0. 160 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
46.116. 98. 214 147.237.77.216  [Israel dover.idf.il ET SCAN NVAP -sA (2) 1
192. 115. 62. 243 147.237.77.216  [israel dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 86. 44 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
109. 253. 202. 37 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
45.79. 95. 64 147.237.77.176  |lhited Sates mat pash. i df .i | VEB- M SC Chunked- Encodi ng transfer attenpt 1
94.156. 128. 25 147.237.0. 19 Bul garia nadimatal .idf.il |ET SCAN Potential SSH Scan 1
37. 26. 146. 245 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.55.15.3 147.237.72.166  [Israel aka idf.il portscan: TGP D stributed Portscan 1
85. 64. 86. 161 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
2.53.134.78 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
80. 178. 215. 220 147.237.77.216  [israel dover.idf.il portscan: TGP D stributed Portscan 1
77.138. 60. 239 147.237.72.166  [France aka.idf.il portscan: TCP D stributed Portscan 1
213.57.141. 38 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.117.0. 127 147.237.77.216  [israel dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address
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Devi ce
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SN retransmt wth different
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80.246.130. 62 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence ol row scal e nonitor (293
46.19. 85. 90 I'srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdzitvrsac'znlt wth dfferent monitor |7
212.179. 140. 133|I srael 147.237.77. 233 |atal i df i1 Bad TCP sequence mﬁsgrjﬂsm wthdifferent Joonitor |6
212.179. 215. 221 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop
185. 24. 207. 100 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
185.24.207.100 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SIACK reransmt wehdifferent Joonitor [
84.229.27.124 |israel 147. 237. 77. 216 |dover i df .1 Bad TCP sequence mﬁsgfmmt wthdifferent | onitor o
46. 19. 86. 44 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber alert
87.71. 46. 159 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
185. 24.207. 102 |Israel 147. 237.77. 216 |dover . i of .1 Bad TCP sequence mﬁsgz’mmt wthditterent | onitor |4
128. 65.209. 72 |Ger many 147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
212.179.21.194 [Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 4
84.229.27.124 |Israel 147. 237. 77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |4
46. 19. 85. 47 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
80. 246. 133.0 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
212.179. 215. 221 | srael 147. 237. 77. 216 |dover.i df .il drop First packet isn't SWN drop 4
109. 65. 108. 191 | srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |4
71.48.149.20  |wited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence iZ'Jeert]é:”S”“ With different al ert 3
128.65.209.72  |Ger many 147.237.77. 234 |hal ag.idf .il SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |3
46.19.85.132  |Israel 147.237. 77. 243 |robi 1 e. i of . i | Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
79.182. 34. 153 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
82.102.169. 113 | srael 147.237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> RST nonitor |2
144.138. 159. 46 |Australia 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
37. 26. 149. 207 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
128.65.209. 72  |Ger many 147.237.76. 147 |chinuch. aka.idf.i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
212.179.21.194 [Israel 147.237.72. 166 |aka. i of .i | drop First packet isn't SWN drop 2
66.102. 9. 157 Lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SYN drop 2
176.13.231.90 |israel 147.237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> RST nonitor |2
46.19.86.190 | srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsgrjﬂsm wehdifferent Jopnitor |2
66. 102. 9. 159 Lhited Sates |147.237.77.233|atal .idf.il drop First packet isn't SYN drop 2
192. 115. 177. 203l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
46. 19. 86. 19 I srael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST monitor |2
176. 13. 232. 147 |Israel 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |2
5.29.223. 26 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
71.48.149.20  |[lnited Qates |147.237.76.86 [navy.idf.il Bad TCP sequence f:’;'l:eetné:mm vith different monitor |2
109. 253. 145. 191 |l srael 147.237. 72. 156 |anan. i df .i | dr op First packet isn't SYN drop
79.180.179. 183 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
31.168.107. 162 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S oL anemt Wth different moni tor |2
128.65.209. 72  |Ger many 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
109. 253. 204. 215|I srael 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 2
71.48.149. 20 Lhited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 2
192.118.73. 43 | srael 147.237.72.167 |ishurimaka.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 2
46.19.86. 71 I srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
176.13. 249. 114 |Israel 147.237.72.167|ishuimaka.idf.il [Bad TCP sequence mﬁsr;;ansmt wthdifferent | onitor |2
46. 19. 85. 87 I srael 147. 237. 72. 166 |aka. i df . | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
208.54.83.182 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 2
185. 24.207. 102 | srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 2
46. 19. 85. 152 I sr ael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
85. 65. 10. 168 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.246.139.88 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 272
109. 253. 210. 205|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 47
176.13.241. 65 |Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 31
46.19. 85. 53 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 28
5. 28. 161. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 28
176. 13. 18. 37 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 28
185.32.179.55 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 7
37.26.146.234 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
46.19. 86. 170 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
46. 210. 240. 204 [l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.167. 11 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
132. 70. 66. 10 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 253. 203. 112|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 2
. . Unaut hori zed Met hod PCST for
77.138.199. 246 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai v har edi m gener al . aspx B ock 2
37.26.146.148 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock
176.13.14.142 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (Qpen Mde None
. . Paraneter Read Qhly Molation in
79.178.158.89 |[Israel 147.237.72. 166 |aka. i df . i | v aka i df . i 1/ mai n/ sachar /£ or got passvor d. aspx None 2
37.26.146.196 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
45.79. 95. 64 Lhited Sates |147.237.77.176|mat pash.idf.il Mal formed LR B ock 1
185. 120. 126. 37 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.179. 163. 225 [lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407-he/ at al . aspx [B ock 1
. . Uhaut hori zed URL Access to
66.249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p st orage/ {1 es/ 4/ 60984. pf B ock 1
5.102. 195. 89 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None
157.55.39. 148 |Uhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/error. htm B ock 1
109. 67. 147. 234 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66.102. 9. 2 Wited Sates |147.237.72. 166 |aka. i df .i | Wnaut hor i zed Method PCST for Bl ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
] . . Unaut hori zed Met hod HEAD for
45.79.186.242 |Lhited Sates |[147.237.72.166|aka.idf.il ww aka. i of i 1/ el tany prat i i pi rt eyer ual B ock 1
176. 13. 232. 147 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None
74.91. 23. 166 Uhited Sates |147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock
. - Unhaut hori zed URL Access to
66.249.69. 101 |[Israel 147.237.77.74 |lawidf.il 147, 237.77. 74 tenpl at es/ get i | e/ get fi | e. aspx B ock 1
64.62.219. 70 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
85. 65. 165.192 |l srael 147.237.72. 156 |aman. i df . i | D stributed Suspicious Response Code B ock 1
79.183.79.5 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
45.79. 95. 64 Wited Sates |147.237.77.176|mat pash.idf.il Mil tiple Ml forned HITP Header Line from45.79. 95. 64 Bl ock 1
207.46.13.133 |Wited Sates |[147.237.72.166|aka.idf.il Distributed Unaut hori zed URL Access on 147. 237. 72. 166/ Bl ock 1
. - Unhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p storage/ 1 es/ 1/ 69851 pf B ock 1
. . Uhaut hori zed URL Access to
31.154.19.5 I srael 147.237.77. 216 |dover.idf.il v i df i /i mages/ 1. he/ but t onback. png Bl ock 1
157.55.39. 150 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
m ny- kosher - kravi . i df
66.249.64.131 |lsrael 147.237.0. 17 i lny Dstributed I11egal Paraneter Encodi ng None 1
80.246.139.88 |[Israel 147.237.0.19 |[nadimatal .idf.il Unt raceabl e SSL Sessi ons: (pen Mode None 1
. . Unaut hori zed URL Access to
46. 19. 85. 24 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar e/ bul | et 1. gi f Bl ock 1
. . Unhaut hori zed URL Access to
37.26.147.240 |Israel 147.237.76.31 |nakchal .idf.il 147, 237. 76. 31/ 894- he/ nakhal . aspx Bl ock 1
74.91. 23. 166 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed Met hod HEAD for 147.237.77. 216/ B ock 1
2.53.168. 193 I srael 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
132. 74. 56. 70 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 1
. . Unaut hori zed URL Access to
66.249.69. 119 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 1661 1 znor et/ gal | ery/ showpi ct ur e. asp B ock 1
64. 62.219. 77 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 1
. . D stributed Lhaut hori zed URL Access on
89. 139. 200. 134 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
80.246.130.34 |Israel 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on wawidf.il/error. htm B ock 1
45.79. 95. 64 Wited Sates |147.237.77.176|mat pash.idf.il Mil tiple Malformed URL from45.79. 95. 64 Bl ock 1
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