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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count |
46.19. 85. 112 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 31

176. 13. 243. 48 | srael 147.237.0.19 nadimatal .idf.il |DOSS SSL-d ear Text drop 8

109. 236. 84. 10 Net her | ands 147.237.76. 198 e.yohalan.idf.il |Back List drop 1

73.97. 140. 187 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Back List drop 1
185.94.111.1 Russi an Federation 147.237.76. 177 ncore.idf.il B ack List drop 1

83. 142. 230. 136 Uni t ed Ki ngdom 147.237.77. 205 prisha.idf.il JLMPurple Gon Linmt Htp drop 1
185.94.111. 1 Russi an Federation 147.237.76. 201 eatal.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount
62. 210. 143. 245 France 147. 237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 12
139. 193. 40. 129 I ndonesi a 147.237.77. 176 nat pash. i df . il 12580: HITP. SQ Injection (Qookie Header) B ock 1




09-05-2016-11:04:23 to 09-05-2016-12:04:23

|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

195. 245. 205. 76 [147.237.0. 19 gg::;”ion madi matal .i df i PCLI CY- OTHER TCP packet with urgent flag attenpt 1
46.120.50.241 [147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
195. 245. 205. 76 |147.237.77. 216 23;:30” dover i df il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
82.81.214.152 |147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
163. 172. 238. 38 |147. 237. 76. 196 [Uni ted Ki ngdom |e. sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 34 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 245. 205. 76 |147.237. 77. 205 ?ég:;;m prisha.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 1
79.178.163. 131 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.164. 180 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
141, 226. 147. 179|147. 237. 76. 86 |Israel navy.idf.il ET SCAN NVAP -sA (2) 1
195. 245. 205. 76 |147. 237. 76. 199 Eég:::t”im e.nakchal .idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
79. 176.51. 50 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
2.53. 48. 254 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 167. 6. 84 147.237.76. 197 |Lhited Sates e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.124.24.9 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 245. 205. 76 |147. 237. 76. 39 23:::;'}0” nobile.neitav.idf.il  |PCLI CY- OTHER TCP packet with urgent flag attenpt 1
93. 157. 86. 96 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
62.210.250. 111 [147.237.0.19 |Fance nedi matal .idf.il ET SCAN Potential SSH Scan 1
195. 245. 205. 76 |147. 237. 76. 30 Eég:::t”im hi mush. i df . i | PCLI CY- OTHER TCP packet with urgent flag attenpt 1
87.71.246. 53 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
46.227.67.172  |147.237.77. 170 |Sweden naar achot . i df .i ET SCAN NVAP -sS wi ndow 1024 1
195. 245. 205. 76 [147. 237. 72. 167 gg::;”ion i shuri maka. i df i1 PCLI CY- OTHER TCP packet with urgent flag attenpt 1
85. 64. 11. 27 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
46.148.16. 146  [147. 237. 76. 200 |Lkrai ne eitan aka.idf.il ET SCAN Potential SSH Scan 1
195. 245. 205. 76 |147. 237. 8. 45 ?;Z:;:I”ion eeitan.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
84.94.208. 121 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 245. 205. 76 |147.237. 8. 14 gg::;”ion e.orchot.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
46.148.16. 146  [147.237.0.34 |kraine tikshuv.idf.il ET SCAN Potential SSH Scan 1
82. 146. 49. 51 147.237.0.19 [Uited Sates  [nadimatal .idf.il ET SCAN Potential SSH Scan 1
213.8.83.6 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
192.114.3.241 |147.237.77. 226 |Israel woun chanat z. aka. i df . i | [ET SCAN Rapi d PGP3 Gonnections - Possible Brute Force Attack |1
46.19.86.201  |147.237.77.216 (I srael dover.idf.il portscan: TCP O stri buted Portscan 1
195. 245. 205. 76 [147. 237. 7. 212 ?;Z:;:I”ion e. dover. i df il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
81.218. 76. 12 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1

_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
161.18. 199. 151 [147.237. 77. 179 |Col onbi a e.nazi.idf.il ) 1
Potential Scan or Brute Force

2.55.4.11 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 245. 205. 76 |147.237.77. 121 23;:30” e.navy.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
79.178.54.156  [147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
2.53.61.69 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 66. 42. 233 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.126.81. 35 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
195. 245. 205. 76 |147. 237. 76. 196 23:::;'}0” e svivaid.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
104. 128. 144. 131|147. 237.8.50 |Canada e tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
62.210.250. 111 |[147.237.77.19 |Fance | aw forumi df il ET SCAN Potential SSH Scan 1
195. 245. 205. 76 |147. 237. 76. 34 23;:30” yohal an. i df .i PCLI CY- OTHER TCP packet with urgent flag attenpt 1
87.236.194. 161 |[147.237.76.38 [Czech Republic |e.e.neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 116. 123. 135 |[147.237.76.39 |Wiited Sates  |nobile neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 245. 205. 76 [147. 237. 72. 217 gg::;”ion eid.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
85. 250. 234. 177 |147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
46.227.67.172 |147.237.77. 121|Sweden e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

176. 13. 227. 251 |l srael 147.237.76. 200 |ei tan. aka.i df .i | Ret r ansni ssi on Packet dr opped. drop 18
141, 226. 147. 179I srael 147.237.77. 233 |atal .i df . Bad TCP sequence md;it’rsac”;rzt wehdifferent | nitor |16
82. 80. 196. 44 | srael 147.237. 72. 156 |anan.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or 9
82. 80. 196. 44 | srael 147.237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
109. 67. 237. 24 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
109. 65. 123.13 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
46.19. 85.48 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber mnitor |5
46.19. 85. 90 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence V?':d;irsa:;”gt wthdfferent | nitor |4
141. 226. 147. 179)I srael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence S et ranem! wthdifferent | nitor |
46.43. 111, 234 ga:lcis;ii:;a” Territoryly 47, 237, 77. 176 |natpash. i il |drop First packet isn't SN dr op 4
176. 13. 243. 182 |l srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
84.110. 176. 193 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
185.3.147.232  |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
84.110.176. 193 |[Israel 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
192.116. 92. 220 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
37.26.148.239 | srael 147.237.77. 243 |nobi | e. i of .| Streaming Engi ne: TCP Invalidinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
46.19. 85. 70 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber mnitor |3
62.96.190. 166 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
109. 65. 18. 221 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46. 19. 86. 245 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
46. 19. 86. 28 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46.19.85.6 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 2
84.95.85. 11 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46. 19. 85. 70 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 2
79.179.15.4 I srael 147.237.72. 167 [ishurimaka. i df .i| [SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
212. 25.102. 63 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 227 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19. 85. 42 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber mnitor |1
109. 253. 207. 224 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 1
216.218. 206. 118|Lhited Sates 147.237.72. 167 |ishurimaka.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
212.29.202. 206 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 1
176. 13. 234. 124 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
46. 19. 85. 48 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 1
109. 253. 215. 82 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
85.130.219.42 |lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
72.5.195.133 Lhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
45.56. 74. 212 Lhited Sates 147.237.77.234 |hal ag.i df . il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
139. 162. 225. 219|Wnited Sates 147.237.77.227 |e.hanaz.idf.i1  |[Geo-1 ocation enf or cement gﬁ?o'rggﬁ;?n I nbound drop 1
85.130.219.42 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
72.5.195. 133 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
195. 60. 235. 57 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 183 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141. 226. 218. 66 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber mnitor |1
212.179. 218. 166|I srael 147.237.77. 170 |maarachot .idf .il |dr op First packet isn't SN drop 1
46.120. 122. 219 |l srael 147.237.77.74 |lawidf.il drop SAMrul e drop 1
176.13.244.9 I srael 147.237.77. 243 |mobil e.idf i1 Bad TCP sequence Inval i d ACK nunber monitor |1
141.212.122.82 |lhited Sates 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
85. 130. 219. 42 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
176.13.243.48 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 112
109. 253. 146. 25 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 84
212.40.139.39 |Lebanon 147.237.77. 216 |dover.idf . il Ostributed Wnhaut hori zed URL Access on waw i df.il/error.htm Bl ock 16
212.25.67.206 |Israel 147.237.76.42 |refuah.idf.il Distributed Unaut horized HTTP Met hod B ock 13
209. 88.198. 1 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 5
132.72. 33. 69 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ B ock 5
213. 8. 204. 40 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
212.25.67.206 |Israel 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 212. 25. 67. 206 B ock 4
213.57.165.51 |Israel 147.237. 72. 166 [aka. i df . i | ek 1ot 11 E/Ogr;ii ;lfsd/ et ot et i o el get aut huser Bock |4
176.13.227. 251 |Israel 147.237.76. 200 |ei t an. aka. i df . i m“g' N ;'n_zzsaﬁf éffftsjnéloat es/ honepage homepage. aspx Bl ock 3
132. 72. 33. 69 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/sip storagelfiles/ 3/ Bl ock 3
220. 255. 103. 184S ngapor e 147.237.77.216|dover.idf .i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
195.62.18.235 |Israel 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod B ock 2
165. 72.200. 11  |Europe 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for waw aka.idf.il/ishurim Bl ock 2
176.13.12.128 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
80. 246.140.82 |Israel 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Code B ock 2
141. 226. 147. 179l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
R E i e e T o iy TR |
212.25.102.63 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
46.19. 85. 170 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f B ock 1
203. 127.58. 229 |S ngapore 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed URL Access on ww i df.il/error.htm B ock 1
176. 13. 227. 109 |l srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
82. 80. 196. 44 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code Bl ock 1
217.194.198.30 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 1
64.62.219.164 |Lnited Sates |147.237.77.216|dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 1
2.53.2.126 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response CGode B ock 1
192. 115. 177. 2021 srael 147. 237.72. 166 |aka. i df . i | mn;):; i';?f ?ﬁ;;rn/;‘\!hgf;ﬁim?gg& None 1
157.55.39.118 |Wited Sates |147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/robots. t xt B ock 1
77.124.247.188 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 1
46.120.73.198 |Israel 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
203.127.58. 237 |9 ngapore 147.237.77. 216 |dover.idf . il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm Bl ock 1
219.75.81.166 |9 ngapore 147.237.77.216|dover.idf .i | Distributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
66.249. 66. 197 |Israel 147.237.77. 216 [dover . i df . i | Uhaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
2.53.163. 106 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
195. 62.18.235 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut horized URL Access from 195. 62. 18. 235 B ock 1
165. 72.200. 11 |Eur ope 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed Method for Known URL from 165. 72. 200. 11 B ock 1
77.138.30.213 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for v aka. i df.il/main/snalinisnalimaspx  |B ock 1
212.179.28.34 |lsrael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed LRL Access to maarachot.idf.il/pdf/files/2/110192. pdf B ock 1
203.127. 96. 232 |9 ngapor e 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/error. htm B ock 1
64.62.219. 71 Uhited Sates [147.237.77.216|dover.idf.il Ostributed Unhaut hori zed URL Access on waw i df.il/error.htm Bl ock 1
66. 249. 69. 97 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 869- 3860- he/ pat zar . aspx B ock 1
37.26.148.184 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
77.138.109. 234 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for waw aka. i df . i/ mai n/ haredi migeneral . aspx |B ock 1
207. 46.13. 36 Lhited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to www navy. i df.il/mai n/gi yus/ general . aspx B ock 1
64.62.219.150 |[wnited Sates |147.237.77.216|dover.idf.i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
176.13.249. 6 I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
212.25.67.206 |lsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to waw refua atal .idf.il/sip storagel/files/1/ B ock 1
66.249. 76. 75 | sr ael 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.19. 85. 90 I srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css Bl ock 1
195.62.18.235 |Israel 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock 1
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