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09-05-2016-09:04:04 to 09-05-2016-10:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
109. 205. 114. 106 Irag 147.237.77.216 dover.idf.il |HTTP-M SC-Acuneti x- U | dest - r eset 4




09-05-2016-09:04:04 to 09-05-2016-10:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
93.174. 95. 106 Net her | ands 147.237.72. 167 ishurimaka.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
109. 205. 114. 106 Iraq 147.237.77. 216 dover.idf.il 10767: HITP. Acunetix Security Scanner B ock 1




09-05-2016-09:04:04 to 09-05-2016-10:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
82. 80. 193. 236 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
64.137.171. 55 147.237.77.19 Canada | awforumidf . il ET SCAN Potential SSH Scan 1
46. 116. 27. 80 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 36 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179.21. 194 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
163. 172. 169. 150 147.237.72. 14 Uni ted Ki ngdom dover.idf.il(old) ET SCAN Potential SSH Scan 1
85. 65. 237. 28 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
84.109. 112. 90 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
82.81.172. 111 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.54.1 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.227.67. 172 147.237.77. 226 Sweden wiw chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 120 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
180. 166. 131. 142 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
87. 68. 10. 182 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
85. 64. 88. 179 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
84. 95. 193. 106 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1




09-05-2016-09:04:04 to 09-05-2016-10:04:04

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
104. 49. 85. 55 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 116
24.154.151. 146 |lhited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 85
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
89.237.71.168 |France 147.237.77. 226 ‘.":"IWCha"mZ' aka.tdl |4 op First packet isnt SWN drop 27
62. 0. 224. 129 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 25
50. 245. 216. 33 |lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 16
80.246.133.92 I srael 147.237.77. 233 |atal i cf .i | Bad TCP sequence mdroitvrsacr;"r Wth different moni tor |16
62.0.227.9 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 11
2.55.152. 96 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 10
82. 163. 70. 201 zi;;gom 147.237. 77. 176 |nat pash. i of . | drop First packet isn't SN drop 10
212.179. 215. 221l srael 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence Invalid AGK nunber noni t or 10
212.179. 215. 221 |l srael 147. 237. 77. 170 |nmar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 10
213.8.110.121 |[lIsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 8
37.26.148.217 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence alert 8
212.25.103. 10 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SWN drop 8
37.26.148.217 [Israel 147.237.72. 166 |aka.idf .i| Bad TCP sequence noni t or 8
89.237.71.168 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46. 19. 86. 167 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber aert 8
37.26. 148. 217 | srael 147.237.72. 166 |aka. i df .| dr op First packet isn't SYN drop 8
46. 19. 86. 167 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACGK nunber noni t or 8
46.19. 85. 201 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
212.179. 215. 221|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |7
212.179. 215. 221 |l srael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 7
212.179. 215. 221 |l srael 147. 237. 77. 170 |nmar achot . i df .i | drop First packet isn't SN drop 7
46. 19. 85. 143 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 7
46. 19. 85. 230 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 6
2.53.135. 4 I'srael 147. 237. 76. 200 |ei tan. aka. i f . Streaning Engine: TCP Invalid |invalid segnent retransmission. [, 6
Ret r ansni ssi on Packet dr opped.
46.19.85.143  |[israel 147.237.77. 226 " chanatz. aka. 1df 1paq TOP sequence Inval i d ACK nunber aert 6
46. 19. 85. 230 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
2.53.165.211 [ srael 147. 237. 77. 216 |dover i f . i Bad TCP sequence jwﬁtﬁ;jgz?c;gth moni tor |6
80. 246. 138. 196 I srael 147. 237.77. 243 |mobi l e, i df . Streaning Engine: TP Invalid imvalid segrent retransmssion. |y o 6
Ret r ansmi ssi on Packet dr opped.
2.55.152. 96 | srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or
195. 46. 23. 74 G eece 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
2.55.152.96  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence ﬂﬁtrs\;;ggﬂ%:"th moni tor |5
46. 19. 85. 230 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 230 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or
89.237.71.168 |Fance 147.237.77.74 |lawidf.il drop First packet isn't SN drop
84.94.191.117 |israel 147. 237.76. 200 |ei tan. aka. i df . i Streaning Engine: TCP | nvalid invalid segnent retransnission drop 4
Ret ransni ssi on Packet dr opped.
2.53.136. 2 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence ﬂﬁtrs\;;ggﬂ%:"th moni tor 4
122.170. 189. 57 |India 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
37.26. 148. 217 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4
176. 13. 6. 115 | srael 147.237.77. 243 |nobi [ e.idf .i | drop First packet isn't SN drop 4
185.120.126.8 |l srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |4
212.179. 215. 221 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 4
66.249. 93. 158  |Eur ope 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id invalid segnent retransmission. |, o, 3
Ret r ansmi ssi on Packet dr opped.
80. 246. 133. 3 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
46.19. 86. 221 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid AGK nunber aert 3
185. 27.106. 182 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
147.236.38.29 |Israel 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
85. 130. 242. 199 |l srael 147.237. 72. 166 [aka i df .i | Bad TCP sequence Invalid AGK nunber noni t or 3




09-05-2016-09:04:04 to 09-05-2016-10:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
109. 253. 221. 29 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 52
2.53.62.183 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 29
46.19.86. 78 I srael 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 27
2.53.189. 85 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 18
2.53.15. 151 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 14
37.26.148.192 [Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 10
176.13.231. 192 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 9
93.172.151. 103 |Israel 147.237.72.166 |aka. i df . i | m“;;:rii df.’?l ;\ﬁ;hr‘])/dgiﬁ?kf o ki osk. asix B ock 6
212. 143. 187. 162|l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 5
77.139.80.115 |France 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.139.80.115 |B ock 4
2.55. 154. 113 I srael 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 3
176.13.2.8 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.53.173. 235 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
213.8.50.10  |[israel 147.237.76.42 |refuah.idf.il Paraneier Type Mo ﬁtjfglgngffng;ﬁ”;;fcem' deriStxt@ntent in goge |3
46.19.86.78 I sr el 147.237.0.19 |nadimatal .idf.il gd?r;ez;l Tﬁ";‘?.\i'1I‘j'f;gﬁlf;gggﬁ?;:%?fzg deri$txt@ty in Bl ock 3
109. 253. 145. 90 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 197 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
212.143. 187. 162l srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut hori zed URL Access from 212. 143. 187. 162 B ock 3
89.139.33.170 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 89. 139. 33. 170 B ock 3
46. 19. 86. 212 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
80. 246. 130. 139 [l srael 147.237.77.216|dover.idf .i | Dstributed Uhaut hori zed URL Access on wwidf.il/error. htm Bl ock 2
2.55.188. 76 I srael 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 2
2.55.0.62 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 2
212.117. 140. 170]l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in LR B ock 2
80. 246. 139. 120 |[Israel 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 2
77.139.80.115 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for vww aka. i df . il/mai n/ sachar/kl al i . aspx [B ock 2
2.53.132.51 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 2
109. 205. 114. 106|iraq 147.237.77. 216 |dover.idf . il Mal formed URL www acunet i X. ws: 443 B ock 1
66.249.69.93 [Israel 147.237.77.74 |lawidf .i| e o 1O oat zar . aspx Bl ock 1
89.139.33.170 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip storagel/files/ 9/ B ock 1
77.124.247.188 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
50.245.216.33 |Wited Sates [147.237.77.216|dover. i df.il Unaut hori zed URL Access to wan idf.il/tenpl ates/social /undefined |B ock 1
203.127.96. 198 |3 ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed URL Access on wwidf.il/error. htm B ock 1
109. 205. 114. 106|iraq 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/consol e/ _security_check B ock 1
2.55.175. 14 I sr el 147.237.76.31 |nakchal .idf.il ﬂ?ugggr;éegﬂtg‘pfgfsfasgéﬁl | es/ 8 1666, doc Bl ock 1
80.246.133.92 I srael 147.237.77.233|atal . i df .| o r2i3b7t_'t7ef ;Q;“tlgggfg oo _A:;:gis on Bl ock 1
66.249.69.97 [Israel 147.237.77.74 |lawidf .i| e o e 'O oat zar . asp Bl ock 1
89. 237. 105. 158 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il /v tikshuv.idf.il B ock
77.138.57.9 France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw anan. i df .il/favicon.ico B ock
66.102. 9.8 Wited Sates [147. 237. 72. 166 |aka. i df . i | m;:(guit;d. iﬁr}a:;ihn‘;rhiozni‘/j d'\e‘:;:‘l’?_ ;‘SJLXK”OV‘” L on Bl ock 1
207. 46. 13. 32 Lhited Sates |147. 237. 77. 226 ¥M:V\|I chamat z. aka. i d Uhaut hori zed URL Access to waww chanat z. aka. i df . i1/404. aspx Bl ock 1
2.53.29. 147 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
80. 246. 138. 196 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
213.57.63.238 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76. 2 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed UR. Access to nobil e.idf.il/appl e-app-site-association |B ock 1
46.19. 86. 140 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
185. 3. 147. 189 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.64.30 I srael 147.237.76.42 |refuah.idf.il ﬂ?”;gf r;éii/ ;a; Bl er/ ki . os Bl ock 1
66.249.76.115 I srael 147.237.77. 216 |dover . i df .i | e e e hef dover. aspx Bl ock 1
190. 102. 56. 100 |Pananma 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for v aka.idf.il/main/ kapat z/ B ock 1
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