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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
109. 236. 84. 10 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
209. 126. 122. 33 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
80. 82. 65. 168 Net her | ands 147.237.76. 177 ncore.idf.il B ack Li st drop 1
209. 126. 122. 33 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
188. 165. 18. 232 Pol and 147.237.77. 216 dover.idf.il [ClL000016: HITP. adninistrator in LR Per nit 8
5.9.111.70 Ger many 147.237.77. 216 dover.idf.il |ClL000074: HITP. najestic bot Per nirt 8
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|Top Attackers In |D|

ﬁtdtda:ceki ‘Target Addr ess étu"’r‘]ctkre; ‘Ste ‘Signature ‘Count‘
45.79.71.122  |147.237.72.167 |Lited Sates [ishurimaka idf.il [WEB- M SC Chunked- Encodi ng transfer attenpt 4
199. 255. 20. 103 [147. 237. 76. 38 |Wited Sates |e.enmeitav.idi.il |ET SCAN NVAP -sS w ndow 1024 1
124.83.39.128 |147.237.0.15  |Phi i ppi nes Kosher-Kravi i df.”EI' SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.237.113.93 |[147.237. 77. 216 |France dover.idf.il portscan: TCP O stributed Portscan 1
46.227.67.172 |147. 237. 76. 147 [Sweden chinuch. aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
2.55.154.113  [147.237.77. 216l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
208. 100. 26. 228 [147.237.77. 179 [Uhited Sates |e. nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 13. 228. 200 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
94.102. 48. 195 |147. 237.77. 176 |Net her| ands nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
79.178.57. 124 (147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
195. 160. 242. 40 |l srael 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 41
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 39
46. 19. 85. 177 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber monitor |31
46.19. 85. 177 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 21
195. 160. 242. 40 |l srael 147.237.77. 216 [dover. i df . i SYN Attack SYN -> SYN-ACK -> Tineout [nonitor (20
2.53.178.238 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
2.55.133.228 I 'srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |13
46.19. 85. 177 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d AGK nunber noni tor |12
77.126.5. 65 I srael 147. 237. 77. 216 |dover i of i Bad TCP sequence S retransmt wth different o, o0 g
wi ndow scal e
Sreamng Engi ne: TCP i i ssi
80.246.139. 62 |l srael 147.237.77. 243 |nobil e. i of . mng Engine: 1 Invalid segnent retransmssion. | 9
Inval id Retransm ssion Packet dr opped.
46.19. 85. 181 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |8
46.19.85.143  |[israel 147.237.77. 226 " chanatz. aka. 1df a4 TCP sequence Inval i d ACK nunber moni tor |7
46. 19. 85. 143 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
2.53.10. 155 I srael 147.237. 77. 216 [dover. i df . i SYN At ack SYN -> SYN-ACK -> Ti neout [nonitor
46.19. 85. 48 I srael 147.237. 72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> RST noni t or
Sreamng Engi ne: TCP i i ssi
91.227.71.250 |Israel 147. 237.72. 166 |aka i df . i | mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval i d Retransm ssion Packet dr opped.
46. 19. 86. 255 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
82. 166. 204. 148 |l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid sequence nunber nonitor |6
46. 19. 86. 98 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
176.13.12.230 |Israel 147.237.76.31 |nakchal .idf.il drop First packet isn't SN drop 6
46.19. 85. 177 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
46.19. 85. 181 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
2.55.154. 113 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni tor |4
2.53.143. 47 I 'srael 147. 237. 72. 156 |anan. i df . i SYN Att ack SYN -> SYN-ACK -> RST monitor |4
32.215.5.54 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
176.13.12.230 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46. 19. 85. 181 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 4
46. 19. 86. 98 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber alert 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46. 19. 86. 40 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber alert 4
46.19.85.122  |israel 147.237.77. 226 [} chanatz.aka. 1df a4 TCP sequence Inval i d ACK nunber moni tor |4
Sreaning Engi ne: TCP i i ssi
37.142.107. 205 |israel 147.237.76. 200 |ei tan. aka. i df . mng Engine. 1 Invalid segnent retransmssion. |q 4
Inval id Retransm ssion Packet dropped.
46. 19. 86. 40 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
S reamng Engi ne: TCP i i ssi
79.179. 125. 205 |Israel 147.237.76. 200 |6i tan. aka i df .i mng Engine: 1 Invalid segnent retransmssion. | 4
Inval id Retransm ssion Packet dropped.
176. 13. 251. 215 |l srael 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 4
Sreamng Engi ne: TCP i i ssi
31.154.41.17  |israel 147.237.77. 243 |robi | e. i of . i | mng Engine. 1 Invalid segnent retransmssion. |q 4
Inval id Retransm ssion Packet dropped.
46. 19. 86. 40 I srael 147.237.77. 226 " chamatz. aka. 1df |gay TP sequence Inval i d ACK nunber monitor |4
98.194.194.25 |Lhited Qates 147.237.76.86 |navy.idf.il Bad TCP sequence i’;'l:eer:é:m"“ wehdfferent  Joonitor |3
98.194.194.25 |lLhited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
2.53.179. 120 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber roni t or
S . Geo- | ocati on i nbound
66. 249. 93. 16 Eur ope 147.237.77. 121 |e.navy.idf il Geo-1 ocati on enf or cenment enf or cement drop 3
46. 19. 86. 255 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber alert
185. 20. 5. 157 Lhi ted Ki ngdom 147.237.72. 166 |aka. i df .i SYN At ack SYN -> SYN-ACK -> Tineout |[alert
e . Geo- | ocati on i nbound
66. 249. 93. 16 I srael 147.237.77. 121 |e. navy.idf il Geo- | ocati on enf or cenment enf or cenent drop 3
62.0.242.129 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop
185. 20. 5. 157 Uhi ted Ki ngdom 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout [nonitor
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber noni t or
188. 225, 189, 15[ A eStNaA 1147 37 77. 216 |dover. i df. | Bad TCP sequence moni tor |3
Territory, Gecupied
81.218.167.58 |[lIsrael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or
188.238.38.56 |Fnland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.173.235 | srael 147.237.0.19 |nadimatal .idf. i[O stributed Suspicious Response Code B ock 218
2.53.29.8 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 88
212.143.187. 162|lI srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 25
2.53.15. 151 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 21
79.177.118.65 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 7
84.109.101.42 [israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 5
45.79.71.122 Lhited Sates [147.237.72.167|i shuri maka. i df.i|Ostributed Ml forned HITP Header Line B ock 4
45.79.71.122 Lhited Sates |147.237.72.167|i shuri maka. i df.i|Distributed Ml forned UR B ock 4
2.55.154. 113 I srael 147.237.0.19 |[madi matal .idf.il|0stributed Suspicious Response Code B ock 4
45.79.71.122 Lhited Sates [147.237.72.167|i shuri maka. i df.i|Di stributed Unknown HTTP Request Met hod B ock 4
46. 19. 86. 78 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 107 I srael 147.237.0.19 |[madi matal .idf.il|0stributed Suspicious Response Code B ock 3
66. 249. 76. 83 I srael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 3
212.143.187. 162l srael 147.237.76.31 |nakchal .idf.il Ml tipl e Wnauthorized LRL Access from 212.143. 187. 162 B ock 3
79.177.118.65 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storagel/files/2/ B ock 3
37.26.147.222 |lsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
46. 19. 86. 47 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.12. 128 |Israel 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 3
87. 70. 42. 90 I srael 147.237.72. 166 |aka. i df . i | m;:(;uit;d. I'ﬂi‘; T]?ziaiziul\ftcggfa;o&s@;")‘(" WL on Bl ock 2
176. 13. 21. 53 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
134.191.232.71 |l srael 147.237.77.216|dover. i df . i | Distributed Waut hori zed URL Access on waw idf.il/error. htm Bl ock 2
109. 253. 205. 226l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
134.191. 232. 69 |l srael 147.237.77. 216 |dover.idf .i | Distributed Whaut hori zed URL Access on wwvidf.il/error. htm B ock 2
80.246.139.62 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
37.26.149.244 |Israel 147.237.76.42 |refuah.idf.il Mil ti pl e Unhaut hori zed URL Access from 37. 26. 149. 244 Bl ock 1
77.138.188.53 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for www aka. i df .il/nai n/ sachar B ock 1
217.132. 124. 230|l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wa aka. i df.il/mai n/ sachar/ about . aspx B ock 1
66. 249. 64. 227 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1273- he/ at al . aspx B ock 1
134.191. 232. 70 |l srael 147.237.77. 216 |dover.idf .i | Distributed Whaut hori zed URL Access on wwvidf.il/error. htm B ock 1
81.218.241.25 |Israel 147.237.77. 176 [mat pash. i df .il  |Miltiple Wauthorized URL Access from 81.218. 241. 25 Bl ock 1
66. 249. 76. 2 I srael 147.237.77.243|nobi | e.i df . i | Unaut hori zed URL Access to nobile.idf.il/.well-knowy assetlinks.json B ock 1
62.90.111.226 | srael 147.237.72.166 |aka. i df . i | m”ifiszﬁfﬁL/gﬁﬁfrffmm in None 1
95.35.223.216 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock
77.139.186.40 |France 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.66.75 I srael 147.237.76.86 |navy.idf.il Sa\sltyr: outed ;fsﬂ;;‘fg'r i;dasu‘jsﬁg\fﬁejfu;”asp B ock 1
2.53.173. 235 I srael 147.237.0.19 |nadimatal .idf.il[SSL Untraceabl e Connection - Qpen Mde None 1
82.81.240.220 |israel 147.237.72. 166 |aka. i df . i | :)L'ri%i/ i?’;;g?ﬁﬂ?;:gifégl}gcﬁi/ fm’j 1V kapat 2/ /1 es#012 B ock 1
66.249.64.66 | srael 147.237.0.34 |tikshuv.idf.il ﬁiégafl:tdff’i ws:jtgog;iyii(/jggr :]C.Caes‘?; on Bl ock 1
66. 249. 66. 78 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp |B ock 1
46. 19. 86. 231 I srael 147.237.77.216|dover .i df . i | Illegal HITP \ersion B ock 1
157. 55. 39. 68 Lhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ B ock 1
82.81.240.220 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from82.81. 240. 220 B ock 1
68.180.228. 231 |United Sates |147.237.77. 176 nat pash. i df .i | mag;:{t%‘;e M /Oigéé?ﬁefsgggt".“aisgx Bl ock 1
66. 249. 64. 126 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/main/giyus/ general . aspx B ock

109. 253.207. 79 |l srael 147.237.77.176 [mat pash. i df .i|  |UWhauthorized UR. Access to www cogat . idf.il/894-ar Bl ock
66.249. 66. 177 |l srael 147.237.77. 216 |dover.i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 1
46.19.86.231  |Israel 147.237.77. 216 |dover. i df . i | mniot;”f’? : mzn;e;ﬁftser'\]ﬁ:(;?? o Isgnst‘?;ri end. aspx Bl ock 1
167. 220. 196. 11 zint:gom 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for ww aka. i df . il/mai n/home/ defaul t.aspx  |Bl ock 1
77.126.5. 65 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
212. 143. 187. 162l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/sip_storagelfiles/ 2/ B ock 1
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