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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count
204. 93. 154. 212 Wited Sates 147. 237.77. 74 lawid.il TCP Scan (verti cal) dr op 155
58. 186. 25. 153 \i et nam 147.237.77.170 naar achot . i df . il Frk_Under Attack Con_Tcp dr op 1

185.94.111.1 Russi an Federation 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature

121. 40. 25. 174 |Chi na 147.237.77. 216 |dover.i df .i | 5670. HTTP. SQ Injection (SELECT) B ock 9
204.93.196. 218 |lnited Sates [147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 7
121.40.25.174 |China 147.237.77.216|dover. i df . i | 6134: HITP. SQ Injection Variable Decl aration Evasion B ock 6
213. 203. 204. 143|Ger many 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 5
204.93.196.218 |lhited Sates |[147.237.76.42 |refuah.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
50. 77. 136. 81 Lhited Sates |147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
210. 242. 135. 203|Tai van 147.237.76.42 |refuah.idf.il ;4;&1& tlgﬁcgﬂg)i cation with Destination bost is Admnistratively (g . 1
210. 242. 135. 203 |Tai wan 147. 237.76. 147 |chi nuch. aka. i df . i ﬁigﬁit‘xc&l’ﬂg; cation with Destination Fbst is Admnistratively g 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

121. 40. 25. 174 147.237.77. 216 (hi na dover.idf.il SQ Injection - Select Fom 6
91.121.78. 42 147.237.77. 74 France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
46. 19. 86. 228 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 2
208. 100. 26. 228 147.237.8.50 Lhited Sates e.tikshw.idf.il |ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.76. 198 Lhited Sates eyohalanidf.il |ET SCAN NVAP -sS w ndow 1024 1
5.255. 90. 133 147.237.77. 227 Net her | ands e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
208. 100. 26. 228 147.237. 76. 176 Lhited Sates test.ncore.idf.il [ET SCAN NVAP -sS w ndow 1024 1
204.93. 196. 218 147.237.76. 42 Lhited Sates refuah.idf.il SQ Injection - Select From 1
94.102. 48. 195 147.237.8. 45 Net her | ands e.etanidf.il ET SCAN NVAP -sS w ndow 1024 1
79.182. 100. 8 147.237.72. 166 I 'srael aka idf.il ET SCAN NVAP -sA (2) 1
46.227.67.172 147.237.76. 176 Sweden test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
5.255. 90. 133 147.237.77. 233 Net her | ands atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker

ountry ‘Target Address |Ste Signature
176. 13.12. 230 |l srael 147.237.76.31 |nakchal .idf.il dr op First packet isn't SN drop 26
176.13.12. 230 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 21
74.208.218.66 |[Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SN drop 18
98.194.194.25 |lLhited Sates [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 16
Lhited e
85. 232. 60. 142 Ki ngdom 147.237.76.86 |navy.idf.il dr op SAMrul e drop 15
73.148.127. 249 |Whited Sates [147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 15
98.194.194.25 |lLhited Sates [147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 15
46.19.85.177  [lIsrael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |14
Sreamng Engine: TCP Invalid i i ssi
80. 213. 68. 236 |Nor vay 147. 237. 77. 216 |dover. i of . i1 9 =g Invalid segnent retransmssion. |, 14
Ret r ansni ssi on Packet dropped.
192.118. 36.53 |l srael 147.237. 72. 167 |i shuri maka. i df . il dr op First packet isn't SYN drop 14
98.194.194.25 |Wnited Qates [147.237.76.86 |navy.idf.il Bad TCP sequence igurséésnsmt wWth different alert 14
73.148.127. 249 |Whited Sates [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 14
98.194.194.25 |Wited States [147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rt]ggnsmt wWth different monitor |14
73.148.127. 249 |Wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i:‘ur:rzcrsns”"t wth different moni tor |13
73.148.127. 249 |Wited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence i’;‘ur:rt]ggnsmt wWth different aert 13
Sreamng Engine: TCP Invalid i i ssi
40.77.167.88 |United Sates |147.237.77. 243 |nobile.iof i1 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
201.46.55.42 |Brazil 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
201.46.55.42 |Prazil 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
176.13.12. 230 |Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence nonitor |8
201. 46. 55. 42 Brazil 147.237. 77. 170 |n@ar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 7
. ) SYNtAXK retransmt with )
176.13.12.230 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 7
176.13.12. 230 |Israel 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 7
201.46.55.42 |mrazil 147.237.77. 226 :“”‘WChMtz'aka' Haf- T SyN At tack SYN -> SYN-ACK -> Timeout  |monitor |7
176.13.12. 230 |Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber nonitor |7
176.13.12. 230 |l srael 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout aert 7
176. 13.12.230 |lIsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 7
201.46.55.42 |Brazil 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 7
201.46.55.42 |Brazil 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
46. 19. 86. 98 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber monitor |6
201.46.55.42 |Bazil 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
201.46.55.42 |Brazil 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
201.46.55.42 |Prazil 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
201.46.55.42 |Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
201.46.55.42 |prazil 147.237.0. 17 ”?I”y' kosher-kravi . 1M |oyN At t ack SYN -> SYN-ACK -> Tineout  |monitor |6
201.46.55.42 |Brazil 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
46.19.85.177  [lIsrael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19. 85. 28 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 6
201.46.55.42 |Brazil 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
201. 46. 55. 42 Brazil 147.237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
201.46.55.42 |Prazil 147.237.77. 234 |hal ag. i of .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
176.13.12. 230 |lsrael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 5
176.13.12. 230 |Israel 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
201.46.55.42 |Prazil 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
176.13.12. 230 |[lsrael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d AGK nunber monitor |5
201.46.55.42 |Eazil 147. 237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
201.46.55.42 |Prazil 147. 237.72. 167 |i shuri maka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
s SYNtAXK retransmt with .
176. 13. 12. 230 |[lIsrael 147.237.76.31 |nakchal .idf.il Bad TCP sequence gifferent vi ndow scal @ noni t or 5
46. 19. 85. 28 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 86. 98 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 9
109. 67. 33. 76 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 159. 108]lI srael 147.237.0.19 |nadi matal . i df.i|Suspicious Response Code B ock 3
2.55.10. 216 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
91. 143. 234. 207 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/ https:/twitter.com B ock 2
77.138.12. 84 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Mt hod PCST for vwwy aka. i df . il/nai n/ sachar/kl ali.aspx B ock 2
212.129.62.79 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to wwu i df . il/1008- he/ nousenove. mousewheel |B ock 1
66.249.76.115 |Israel 147.237. 7. 216 |dover . i df .i| [N NOTized L Aoess 10 over aspx Bock |1
66.102. 9. 30 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for www aka. i df.il/mai n/ hone/ def aul t. aspx B ock 1
148.251.2.180 |Ger nany 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 148. 251. 2. 180 B ock 1
79.180.211. 240 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
66. 249. 76. 39 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storage/files/6/ Nopw3 B ock 1
213.151.53.59 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
89.237.111.92 |France 147.237.72. 166 |aka. i df . i | mnskm;lz:;‘rﬂrf;r n/nglcggﬁcr:;yg??gsha'\gx”$°phsachar$Cb15128160 in None 1
68.180.230.54 |Uited Sates [147.237.0.34 [tikshuv.idf.il [=rem=er bpe M f'lgto'lf’ﬂe'ﬁ?i':;ﬂ/';px B ock 1
66.249.66.197 I srael 147.237.77. 216 |dover . i df . i | D o el dover aspx Bl ock 1
148.251.2.180 [Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/brothers/skiral/defaul t.asp |B ock
80.179.118. 150 [Israel 147.237.76.31 |nakchal .idf.il [Paraneter Type Mol ation search in v nakhal .idf.il/1085- he/ nakhal . aspx |Bl ock
66.249.76.75  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?ugggr'éef&;'?‘l chm)cre;s/ ;a?l eyl showpi ¢t ur e, asp B ock 1
216.72.40.185 [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock
77.138.7.248 France 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/favicon.ico Bl ock
66.249.69.83 I srael 147.237.72. 166 |aka. i df . i | Lﬂ?“;g‘;r if;iégy:ﬁzfzzltfzrum asp/ show or um asp B ock 1
157.55. 39. 11 Uhited Sates |147.237.0.34 |[tikshuv.idf.il |Uauthorized URL Access to tikshuv.idf.il/tenpl ates/ general / general . aspx |B ock 1
80.246.138.21 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wuwu aka.idf.il/main/ B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi i yonman/ enl ar ge. asp B ock 1
46.19. 85. 141 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul l et1.gif  [B ock 1
66. 249. 69. 97 I srael 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to 147.237. 77. 74/ 938- he/ pat zar . aspx B ock 1
157.55.39. 148 |wnited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed URL Access from 66.249. 76. 83 B ock 1
65. 55. 210. 51 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
79. 180. 32. 23 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.60. 119 I srael 147. 237.72. 166 |aka. i df . i | ﬂ?‘_’tzgc;r_i7zfdlggfgf§ﬁszotrﬁ 1 aspl shouf or um asp Bl ock 1
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