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109. 236. 84. 10 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 30 hi nush. i df.il B ack List drop 1
80. 82. 65. 168 Net her | ands 147.237.76. 197 e. hinush.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

get Address

|Site

Devi ce Action |Count |

216.119.125.159 |[thited Sates 147.237.77.176 |natpash.idf.il |6134 HITP. SQ Injection Variabl e Declaration Evasion Bl ock 12
92.222. 142. 219 France 147. 237.76. 42 refuah.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasion B ock 12
74.208. 218. 66 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 12
208.52. 175. 27 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 11
208.52. 175. 27 Lhited Sates 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 7
216.119.125.159 |Uited Sates 147.237.77.176 |natpash.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
177.12.161. 72 Brazil 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70. 119 Lhited Sates 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
87.117.203. 23 United Kingdom |147.237.77.74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
184. 168. 152. 45 Lhited Sates 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 6
49. 236. 200. 182 Ml aysi a 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
92.222.142. 219 France 147.237.76. 42 refuah.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
216.119.125.173 [thited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184. 168. 152. 45 Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 196. 35 Lhited Sates 147.237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SALECT) B ock 6
212.147. 60. 96 Shitzerl and 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184. 168. 152. 45 Lhited Sates 147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
74.208. 218. 66 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
216.119.125.159 |[thited Sates 147.237.77.176 |natpash.idf.il |3808: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 6
121. 40. 25. 174 Chi na 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
23.91.70.43 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
195, 154. 232, 58 France 147.237.76. 42 refuah.idf.il |22280: HITP. Joomha Qiject Injection Vil nerability B ock 1
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216.119. 125. 159(147. 237. 77. 176 |Lhited Sates |matpash.idf.il QA Injection - Select From 72
74.208.218.66 |147.237.77.74 |lhited Sates [lawidf.il SQ Injection - Select From 48
23.91.70.119 147.237.77.74 |Wited Sates |[lawidf.il SQ Injection - Select From 24
92.222.142.219 |147.237.76.42 |Fance refuah.idf.il SQ Injection - Select From 20
208.52.175.27 |147.237.77.233|lhited Sates [atal.idf.il SQ Injection - Select From 20
184.168. 152. 45 |147.237.77.216|lnited Sates |dover.idf.il SQ Injection - Select From 20
177.12.161.72 |147.237.77.74 |Brazl lawidf.il SQ Injection - Select From 18
23.91.70.43 147.237.77.74 |lhited Sates [lawidf.il SQ Injection - Select From 18
204.93.196.218 |147.237.76.42 |lLhited Sates [refuah.idf.il SQ Injection - Select From 9
49.236. 200. 182 [147.237.77.74 |Milaysia lawidf.il A Injection - Select From 8
87.117.203.23 |147.237.77.74 LKJ?i;:gom lawidf.il SQ Injection - Select From 8
50. 63. 196. 35 147.237.76.42 |Wnited Sates |refuah.idf.il SQ Injection - Select From 8
121. 40. 25. 174  [147.237.77.74 |China lawidf.il QA Injection - Select From 8
212.147.60.96 |147.237.77.74 |Swtzerland lawidf.il S Injection - Select From 8
216.119. 125. 173|147.237. 77. 233 |Wited Sates |atal.idf.il SQ Injection - Select From 6
121.40.25. 174  |147.237. 77. 216 |Chi na dover.idf.il QA Injection - Select From 5
213.203. 204. 143|147. 237. 77. 74 |Ger nany lawidf.il S Injection - Select From 5
50. 77. 136. 81 147.237.77.233|Wnited Sates |atal.idf.il SQ Injection - Select From 5
91.121.71.132 |147.237.77.74 |Rance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
172.98.198.49 |147.237.77.121|thited Sates |e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
115. 45, 132. 120 |147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN Behavioral Lhusual l'y fast inbound Tel net Connect i ons, 1

Potential Scan or Brute Force
91.201. 236. 155 |147.237. 72. 167 |Wkrai ne ishurimaka.idf.i |ET SCAN NVAP -sS w ndow 4096 1
91.201. 236. 155 |[147.237.72. 167 |krai ne i shurimaka.idf.il|ET DROP Spanhaus DRCP Listed Traffic | nbound 1
208. 100. 26. 228 |147.237.72.217 |Uhited Sates [e.idf.il ET SCAN NVAP -sS w ndow 1024 1
71. 86. 124. 86 147.237.77.212|Wnited Sates e dover.idf.il ET SCAN NVAP -f -sS 1
172.98.198.49 |147.237.77.121|thited Sates [e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
23.91.75.231 147.237.77.74 |Uited Sates [lawidf.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 155 |147.237. 72. 167 |Wkrai ne ishurimaka idf.i |ET SCAN NVAP -sS w ndow 3072 1
83, 18. 88, 163 147 237 828 |pol and o robil eks. idf ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
71. 86. 124. 86 147.237.77.212|thited Sates |e.dover.idf.il |[ET SCAN NMAP -sS wi ndow 2048 1
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41.185.12.173 [South Arica 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
213.60.255.71 |Spain 147.237.77.233 |atal .idf.il drop SAMrul e drop 18
64.34.186.9 Lhited Sates 147.237.76.86 |navy.idf.il dr op SAMrul e drop 18
173.198.251.2 |lLhited Sates |147.237.76.86 [navy.idf.il dr op SAMrul e drop 18

Lhi ted . )
79.170.196.68 | . ngdom 147.237.77.74 |lawidf.il drop SAMrul e drop 16
71. 199. 40. 94 Lhited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |15
71.199.40.94  [lhited Qates [147.237.76.86 |navy.idf.il Bad TCP sequence izlur:tncrgnsm't wehdfferent 1. ery 14
71.199.40.94  |wited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence igJ:;éj”sm wthdifferent | oo |13

Sreaming Engine: TP Invalid i i ssi
217.132.123. 77 |israel 147.237.0.19  |madimatal.idf.il 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
83.168. 250. 50 |Sweden 147.237.77.74 |(lawidf.il dr op SAMrul e drop 12
71.199. 40. 94 Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 12
71.199. 40. 94 Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |aert 10
46. 19. 86. 138 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
201. 46. 55. 42 Brazil 147.237.76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
. . SYNretransmt wth different .

69. 158. 58. 23 Canada 147.237.77.233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 7
201. 46. 55. 42 Bazil 147.237.0.19 |madimatal.idf.il SYN At ack SYN -> SYN-ACK -> Timeout |nonitor 7

Lhi ted . .
79.170.196.68 | . ngdom 147. 237. 72. 166 |aka. i df . i | drop SAMrul e drop 6
50. 63. 197. 11 Lhited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor
201. 46. 55. 42 Brazil 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
158.69.119. 162 ([lLhited States |147.237.77.74 |lawidf.il dr op SAMrul e drop

Russi an . . .
81.176. 226. 68 Federat i on 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 6
201. 46. 55. 42 Brazil 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 6
201. 46. 55. 42 Brazil 147.237.72. 167 |i shurimaka. i df . i SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 6
97.74.215.197 |lnited Sates |[147.237.72.166 |aka idf.il drop SAMrul e drop 6
74.84.136.105 |lhited Sates [147.237.77.74 |lawidf.il drop SAMrul e drop 6
158. 85. 253. 245 |lhited Sates 147.237.77.74 |(lawidf.il dr op SAMrul e drop 6
201. 46. 55. 42 Brazil 147.237. 72. 156 |anan.idf .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 6
64.34.186.9 Lhited Sates |[147.237.77.233|atal .idf.il drop SAMrul e drop 6
98.19.222.133 |lnited Sates |[147.237.77.233|atal .idf.il drop SAMrul e drop 6
201. 46. 55. 42 Brazil 147.237.77. 235 |sviva idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 6
201. 46. 55. 42 Brazil 147.237.77. 170 |maar achot . i df . i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 6
98.194.194.25 |Wnited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |aert 5
201. 46. 55. 42 Brazil 147.237.77. 176 |matpash.i df .i | SYN At ack SYN -> SYN-ACK -> Timeout |nonitor 5
201. 46. 55. 42 Brazil 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 5
201. 46. 55. 42 Brazil 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |nonitor 5
201. 46. 55. 42 Brazil 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> Timeout |nonitor 5
98.194.194.25 |lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 5
201. 46. 55. 42 Bazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 5
201. 46. 55. 42 Brazil 147.237.77.234 |halag.idf .il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 5
73.148.127.249 |lnited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 5
201. 46. 55. 42 Brazil 147.237.76.30 |himush.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 5
201.46.55.42  |mrazil 147.237.0. 17 ][“lnly kosher-kravi . 1d oy At t ack SYN -> SYN-ACK -> Timeout |monitor |5
201.46.55.42  |mrazil 147. 237. 77. 226 ‘I’“’“’“Cha"atz'aka' Tdf-T lsyN At ack SYN -> SYN-ACK -> Timeout |monitor |4
73.148.127.249 |Uited Qates [147.237.76.86 [navy.idf.il Bad TCP sequence i’c\]ﬁ:;é:”smt wehdifferent | oonitor |4
167.114. 212. 195|Canada 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
201. 46. 55. 42 Brazil 147.237.0.15 |kosher-kravi.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout noni t or
167.114. 212. 195|Canada 147.237.72.166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor
98.194.194.25 |Wnited Sates |147.237.76.86 |navy.idf.il Bad TCP sequence i’(\;l;ee"m'gm""t wthdifferent . o 4
167. 114. 212. 195|Canada 147.237. 76. 200 |ei tan. aka. i of . i | SYN At ack SYN -> SYN-ACK -> Timeout |nonitor
73.148.127.249 |lited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |alert 4
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213. 151. 32. 163 |l srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unaut horized URL Access from 213. 151. 32. 163 B ock 4
84.95.208.20 |Israel 147.237.77.74 |lawidf .il PHP Attenpt B ock 3
84.95.208.20 [Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
138. 134. 192. 10 |I srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to v idf.il/nilnet Bl ock 1
66. 249. 69. 119 |l srael 147.237.72. 166 |aka. i df . i | 1D4S7t r2i3b7‘ftf§. Eg%?%szﬁdorﬁ g‘;‘;‘fﬁ;f\; or um asp Bl ock 1
213. 151. 32. 163 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtmrc"fz'??/g:;‘egpgf;tzmztesnistch” sdocurent </ 1362 Bl ock 1
131. 253. 26. 250 |Lhited Sates [147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
66.249.76.83 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to vww i df.il/1294-en/ v i df.il/english B ock 1
46.116.92.29 |israel 147.237.0.19 |nadimatal .idf. qn;;u:nhair;]%?%fﬁ/ gﬁ;e:ds/;j(;xl et ket e Ly, s B ock 1
139. 162. 13. 205 |S ngapore 147.237.77.233|atal .idf.il %ﬁgﬁﬂfﬁfﬁﬁf& Protocal violation None 1
66. 249, 69. 123 |Israel 147.237. 72. 166 |aka. i df . i | ﬂ?ugg;)rgefegf‘l ZAcm;:reests/ éa?l ey showgi ctur e, asp B ock 1
217.132.123. 77 [I srael 147.237.0.19 |madi matal . i df. i |Suspicious Response Code B ock 1
131.253.27.46 |Uhited Sates [147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
67.82.251.214 |Wited Sates [147.237.72.156|anan.idf.il SSL Uhtraceabl e Connection - Qpen Mde None 1
65.55.211.243 |Wnited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
157.55.39.89 [lWnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
84.95.208.20 |[Israel 147.237.77.74 |lawidf.il Uhaut hori zed UR. Access to ww | aw idf.il/tenpl ates/general /piw k. php |B ock 1
66.249.76.75 |l srael 147.237.72. 166 |aka. i df . i | 1D4S7t rzisb;ftfg_ igg;‘;?‘;ﬂszﬁdorﬁ 2‘;‘;‘75;0?; or um asp Bl ock 1
131. 253. 36. 203 |Lhited Sates |[147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 1
75.82.117.252 |lhited Sates |147.237.72. 156 |anan. i df.il Lhaut hori zed URL Access to ww anan. idf.il/favicon.ico Bl ock 1
66.249.69. 93 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 935- 4489- he/ pat zar . aspx  |Bl ock 1
157.55.39.201 |Uhited Sates |[147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 1
131. 253. 24. 146 |United Sates [147.237.77.216|dover.idf . il Distributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
66.249.76.77 |[Israel 147.237.72. 166 [aka. i df . i | 1D4S7t r2i3b7u.t7e;. iggy;?%sz/idorﬁi I:lCS;(/esssho?/r\; or um asp Bl ock 1
2.53.174.3 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
131. 253. 36. 206 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
80.250. 159. 14 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
66.249.69.97 |lsrael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 942- hel pat zar . aspx Bl ock 1
131. 253. 26. 237 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wa i df.il/error. htm B ock 1
66.249.76.79 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ yohal an/ nai n/ mai n. asp Bl ock 1
40.77.167.76 |lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df .il/1133-19149- he/ dover. .. Bl ock 1
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