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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
27. 254. 150. 65 Thai | and 147. 237. 76. 201 eatal.idf.il JLMPurple Con Linit Tcp drop 3
216.26.141. 6 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
80. 82. 65. 168 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List dr op 1
216.26.141. 7 Lhited Sates 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
117.25.154.71 Chi na 147.237.76. 39 nobi l e.neitav.idf.il [JLMPurple Gon Limt Htp drop 1
216.26.141. 7 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
216.26.141.6 Lhited Sates 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry  [Target Address |Site |S gnature Devi ce Action |Oount |
193. 28. 95. 4 Italy 147.237.76. 31 nakchal .idf.il [6134 HITP. SQ Injection Variabl e Decl arati on Evasion B ock 12

66. 96. 128. 60 Lhited Sates 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
72.167.131. 75 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6

193. 28. 95. 4 Italy 147.237.76. 31 nakchal .idf.il [3808: HITP. SQ Injection Variable Decl arati on Evasi on B ock 6
193.28.95. 4 Italy 147.237.76. 31 nakchal .idf.il |[5670: HTTP. SQ Injection (SALECT) B ock 6
5.9.62. 130 Ger many 147.237.77.176 |mat pash. i df.il |C1000074: HITP: ngjestic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
193. 28. 95. 4 147.237.76.31 [itay nakchal .i df.il S Injection - Select From 23
72.167.131. 75 |147.237.77.233|Wited Sates |atal.idf.il SQ Injection - Select From 8
66. 96. 128. 60 147.237.77.74 |Uited Sates |[lawidf.il S Injection - Select From 8
84.93.84.77 147. 237.77. 176 E?i;;gom mat pash. i df .il Tehila - Perl LWP with fake user agent 2
45.79. 95. 64 147.237.77. 216 |Wnited Sates |dover.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
5.135. 165. 89 147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
91. 201. 236. 158 |147. 237. 77. 205 |kr ai ne prisha.idf.il ET SCAN NVAP -f -sS 1
50.84.213.146 |[147.237.8.27 |Wited Sates |e.nadimatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 |147.237. 77. 179 |kr ai ne e.nazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
5. 255. 90. 133 147.237.0.16  |Netherl ands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 |147.237. 77. 179 |krai ne e mazi.idf.il ET SCAN NVAP -f -sS 1
210. 78.142. 201 |147.237.8.28 |China e.nobi | e-ks. i df .il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
91.201.236.50 |147.237.76. 176 |krai ne test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 255. 20. 103 [147.237.0.16 |thited Sates |ny-kosher-kravi.idf.il ET SCAN Behavi or al Uwusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
88.249.106.23 |147.237.76. 198 |Turkey e yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
162.243.85.34 |147.237.76.86 |[Lhited Sates |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
158. 217. 165. 220|147. 237. 76. 44 |Japan e.refuah.idf.il ET SCAN Potential SSH Scan 1
68.190. 208. 191 [147.237.0.16 |[thited Sates |ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
104. 167. 6. 84 147.237.72. 217 |Wited Sates |e.idf.il ET SCAN Potential SSH Scan 1
68.190.208. 191 |147.237.0.16 |Lhited Sates |ny-kosher-kravi.idf.il |[ET SCAN NVAP -f -sS 1
91. 201. 236. 158 |147.237. 77. 205 |kr ai ne prishaidf.il ET SCAN NMAP -sS wi ndow 2048 1
50.84.213.146 [147.237.8.27 |Wited Sates |e.nadimatal.idf.il ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 158 [147.237. 77. 205 |Wkrai ne prisha.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91.201. 236. 155 |147.237. 77. 179 |kr ai ne e.nmazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
91.201.236.50 |[147.237.76. 176 |krai ne test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
199. 255. 20. 103 [147.237.0.33 |Whited Sates [idf.il ET SCAN Behavi oral Unusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
91.201.236.50 [147.237.76. 176 |lkrai ne test.ncore.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
87.236.194. 161 |147.237.72. 167 |Czech Republic |i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
158. 217. 165. 220|147. 237. 76. 200 |Japan eitan aka.idf.il ET SCAN Potential SSH Scan 1
123, 108. 191, 233|147 237 0. 33 |<orea Republicf . ET SOAN Behavi oral Uusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
68.190.208. 191 [147.237.0.16 |[thited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
104. 167. 6. 84 147.237.72. 217 |Whited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
69.158.58.23 |Canada 147.237.77. 233 |atal i of .i Bad TCP sequence SWretransmt with different monitor  [204
w ndow scal e
77.127.61.136 |lsrael 147. 237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST moni t or 12
98.194.194.25 |Wnited States |147. 237.76.86 |navy.idf.il Bad TCP sequence i’:l;:r:(;:’mt wth different monitor |9
98.194.194.25 |[lhited Sates |147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid AGK nunber nonitor |9
77.127.61.136 |israel 147. 237.77. 226 :’“’“’“Cha"atz' aka. Tdf-T oy At ack SYN -> SYN-ACK -> RST nonitor |9
98.194.194.25 |lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert
98.194.194.25 |lLhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or
71.199.40.94 |Wited Sates |147. 237.76.86 |navy.idf.il Bad TCP sequence i’:l;:r:(;:’mt wth different monitor |8
71.199.40.94 |[nited Sates |147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid AGK nunber nonitor |8
98.194. 194.25 |Wnited Sates |147. 237.76.86 |navy.idf.il Bad TCP sequence SSZ';JeetnéZ‘nS""t W th different al ert 8
71.199.40.94 |Wnited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence ?:Z'Jeetncr:nsmt Wth different aert 7
71.199.40.94 |Whited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
208.54. 40. 226 |Lhited Sates |147. 237. 72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
66. 96. 128. 60 Lhited Sates |147.237.77.74 (lawidf.il drop Frst packet isn't SYN drop 6
98.143.35.91 |Lhited Sates |147. 237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
71.199.40.94 |Whited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout alert 6
Sreamng Engine: TCP Invalid i i ssi
66.249.76.67 |Wited Sates [147.237.0.19 |madimatal.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
50. 63.197. 204 |Lhited Sates |147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
98.143.35.91 |lLhited Sates |147.237. 77.235|sviva.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
98.143.35.91 |Uhited Sates |147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
98.143.35.91 |lLhited Sates |147. 237. 72. 156 |anan. i df i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19. 86. 91 I srael 147.237.77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber noni t or 5
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
98.143.35.91 |lLhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
99.113.79.136 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout moni t or 5
98.143.35.91 |lWhited Sates |147.237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 5
99.113.79.136 |Wnited States |147. 237.76.86 [navy.idf.il Bad TCP sequence i’:l;:r:(;:’mt wth different aert 4
98.143.35.91 |lhited Sates |147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 4
99.121.48.175 |Wited Sates |147. 237.76.86 |navy.idf.il Bad TCP sequence SSZ';JeetnéZ‘nS""t W th different al ert 4
71.178.175.11 |Whited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or
98.143.35.91 [lLhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout moni t or
99.113.79.136 |Wnited States |147. 237.76.86 [navy.idf.il Bad TCP sequence i’:l;:r:(;:’mt wth different moni tor |4
98.143.35.91 |lLhited Sates [147.237. 76. 200 |ei tan. aka.idf . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or
46. 19. 86. 91 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber aert 4
99.121.48.175 |Wited Qates [147. 237.76.86 |navy.idf.il Bad TCP sequence ;’Z’;‘J:rtlcr:mmt Wth different moni tor |4
99.113.79.136 |Lhited Sates [147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
98.143.35.91 |Whited Sates |147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
98.143.35.91 |Whited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 4
99.121.48.175 |Lhited Sates [147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
99.113.79.136 [Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
99.121.48.175 |Whited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
98.143.35.91 |lLhited Sates [147.237. 72. 167 |i shurimaka. i df . il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
Sreanming Engine: TGP Invalid i i ssi
5.102.253.82 |Israel 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g 4
Ret ransm ssi on Packet dropped.
99.121.48.175 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 4
98.143.35.91 |[Lhited Sates |147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
208.54.40.226 |lhited Sates |147. 237.72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunber noni t or 3
98.143.35.91 |lhited Sates |147. 237. 76. 31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
98.143.35.91 |lnited Sates |147. 237. 77. 226 :’“’“’“Cha"atz' aka. Tdf-T oy At ack SYN -> SYN-ACK -> Timeout  |monitor |3
98.143.35.91 |Whited Sates |147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 3
98.143.35.91 |lhited Sates |147.237.0.17 ”i’I"y' kosher-kravi .10 |qyN At t ack SYN -> SYN-ACK -> Tineout  |mnitor |3
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
45.79. 95. 64 Lhited Sates|147.237.77. 216 |dover.i df . il Dstributed Mal formed URL B ock 2
. . DO stributed Whaut hori zed URL Access on
66.249. 66. 177 |Israel 147.237.77.216|dover.idf . il v i df i 1/t al 1/ zkor/ vi ew i . asp B ock 2
45.79. 95. 64 Lhited Sates|147.237. 77. 216 |dover.idf . il D stributed Unknown HTTP Request Met hod B ock 2
-kosher-kravi.id
157.55.39. 111 |[Lhited Sates|147.237.0. 16 ][Tyi | Uhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
66.249.69. 119 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ edi | i brary/ gener al doc. asp |Bl ock 1
Mal fornmed URL
46.19. 86. 91 I srael 147.237.77.216|dover.i df .i | _pk_i d. 20. 8af c=ecef ef bf 415af c36. 1446217044, 2. 1473041329. 14730413 |B ock 1
29.;
Czech . . .
77.237. 146. 28 Republ i ¢ 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to / B ock 1
66.249. 66. 177 |[Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp B ock 1
45.79. 95. 64 Lhited Sates|147.237.77. 216 |dover.i df . il Mal f or ned HTTP Header Line 3 B ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ gi yus/ f or uni B ock 1
Unknown HTTP Request Met hod
WR2Y229RCYR2Y2292C14730413299%R2C%22ht t psYBAYRFY2 Fwww. googl e.
46. 19. 86. 91 I srael 147.237.77. 216 |dover . i df . il co.i | 9RFIR296D, in LR B ock 1
_pk_i d. 20. 8af c=ecef ef bf 415af c36. 1446217044. 2. 1473041329. 14730413
29.
104. 222. 140. 64 |9 ngapor e 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 1
. . DO stributed Whaut hori zed URL Access on
66. 249. 69. 83 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
45.79.95. 64 Lhited Sates|147.237.77. 216 |dover.i df . il Mil tiple Ml formed HTTP Header Line from45.79. 95. 64 Bl ock 1
66. 249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | Unknown Par aneter anp; docld i n waw aka. i df .il/brothers/fag/ defaul t.asp |None 1
66.249.64.30 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
104. 222. 140. 64 |S ngapor e 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df .il/wp-1ogin. php Bl ock 1
66.249.69. 97 |Israel 147.237.77.74 |lawidf .il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
46.19. 86. 91 I srael 147.237.77. 216 |dover.idf.il Abnormal |y Long Request request version B ock 1
66.249.79.44 |israel 147.237.76.31 |nakchal .idf.il Wnaut hori zed URL Access to Bock |1
waw nakhal . i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
66.249.64.33 |[Israel 147.237.76.42 |refuah.idf.il D stributed Unauthori zed URL Access on 147. 237. 76. 42/ robot s. t xt B ock 1
148. 251. 2. 180 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka.idf.il/brothers/skira/default.asp |B ock 1
66.249. 69. 101 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77.74/sip storagel fil es/2/302. pdf |B ock 1
46.19. 86. 91 I srael 147.237.77. 216 |dover.idf .l II1egal HITP \Version _pk_ses. 20. 8af c=* B ock 1
69. 158.58.23 |Canada 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/favi con.ico B ock 1
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