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Attacker Address |Attacker Country |Target Address  |Site |Signature |Device Action  |Count |
120. 132. 50. 135 Chi na 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 forward 2
209. 126. 136. 2 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il B ack List drop 1
221.214. 209. 40 Chi na 147.237.77. 19 |l awforumidf.il Invalid TGP H ags drop 1
149. 202. 88. 87 France 147.237.76. 176 test.ncore.idf.il B ack List drop 1
221. 214. 209. 40 Chi na 147.237.77. 61 e.cogat.idf.il Invalid TGP H ags drop 1
156. 34. 46. 193 Canada 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Addr ess |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount |
216.119. 125. 57 Lhited Sates 147.237.77.233 |atal .idf.il |6134 HITP. SQ Injection Variabl e Decl arati on Bvasi on B ock 6
216. 119. 125. 57 Lhited Sates 147.237.77.233 |atal .idf.il |[3808: HITP SQ Injection Variable Declaration Evasi on B ock 6
216.119. 125. 57 Lhited Sates 147.237.77.233 |atal .idf.il [5670: HITP. SQ Injection (SELECT) Bl ock 6
176. 126. 252. 12 Ronani a 147.237.77.216  |dover.idf.il [24910: HITP. Python urllib User-Agent Header B ock 1
195. 154. 73. 125 France 147.237.77.216 |dover.idf.il |25004: HITP. WérdPress Pingback Redirect Request B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

216.119. 125. 57 |147.237.77. 233 [Lhited Sates [atal.idf.il SQ Injection - Select From 50
84.93.84.77 147.237.77. 176 zigsgom nat pash. i df i Tehila - Perl LW with fake user agent 2
91.224.161. 69 |[147.237.76.44 [Netherlands e.refuah.idf.il ET SCAN Potential SSH Scan 1
91.224.161.69 [147.237.0.19 [Netherl ands nadi matal .idf.il |ET SCAN Potential SSH Scan 1
67.211.219. 120 |147.237.76.86 |[Lhited Sates |navy.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
45.79.71.122  |147.237.72.166 |Lnited Sates |[aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
208. 100. 26. 228 |147.237.76. 196 |Lhited Sates [e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 255. 20. 103 |147. 237. 76. 200 [Lhited Sates [eitan.aka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
189, 6. 123. 115|147 237 76.31 |mrazi| vekehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183, 30.88. 251 |147. 237. 76. 30 |chi na hivmsh i df | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
182. 73. 180. 234 [147. 237. 77. 227 |Indi a e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 3072 1
91.224.161.69 [147.237.0.34 [Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 [147. 237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 255. 20. 103 |147.237.77.19 |Whited Sates |lawforumidf.il ET SCAN Behavi pral Unusual Ty fast Terminal Server Traffic, Potential 1
Scan or Infection
199. 255. 20. 103 [147. 237. 76. 148 |Lhited Sates |gqcenter.aka. idf.i|[ET SCAN NMAP -sS wi ndow 1024 1
185. 77.91. 109 |147. 237. 76. 148 |Tur key gacenter. aka i df.i [ET SCAN NVAP -sS wi ndow 1024 1
182. 73. 180. 234 |147. 237. 77. 227 [I ndi a e hanaz. i df .il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
98.143.35.91 Lhited Sates [147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 10
98.143.35.91 Lhited Sates [147. 237. 77. 170 |nmar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
98.143.35.91 Lhited Sates |147.237.77. 234 |hal ag.i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 8
98.143.35.91 Lhited Sates |147. 237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 8
98.143.35.91 Lhited Sates [147. 237. 76. 200 |ei tan. aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
98.143.35.91 Lhited Sates |147.237.77. 235 [sviva.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 7
98.143.35.91 Lhited Sates [147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
98.143. 35. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
98.143.35.91  |wited Sates |147. 237.0. 17 ][“I"Iy kosher-kravi.id o\ At ack SYN -> SYN-ACK -> Tineout |monitor |7
98.143. 35. 91 Lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout moni t or 6
98.143. 35.91 Lhited Sates [147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout moni t or 6
98.143.35.91 Lhited Sates |147. 237. 76. 147 |chi nuch. aka.i df . i1 SYN At t ack SYN -> SYN-ACK -> Ti neout moni t or 6
98.143. 35. 91 Lhited Sates |147.237.0.34 |[tikshuv.idf.il SYN Attack SYN -> SYNACK -> Ti meout noni t or 6
98.143. 35.91 Lhited Sates [147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6
08.143.35.91  |tnited Sates [147. 237. 77. 226 :”’“"‘Cha"atz'aka' T lSYN At ack SYN -> SYN-ACK -> Tineout |monitor |6
98.143.35.91 Lhited Sates [147.237. 77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
98. 143. 35. 91 Lhited Sates |147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
167. 114. 212. 195|Canada 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
98.143.35.91 Lhited Sates [147. 237. 72. 156 |aman.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
167.114. 212. 195|Canada 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
98.143.35.91 Lhited Sates [147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
98.143. 35. 91 Lhited Sates |147.237. 72. 167 |i shurimaka. i df . il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
98. 143. 35. 91 Lhited Sates [147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
167. 114. 212. 195|Canada 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
98.143.35. 91 Lhited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
167. 114. 212. 195|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
167.114. 212. 195|Canada 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
167. 114. 212. 195|Canada 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 3
Sreaming BEngine: TCP Invalid i i ssi
109. 253. 133. 96 | srael 147.237.77. 243 |robi l e. i f . | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
109. 253. 201. 64 |l srael 147.237.0.16  |ny-kosher-kravi.idf.il |drop First packet isn't SYN drop 3
Sreaming BEngine: TGP Invalid i i ssi
185.32.179. 222 |israel 147.237.77. 243 |nobi L e. i of .| g =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
167.114. 212. 195|Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
VWb Server Enforcenent HITP Deni
104.198.201. 61 |Wited Sates |147.237.76. 42 |refuah.idf.il , Ve Servers S ow Cenial of | o ect 2
Mol ation Servi ce
167. 114. 212. 195|Canada 147.237.76.39 |mobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
139.162. 37. 113 |Wited Sates |147.237.8.27 |e.madimatal.idf.il  |Geo-1 ocation enf or cenent g?olrggi'mon I nbound drop 1
185.77.91.109  |Turkey 147.237.76. 197 |e. hi nush. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 129. 219|I srael 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> RST noni t or 1
168.235.75. 101 |Wited Sates |147. 237.76.86 |navy.idf.il Bad TCP sequence :’Z’;J:;ésnsmt Wth different monitor |1
141.212.122.75 |Uhited Sates |147.237.8.24 |elifestyle.idf.il Geo-1 ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
84.110. 180. 148 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
125.77.28.26  |onina 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
185.77.91.109  |Turkey 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST moni t or 1
139. 162. 37.113 |lhited Sates |147. 237. 77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST moni t or 1
185.77.91.109  |Turkey 147. 237. 76. 198 |e. yohal an. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 61 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber monitor |1
184. 105. 139. 103|Wnited Sates |147.237.8.28  |e.nobil e-ks. i df. il Geo- | ocati on enf or cenent g?o'rggﬁ:mon I nbound drop 1
167. 114. 212. 195|Canada 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert
141.212.122.88 |lhited Sates |147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
84.110. 180. 148 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
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. . . Uhaut hori zed URL Access to
109. 253. 133. 96 |l srael 147.237.77.243|nobi [ e.i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1152 B ock 2
210. 56. 55. 228 |Hong Kong |147.237.77.74 [lawidf.il Uhaut hori zed URL Access to vww | aw i df.il/wp-1ogin. php Bl ock 1
139. 162. 13. 205 |S ngapore  |147.237.77.233|atal .i df .i | Mal formed URL Bl ock
66.249.76.77 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ si p_storage/ fil es/ 4/ 71084. doc |B ock
Unknown HTTP Request Met hod
139. 162. 13. 205 [Sngapore  |147.237.77.233|atal .idf.il [[#O]1 B[ #O] 1 [[#0 ] [[#26] ] +<M[#O1 1 [[#U1[[#O11[[#O1 1 [[#U1[[#O11[[#O11[[#O]1[[ |8 ock 1
HOLT[[#O1] [[#O1] [[#1 1 [[#O]1[[#O1] [[#O1] [[#1]1[[#O]][[#O]] in LR
45.79.71.122 g";:g 147.237.72. 166 |aka. i df . i | Mal formed HITP Header Line 1 B ock 1
139. 162. 13. 205 [S ngapore  |147.237.77.233|atal .idf.il Mitiple Il1legal Byte Qode Character in Method from 139. 162. 13. 205 Bl ock 1
66.249.76.83 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/atal 1/izkor/ vi ew i ng. asp Bl ock 1
157. 55. 39. 23 g';tt:g 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to v aman. idf.il/robots.txt Bl ock 1
139. 162. 13. 205 [Sngapore  |147.237.77.233|atal .i df . il Abnormal |y Long Request et hod Bl ock 1
45.79.71.122 g";:g 147.237.72. 166 |aka. i df . i | Mal formed URL B ock 1
139. 162. 13. 205 |[S ngapore  |147.237.77.233|atal .idf.il Mil tiple NUL Character in Method from 139. 162. 13. 205 Bl ock 1
66.249. 76. 102 [l srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
157. 55. 39. 150 g';tt:g 147.237.0.19 |madimatal . i df. i |Uauthori zed UR. Access to madimatal .idf.il/robots. txt Bl ock 1
139. 162. 13. 205 [Sngapore  |147.237.77.233|atal .i df . il Illegal Byte Gode Character in Header Name Bl ock 1
45.79.71.122 g";:g 147.237.72. 166 [aka. i df . i | Unknown HTTP Request Method 1 in URL Bl ock 1
139. 162. 13. 205 [S ngapore  |147.237.77.233|atal .idf.il NLLL Character in Header Nane at Bl ock 1
68. 180. 228. 99 ;th;ttss 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
210.56.55. 228 |Hong Kong |147.237.77.74 |lawidf.il PHP At t enpt Bl ock 1
Ill1egal Byte Gde Character in Mthod
139. 162. 13. 205 |S ngapore  |147.237.77.233|atal .idf.il [[#0]]1 o[ #O] 1 [[#1] 1 [[#26] 1+<M[#O] 1 [[# 1[[#O11[[#O 1 [[#U]1[[#O11[[#O1]1[[#011[[ |B ock 1
HO [ [#O1] [[#O1 ] [[#AIT[[#O1 [[#O1] [[#O1] [[#4]1[[#0]]1[[#0]]
. . Unaut hori zed URL Access to
66.249.76.75 |[lsrael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp B ock 1
NULL Character in Mt hod
139. 162. 13. 205 (S ngapore ~ |147.237.77.233|atal .i df .i | [[#0]1 B[ #0] 1 [[#1]1[[#26] ] +<M[#O] 1 [[#U1[[#O11[[#O]1[[#U1[[#O11[[#0]1[[#011[[ |B ock 1
HOLT[[#O1] [[#O1] [[#1 ] [[#O]] [[#O]] [[#O1][[#1]][[#0]][[#]]]
98. 223. 23. 29 g";tt:g 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 98.223. 23. 29 Bl ock 1

09-05-2016-04:04:02 to 09-05-2016-05:04:02




