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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action [Count |
204. 93. 154. 220 Lhited Sates 147.237.77. 74 lawidf.il TCAP Scan (vertical) drop 175
209. 126. 136. 2 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il B ack List drop 1
158. 217. 165. 220 Japan 147.237.77. 205 prisha.idf.il JLMPurple Con Limt Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnalure Devi ce Action |Oount
195. 8. 208. 130 Net her | ands 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
195. 154. 73. 125 France 147.237.77.216  |dover.idf.il |25004: HITP. WérdPress Pingback Redirect Request B ock 4
111. 202. 102. 66 Chi na 147.237.77. 74 lawidf.il C1000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 8. 208. 130 147.237.77. 74 Net her | ands lawidf.il SQ Injection - Select From 8
158. 217. 165. 220 147.237.77.235 Japan sviva.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.0.19 Net her | ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
158. 217. 165. 220 147.237.77. 61 Japan e.cogat.idf.il ET SCAN Potential SSH Scan 1
150. 242. 238. 99 147.237.77. 227 Chi na e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 56. 233 147.237.77. 235 Net her | ands svivaidf.il ET SCAN Potential SSH Scan 1
219. 87.191. 219 147.237. 76. 196 Tai van e.svivaidf.il ET SCAN Potential SSH Scan 1
94.102. 56. 233 147.237.76. 39 Net her | ands nobi | . nei tav. i df il ET SCAN Potential SSH Scan 1
219. 87.191. 219 147.237.76. 176 Tai wan test.ncore.idf.il ET SCAN Potential SSH Scan 1
94. 102. 56. 233 147.237.72. 166 Net her | ands aka.idf.il ET SCAN Potential SSH Scan 1
219.87.191. 219 147. 237.76. 42 Tai wan refuah.idf.il ET SCAN Potential SSH Scan 1
94. 102. 56. 233 147.237.8.27 Net her | ands e madimatal .idf.il ET SCAN Potential SSH Scan 1
219. 87.191. 219 147. 237.76. 38 Tai wan eeneitav.idf.il ET SCAN Potential SSH Scan 1
94.102. 56. 233 147.237.0. 16 Net her | ands ny- kosher - kravi .i df . i ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147.237.77. 235 Lhited Sates svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
158. 217. 165. 220 147. 237.77. 227 Japan e. hanaz. i df.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.0. 17 Net her | ands mny- kosher -kravi .i df .i| ET SCAN NVAP -sS wi ndow 1024 1
158. 217. 165. 220 147. 237. 76. 147 Japan chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
94. 102. 56. 233 147.237.77. 243 Net her | ands nobi l e. i df.il ET SCAN Potential SSH Scan 1
94. 102. 56. 233 147. 237.76. 202 Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
219.87.191. 219 147.237.76. 177 Tai wan ncore.idf.il ET SCAN Potential SSH Scan 1
94. 102. 56. 233 147.237.76.31 Net her | ands nakchal .idf il ET SCAN Potential SSH Scan 1
219.87.191. 219 147. 237. 76. 147 Tai wan chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
94. 102. 56. 233 147. 237. 8. 46 Net her | ands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
219. 87.191. 219 147. 237. 76. 39 Tai wan nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
94.102. 56. 233 147.237.0. 17 Net her | ands mny- kosher -kravi . i df .il ET SCAN Potential SSH Scan 1
219. 87.191. 219 147. 237.76. 34 Tai wan yohal an. i df . il ET SCAN Potential SSH Scan 1
66.249. 64. 15 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Action ‘Count
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
50. 63. 197. 204 Lhited Sates |147.237. 72. 156 |anan.i df. il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
167. 114. 212. 195|Canada 147. 237. 76. 200 |ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |5
167. 114. 212. 195|Canada 147.237.77. 216 |dover. i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor 5
31. 168. 84. 46 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
167. 114. 212. 195|Canada 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |4
167. 114. 212. 195|Canada 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |4
167. 114. 212. 195|Canada 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 3
31.168. 84. 46 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor 3
167. 114. 212. 195|Canada 147.237.76.30 |himush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout monitor 3
66.249. 69. 223 |United Qates [147. 237. 72. 166 [aka i o i1 Streamng Engi ne: TCP Inval id ivalid segnent retransmssion. |y 3
Ret r ansni ssi on Packet dr opped.
66.249.76.106 |United Sates |147. 237. 72. 166 |aka i df .il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
167. 114. 212. 195|Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
167. 114. 212. 195|Canada 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |2
167. 114. 212. 195|Canada 147.237.77. 216 |dover. i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 2
167. 114. 212. 195|Canada 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
167. 114. 212. 195|Canada 147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
167. 114. 212. 195|Canada 147.237.77. 170 |nmar achot . i of . i | SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |2
167. 114. 212. 195|Canada 147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
78.54.68. 48 Ger many 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
139.162.37. 113 [Wnited Sates [147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
125. 77. 28. 26 Chi na 147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 1
192. 99. 46. 95 Canada 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
98. 143. 35. 91 Lhited Sates |147.237. 77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
141.212.122.82 |Whited Sates |147. 237. 76. 147 |chi nuch. aka.i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
185.77.91.109 |Turkey 147. 237. 72. 167 |i shuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
98. 143. 35. 91 Lhited Sates |147.237.0.15  |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
141.212.122.69 |Wited Sates |147.237.0.35 |akaws.idf.il drop drop 1
167. 114. 212. 195|Canada 147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |1
65. 55. 218. 40 Lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |1
131.253.24. 150 |Whited Sates |147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 1
98.143. 148. 107 |Wited Sates |147.237.0.200 [nau.idf.il Geo- | ocati on enf or cenent gfolrggikt"n I nbound drop 1
167. 114. 212. 195|Canada 147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert
192. 99. 46. 95 Canada 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
98. 143. 35. 91 Lhited Sates |147. 237. 72. 167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
141.212.122.73 |Wited Sates |147. 237. 76. 198 |e. yohal an. i of . Geo-1 ocation enf or cenent i?olr ggiin?n I nbound drop 1
167. 114. 212. 195|Canada 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 1
78.54. 68. 48 Ger nany 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 1
141.212.122. 34 |[lhited Sates [147.237.76. 148 |gacenter. aka.idf il drop drop 1
125. 77. 28. 26 Ghi na 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |1
167. 114. 212. 195|Canada 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 1
192. 99. 46. 95 Canada 147.237.77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
98.143.35.91  |Wnited Sates |147. 237. 7. 226 }”’“"‘Chamz'aka' Hdf- T lsyN At t ack SYN -> SYNACK -> Tineout |monitor |1
141.212.122.82 |Uhited Sates |147. 237. 76. 196 |e. sviva i df . il Geo-1 ocation enf or cenent i?olr ggiin?n I nbound drop 1
185.77.91.109 |Turkey 147.237. 77. 216 |dover.idf . i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
98.143.35.91  |Wiited Sates |147.237.0. 17 ]["I"IY kosher-kravi.id |e\ At t ack SYN -> SYNACK -> Tineout  |monitor |1
141.212.122.70 |Wited Sates |147.237.0.35 |akaws.idf.il drop drop 1
65. 55. 218. 58 Lhited Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout nonitor |1
131.253.24. 151 |Wited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |1
167. 114. 212. 195|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 1
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|Top Attackers In V\AF|

Attacker Address |Attacker Gount ry| Target Address \Site |9 gnature

98.223. 23. 29 Lhited Sates 147.237.72. 166 |aka. i df . i | [Miltiple Wauthorized Method for Known URL from 98.223.23.29 B ock 5
98.223.23.29 Lhited Sates 147.237.72.166|aka. i df . i | |Waut hori zed Method PCST for ww aka. i df. i/ mai n/ sachar/ vi ewpaysl i p. aspx |B ock 4
66. 249. 76. 83 | srael 147.237.77. 216 |dover . i df . ijUnaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngtop. asp B ock 2
219.74.37.34 S ngapor e 147.237.77.216|dover. i df . i|Ostributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 2
66. 249. 76. 83 | srael 147.237.77. 216 |dover . i df . ijMil ti pl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 1
220. 255. 183. 170|S ngapor e 147.237.77.216|dover. i df . i|Ostributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
66. 249. 88. 144 | srael 147.237.77.216|dover. i df . i|Ostributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
66.249.69. 119 [Israel 147.237.72. 166 |aka. i df . i | [Dstributed Unhauthorized URL Access on 147.237.72. 166/ robot s. t xt Bl ock 1
121.7.37.132 S ngapor e 147.237.77.216|dover. i df . i|Ostributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | [PHP Attenpt B ock 1
66. 249. 76. 70 I srael 147.237.77. 216 |dover . i df . i|Unaut hori zed URL Access to wwidf.il/.well-knowy assetlinks.json Bl ock 1
203.127. 96. 233 |S ngapore 147.237.77.216|dover. i df . i|Ostributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
66.249.76.106 |[Israel 147.237.72. 166 |aka. i df . i | |Uhauthorized LRL Access to waw aka.idf.il/rights/info.asp B ock 1
66. 249. 76. 75 I srael 147.237.72.166|aka. i df . i | |Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp Bl ock 1
204.79.180. 223 |Whited Sates 147.237.72.166|aka. i df . i | |Unauthorized Method POST for wwaw aka.idf.il/nai n/ kapat z/ def aul t. aspx B ock 1
66. 249. 88. 142 | srael 147.237.77.216|dover. i df . i|Ostributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
66.249.66. 177 |lsrael 147.237.77. 216 |dover . i df . ijMil ti pl e Unaut hori zed URL Access from 66. 249. 66. 177 B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | [Dstributed Unhauthorized LRL Access on 147.237.72. 166/ robot s. t xt B ock 1
66. 249. 88. 143 | srael 147.237.77.216|dover. i df . i|Ostributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 1
66. 249. 69. 83 | srael 147.237.72.166|aka. i df . i | |Wauthorized URL Access to 147.237.72. 166/ si p_storage/ fil es/ 0/ 68320. doc |B ock 1
109. 64. 25. 56 I srael 147.237.77.233|atal . i df . i l|Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
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