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|Top Attackers | n DDoS- Def ence |
Attacker Address|Attacker Country|Target Address|Site

66.102. 9. 147

|Signature

|Device Action|Count|
Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 9
139. 162. 13. 205 S ngapor e 147.237.77. 226 ww chanat z. aka. i df . i | |bl ock-sp-trafl forward 2
109. 236. 84. 10 Net her | ands 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

66. 102. 9. 153 147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN NVAP -sA (2) 19
151.80.41.178 |147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
91.121.220. 181 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
45.79. 95. 64 147.237.77.74 |Uited Sates |lawidf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
151.80.41. 177 |147.237.77.74 |France lawidf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 2
104. 197. 206. 193|147. 237. 77. 176 [Lited Sates |matpash.idf.il [ET SCAN NVAP -sS w ndow 2048 1
94.102.56.233 [147.237. 76. 197 [Net her | ands ehinush.idf.il [ET SCAN Potential SSH Scan 1
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port deni al
66.249.76. 117 [147.237.72. 166 |Lhited Sates [aka idf.il . - 1
of service attenpt
46.172.71.251 |147.237.8.45 |lkraine eetanidf.il [ET SCAN NVAP -sS wi ndow 1024 1
L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, Potential
120. 72.107. 42  |147.237.0.35 |V etnam akaws. i df il . 1
Scan or Infection
104. 197. 206. 193|147. 237. 77. 176 [Wited Sates |matpash.idf.il [ET SCAN NVAP -sS w ndow 3072 1
104. 197. 206. 193|147. 237. 77. 176 |Uhited Sates |natpash.idf.il |ET SCAN NVAP -f -sS 1
221. 204. 249. 157|147. 237. 76. 200 |Chi na eitan aka.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
, _ . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Connecti ons,
110. 6. 192. 116 147.237.8.46 |China e.chinuch.idf.i 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry ‘Target Addr ess Signature
185. 34.104. 124 |lrel and 147.237.76.86 |navy.idf.il SYN Attack noni t or 221
185. 34.104. 124 |lrel and 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 94
185. 34.104. 124 |lrel and 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 42
37.217.193. 48 Saudi Arabia  |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 42
167. 114. 212. 195|Canada 147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
167. 114. 212. 195|Canada 147.237.76. 200 |eitan. aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
167. 114. 212. 195|Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
167. 114. 212. 195|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
167. 114. 212. 195|Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
167. 114. 212. 195|Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
167.114. 212. 195|Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
167. 114. 212. 195|Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 10
157.55.39.201 |UWhited States [147.237.77. 243 |nobile.idf il Streanng Engi ne: TCP Invalid fimvalid segrent retramsmssion. | 9
Ret r ansm ssi on Packet dr opped.
37.228.239.106 |lreland 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
37.228.239. 106 |irel and 147.237. 72. 166 |aka. i o .i Bad TCP sequence Sc resransm vith monitor |6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
167. 114. 212. 195|Canada 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
167.114. 212. 195|Canada 147.237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
131.253.25.143 |Whited Sates |147.237.76.200 [eitan. aka.idf.il Streamng Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dr opped.
167. 114. 212. 195|Canada 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
66. 102. 9. 149 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop
87. 69. 255. 212 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or
66. 249. 76. 2 Wited Sates |147.237.77. 243 |nobile.idf.il Streaning Bngine: TCP Invalid finvalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
167. 114. 212. 195|Canada 147.237.76.39 |nobile.neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 3
167. 114. 212. 195|Canada 147.237.0.19 nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
167.114. 212. 195|Canada 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 3
157.55.39.150 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 3
167. 114. 212. 195|Canada 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
167.114. 212. 195|Canada 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
46. 19. 86. 57 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 3
167. 114. 212. 195|Canada 147.237.0. 15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
46. 19. 86. 57 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACGK nunber nonitor |3
223.62. 16. 178 gﬁﬁi o |147-287.77. 216 |dover. i il drop First packet isnt SWN drop 3
167. 114. 212. 195|Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert
167. 114. 212. 195|Canada 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
167. 114. 212. 195|Canada wr.237.0.17 [PV kosher-kravi.id |qyN At t ack SYN -> SYN-ACK -> Tineout |monitor |3
167. 114. 212. 195|Canada 147.237.72. 167 |i shurimaka.idf .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
167. 114. 212. 195|Canada 147. 237.77. 226 ;"”‘”“Cha”m'aka' Tl SYN At ack SYN -> SYN-ACK -> Tineout |monitor |2
24.181.197.210 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
167. 114. 212. 195|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 2
167. 114. 212. 195|Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert
223.62. 16. 48 :Lﬁfi o [147-237.77. 216 dover. i i1 drop Frst packet isn't SN drop 2
66. 102. 9. 145 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 2
167.114. 212. 195|Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 2
167.114. 212. 195|Canada 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 2
167. 114. 212. 195|Canada 147.237.77.235|sviva.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
84.236.167.27 |Spain 147.237. 77. 212 |e. dover. i f .1 Geo- | ocati on enf or cenent ﬁ?olr ggi'nfn | nbound drop 2
109. 66. 139. 232 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
24.59. 63. 96 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry ‘Target Address ‘Site ‘S’ gnature Action ‘Count

101. 167. 226. 88 |Australia 147.237.77.216|dover. i df . i[O stributed Whaut horized URL Access on waw idf.il/error.htm B ock 3
109. 67. 193. 131 |l srael 147.237.77. 216 |dover . i df . i|PHP Attenpt B ock 1
66.249.69.83 |Israel 147.237.72. 166 [aka. i df . i | [Uhaut horized URL Access to 147.237. 72. 166/ yohal an/ nai n/ mai n. asp B ock 1
45.79. 95. 64 Lhited Sates 147.237.77.74 |lawidf.il [Mitipl e Mailformed URL from45.79. 95. 64 B ock 1
77.138.11.23 |France 147.237. 72. 156 [an@n. i df . i ||Uhaut hori zed UR. Access to ww aman. i df.il/favi con.ico B ock 1
45.79. 95. 64 Lhited Sates 147.237.77.216|dover. i df . ijMil tipl e Mal forned URL from 45. 79. 95. 64 B ock 1
109. 67. 193. 131 |l srael 147.237.77. 216 |dover . i df . i|uhaut hori zed URL Access to www i df.il/wp-1ogin. php Bl ock 1
66.249.76.47 |lIsrael 147.237.72. 166 |aka. i df . i | |Whaut horized URL Access to aka.idf.il/iturintasp/list.asp B ock 1
45.79. 95. 64 Lhited Sates 147.237.77.74 [lawidf.il [Miltiple Unknown HTTP Request Method from 45. 79. 95. 64 B ock 1
95.84.159. 144 :Z::tnl on 147.237.72. 166 aka. i df . i vL\xr/]\x;a\tu;I::rilef(.e?l ?kn;ihg/dgipyﬁl-lgzrsk/ pri nt abl eki osk. aspx Bl ock !
45.79. 95. 64 Lhited Sates 147.237.77. 216 |dover. i df . i[Mil ti pl e Unknown HTTP Request Method from 45. 79. 95. 64 B ock

157.55.39.71 |lhited Sates 147.237.72. 166 [aka. i df . i | [Uhaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock

66.249.76.75 |israel 147. 237. 72. 166 |aka. i df . i | ﬁ?t;gi;;_iggf;ﬁgffotrzm asp! show orum asp B ock 1
45, 79. 95. 64 Lhited Sates 147.237.77. 216 |dover . i df . i|Mal f or med HTTP Header Line 2 B ock 1
101. 167. 226. 86 |Australia 147.237.77. 216 |dover . i df . i[Di stributed Unauthorized URL Access on waw idf.il/error.htm Bl ock 1
45.79. 95. 64 Lhited Sates 147.237.77. 216 |dover . i df . i{unknown HTTP Request Method 1 in URL B ock 1
157.55.39. 115 |lhited Sates 147.237.77.216|dover. i df . i|D stributed Unhaut hori zed URL Access on waw idf.il/error. htm Bl ock 1
66.249.76.116 | srael 147. 237.77. 216 |dover . i df . i ho o o L e L adover . aspx Bl ock 1
45.79. 95. 64 Lhited Sates 147.237.77. 216 |dover . i df . i|Mal for med URL B ock 1
66. 249. 66. 177 |l srael 147.237.77. 216 |dover . i df . i|uUnaut hori zed URL Access to waw idf.il/atal 1/izkor/view i ng. asp B ock 1
45.79. 95. 64 Lhited Sates 147.237.77.74 |lawidf.il [Mitiple Milformed HTTP Header Line from 45.79. 95. 64 B ock 1
66. 249. 76. 117 |l srael 147.237.72.166|aka. i df . i | [SSL Wntraceabl e Connection - Protocol violation (SSL QONN CLIENT HELLQ  [None 1
45.79. 95. 64 Lhited Sates 147.237.77. 216 |dover. i df . i[Mil tipl e Ml forned HTTP Header Line from 45.79. 95. 64 B ock 1
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