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|Top Attackers | n DDoS- Def ence |

Attacker Address
141. 212.122. 103

|Attacker Country
Lhited Sates

Target Address

147.237.76. 38

Signature

Device Action

Count

eeneitav.idf.il B ack List drop 1
185. 25. 33. 139 Uni ted Ki ngdom 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
185. 25. 33. 140 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

91. 121. 222. 79 147.237.77. 74 France lawidf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 6
45.79. 95. 64 147.237.77.216  |Wnited Sates dover.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
91.121.221. 160 147.237.77. 74 France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
45.79.71.122 147.237.72.167  |Wnited Qates i shurimaka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
91. 201. 236. 155 147.237.8.24 Lkr ai ne elifestyleidf.il ET SCAN NVAP -sS wi ndow 3072 1
142. 54. 191. 210 147.237.76.177 |Lnited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
45.79.71.122 147.237.72.166  |Wnited Sates aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
94.156. 128. 25 147.237.77. 233 Bul gari a atal.idf.il ET SCAN Potential SSH Scan 1
94. 156. 128. 25 147. 237. 76. 202 Bul garia e halag.idf.il ET SCAN Potential SSH Scan 1
94, 156. 128. 25 147. 237. 76. 30 Bul garia hi nush. i df . i | ET SCAN Potential SSH Scan 1
94. 102. 56. 233 147.237.76.202  |Netherl ands e halag.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147.237. 8. 27 Net her | ands enadimatal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 147.237.8. 24 kr ai ne elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
162. 243. 85. 34 147.237.8. 45 Lhited Sates eeitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
142. 54. 191. 210 147.237.76.177 |Wnited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 156. 128. 25 147.237.77.121 Bul gari a e navy.idf.il ET SCAN Potential SSH Scan 1
94.156. 128. 25 147. 237. 76. 147 Bul gari a chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
94.156. 128. 25 147.237.8. 27 Bul garia enadimatal .idf.il |ET SCAN Potential SSH Scan 1
94. 102. 56. 233 147. 237. 76. 197 Net her | ands e. himush. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
79. 46. 56. 34 Italy 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 119
o SWNretransnmit wth different .
79.177.51.195 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal & noni t or 38
Streaning Engine: TCP Inval id [invalid segrent retransmission
126. 247. 4. 233  |Japan 147. 237. 77. 216 |dover.i df .i | . " dro 24
Ret r ansmi ssi on Packet dropped. P
Sreamng Engine: TGP Invalid i i ssi
2.53.15. 144 I srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dropped.
46. 19. 85. 203 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber aert
46.19. 85. 203 | srael 147. 237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
87.68.16.197  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 203 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 203 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
141.226.217. 96 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
79.177.51.195 [ srael 147.237.77. 233 |atal .idf.il Bad TCP sequence SNretransmt with different 0o s
w ndow scal e
46. 19. 85. 170 I srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence Invalid ACK nunber nonitor |4
167. 114. 212. 195|Canada 147.237.76. 200 |ei tan. aka.i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
167. 114. 212. 195|Canada 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 4
167. 114. 212. 195|Canada 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
Russi an S -
62. 16. 65. 157 ration 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 4
46. 19. 85. 170 I srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence Inval i d ACK nunber aert 3
167. 114. 212. 195|Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [ronitor 3
141. 226.217. 96 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
167. 114. 212. 195|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 3
46. 19. 86. 57 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |3
167. 114. 212. 195|Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
167. 114. 212. 195|Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 2
176.24.9. 113 LK”i"rfgegom 147. 237. 72. 166 |aka. i df . SYN At t ack SYN -> SYN-ACK -> RST moni tor |2
46.19. 85. 22 I srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence Inval i d ACK nunber alert
109. 65. 55. 126 | srael 147.237. 72. 156 |anan. i df . il dr op First packet isn't SYN drop
Russi an . s .
46. 147. 208. 177 ration 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SYN drop 2
46.19. 85. 22 I srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |2
Russi an . S -
46. 188.58. 116 Federat i on 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SWN drop 2
46.19. 85. 170 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber alert 2
Russi an . S -
5.164.79. 92 Federati on 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 2
167.114. 212. 195|Canada 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
Russi an . R L
188. 32. 20. 207 Feder at i on 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 2
46. 19. 85. 170 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
167. 114. 212. 195|Canada 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 2
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
77.139.68.213 |France 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
192.169.81.98 |Uited Sates |147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 1
46. 19. 86. 133 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
167. 114. 212. 195|Canada 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
188. 44. 55. 20 R‘Sf;:t”i o 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST al ert 1
125. 77. 28. 26 Chi na 147.237. 77. 243 |nobi l e. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [ronitor 1
167. 114. 212. 195|Canada 147.237.77. 216 |dover.i df .i | Bad TCP sequence SYNRACK retransmt with moni tor |1
di fferent w ndow scal e
167. 114. 212. 195|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
192.160.81.98 |[lhited Sates |147.237. 77. 226 "‘f"l"“ chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> Tineout |mnitor |1
46.121. 153. 250 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
167. 114. 212. 195|Canada 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [nonitor
192.169.81.98 |Uhited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
141.212.122.86 |Wited Sates |147.237.76. 199 |e. nakchal .idf. il Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
167. 114. 212. 195|Canada 147.237.77.74 |lawidf il Bad TCP sequence SINGACK retransm t with moni tor |1

di fferent w ndow scal e




09-05-2016-01:08:04 to 09-05-2016-02:08:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 3
84.229.78.129 |Israel 147.237.77. 170 |nmar achot . i df . i | |Unaut hori zed LR Access to maarachot.idf.il/pdf/files/ B ock 2
45.79.71.122 Uited Sates [147.237.72.167|i shuri maka. i df . i[Mil tipl e Ml forned HITP Header Line from45. 79. 71. 122 B ock 2
105. 131. 211. 108|Mor occo 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 105. 131. 211. 108 B ock 2
45.79.71.122 Lhited Sates  [147.237.72.167|i shuri maka. i df . i|Mil tiple Malformed URL from45.79. 71. 122 B ock 2
45.79.71.122 Uited Sates [147.237.72.167|i shuri maka. i df . i|[Miltipl e Unknown HTTP Request Method from 45. 79. 71. 122 B ock 2
66. 249. 76. 70 I srael 147.237.77.216|dover.i df . i | Lhaut hori zed URL Access to waw i df.il/appl e-app-site-association Bl ock 1
192.169.7.223 |wited Sates |147.237.72. 156 |anan. i df . i | Unaut hori zed Met hod HEAD for 147.237.72. 156/ B ock 1
45.79. 95. 64 Uited Sates  |147.237.77.216|dover.idf.il Ml tipl e Unknown HTTP Request Method from 45. 79. 95. 64 B ock 1
45.79.71.122 Lhited Sates |147.237.72.166|aka.idf.il Mal f or med URL B ock 1
105. 131. 211. 108|Mor occo 147.237.77. 216 |dover.i df .i | Adnmi n Bl ocki ng B ock 1
: . . D stributed Whaut hori zed Met hod for Known URL on
76.121.232.137 |Lnited Sates  [147.237.72.166|aka.i df .il vow aka. i dff . i 1/ mai v hone/ def aul t . aspx B ock 1
46.19. 86. 63 I st ael 147.237.72. 166 |aka. i df . i | Illegal Byte Qode haracter in URL /mainkapatz//res#012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
157.55.39.115 |uhited Sates |147.237.77.216|dover.idf.il D stributed Whaut hori zed UR. Access on v idf.il/error.htm B ock 1
45.79.95. 64 Lhited Sates |147.237.77.216|dover.idf.il Mal f or med HTTP Header Line 2 B ock 1
84.229.78.129 |Israel 147.237.77. 170 |n@ar achot . i df . i | |Miltiple Wauthorized URL Access from 84. 229. 78. 129 B ock 1
5.228. 99. 191 F“SS;:I”ion 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. idf.il/iturimasp/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ si p_st or agel f1 | es/ 7/ 70607. pdf B ock 1
45.79. 95. 64 Uited Sates |147.237.77.216|dover.idf.il Unknown HTTP Request Method 1 in URL B ock 1
45.79.71.122 Lhited Sates |147.237.72.166|aka. i df .il Unknown HTTP Request Method 1 in URL Bl ock 1
105. 131. 211. 108|Mor occo 147.237.77. 216 |dover.i df .i | Ml tiple Admin B ocking from 105. 131. 211. 108 B ock 1
. . D stributed Whaut hori zed Met hod for Known URL on
77.138.237.170 |France 147.237.72. 166 [aka. i df . i | vow aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
Russi an . . D stributed Uhaut hori zed Met hod for Known URL on
46.188.32. 37 Feder at i on 147.237.72.166 |aka. i df . i | wwy aka. i df . i |/ mai n/ rabanut / gener al . aspx B ock 1
Russi an . . Unaut hori zed Met hod PGST for
176.193.23. 38 Feder at i on 147.237.72. 166 aka. i df . i | waw aka. i df . i |/ mai n/ kapat z/ cont act us. aspx B ock 1
45.79. 95. 64 LUited Sates |147.237.77.216|dover.idf .il Mal for med URL B ock 1
Russi an . . D stributed Whaut hori zed Met hod for Known URL on
31.173.85. 233 eration 147.237.72.166|aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
46.19. 85. 22 I srael 147.237.77.234|hal ag.i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f [B ock 1
79.177.51.195 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl el shared/ t ext . css B ock 1
66.249.64.230 |[Israel 147.237.77. 170 [maar achot . i df . i | |Unhaut hori zed URL Access to naarachot.idf.il/pdf/files/ 9/ 108889. pdf B ock 1
Russi an . . Unhaut hori zed Met hod PCST for
176. 193. 98. 211 er ati on 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai v har edi i gener al . aspx B ock 1
45.79. 95. 64 Uited Sates |147.237.77.216|dover.idf.il Ml tiple Milforned HITP Header Line from 45, 79. 95, 64 B ock 1
Russi an . . Unhaut hori zed URL Access to
37.112. 227. 244 eration 147.237.72. 166 [aka. i df . i | voww aka. i of i 1/si p storagel fil es/ 6/ 66846, ppt B ock 1
93. 80. 63. 183 RJSf;;”ion 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCST for wmw aka. i df . i |/ nai n/ kapat 2/ B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover.i df .i | Lhaut hori zed UR. Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
. . D stributed Uhaut hori zed URL Access on
46. 19. 85. 170 I srael 147.237.77.234|hal ag.i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
105. 131. 211. 108|Mbr occo 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw idf.il/ardnin B ock 1
79.177.51.195 |Israel 147.237.77.233|atal .idf.il Suspi ci ous Response Code B ock 1
. . Uhaut hori zed URL Access to
66.249.66.162 |lIsrael 147.237.77.216|dover. i df . i | vwe i i 1/ viel | - knowy appl e- app- si t e-associ at i on B ock 1
Russi an . . Unhaut hori zed Met hod PCST for
176. 193. 248. 84 eration 147.237.72. 166 [aka. i df . i | vow aka i df i 1/ edi 1 i brary/ gener al doc. asp B ock 1
45.79. 95. 64 Lhited Sates  |147.237.77.216|dover.idf.i | Mil tiple Mal formed LRL from45. 79. 95. 64 B ock
45.79.71.122 Lhited Sates |147.237.72.166|aka.idf.il Mal f or ned HTTP Header Line 2 B ock
Russi an . . Unhaut hori zed Met hod PCST for
95.28.56.93 Feder at i on 147.237.72.166 |aka. i df . i | v aka. i df . i1/iturindasp/ di spl ayonesol di er. asp B ock 1
] . . Par aneter Type M ol ati on PageNumin
68.180.228. 231 |lhited Sates  [147.237.77.176 |nat pash. i df . i | vw cogat i df . i 1/ 1038- ar/ cogat . aspx B ock 1
46. 19. 85. 187 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to wa chi nuch. aka. i df.il/404. htm B ock 1
109. 65. 172. 104 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka.idf.il/main/ B ock 1
79.177.51.195 |lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
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