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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
2.53.133. 207 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 3
109. 236. 84. 10 Net her | ands 147.237.76. 201 e atal.idf.i|Back List dr op 1
179. 99. 200. 39 Bazil 147.237.72. 166 aka.idf.il |block-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
64.34.186.9 Lhited Sates 147. 237. 72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
198. 20. 69. 74 Lhited Sates 147.237.72. 156 anan.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1




09-05-2016-00:04:06 to 09-05-2016-01:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature \Count |
64.34.186.9 147.237.72.166 |Wited Sates aka. idf.il SQ Injection - Select From 8
45.79.71.122 147.237.77.74  |Wited Sates lawidf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
79. 180. 82. 190 147.237. 0. 34 I srael tikshuv.idf.il ET SCAN NVAP -sA (2) 2
61.178. 42. 242 147. 237. 0. 200 Chi na rdlu, i of i | ET SCAN Potential SSH Scan 1
221.204.249.157 [147.237.0.15 Chi na kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 116. 123. 135 147. 237.76. 30 Lhited Sates hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 138  [147.237.0.15 Ukrai ne kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.156. 128. 25 147.237.76.196 |Bulgaria e svivaidf.il ET SCAN Potential SSH Scan 1
94.102.52. 71 147.237.77.179 |Netherl ands e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147. 237.76. 30 Net her | ands hi nush. i df . il ET SCAN Potential SSH Scan 1
61.178. 42. 242 147.237.76.197 [China e himush.idf.il ET SCAN Potential SSH Scan 1
61.178. 42. 242 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
50. 116. 123. 135 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 138 |147.237.0.17 kr ai ne mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
46.227.67. 172 147.237.76.200 |Sweden eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 167. 6. 84 147.237.77.227 |wited Sates e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.76.201 [Netherl ands e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94. 156. 128. 25 147.237.72. 14 Bul garia dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147. 237.76. 30 Net her | ands hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
61.178. 42. 242 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1




09-05-2016-00:04:06 to 09-05-2016-01:04:06

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
79. 46. 56. 34 Italy 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 598
195. 248. 234.85 |lkraine 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 47
217.132.99.86 | srael 147.237.76. 200 [ei tan aka i1 || S NG Engine: TP Invalid finvalid segnent retransmissi on drop 32
Ret r ansm ssi on Packet dr opped.
212.78.195.88 |Netherlands |147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid sequence nunier noni t or 28
5.22.134. 166 I srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence Inval i d ACK nunber noni t or 19
87.71.7.52 I srael 147. 237.76. 200 |ei tan. aka i .11 | €M ng Er?g| ne: TCP Invalid invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dr opped.
5.135.233.231 |Fance 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
5.135.233.231 |Fance 147.237.76.200 |eitan. aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
5. 135. 233. 231 France 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
5.135.233.231 |Fance 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
5.135.233.231 |Rance 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
5.135.233.231 |France 147.237. 76. 147 [chinuch. aka.idf .il |SYN At t ack SYN -> SYN-ACK -> Ti meout roni t or 8
5.135.233.231 |Fance 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
5.135.233.231 |Fance 147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
37. 26. 148. 240 | srael 147.237.0.19 madi matal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
66.249.76.106 |lnited Qates |147.237.72.166 |aka.idf.il Streamng Engine: TCP Inval id —ivalid segnent retransmission. | o 6
Ret ransm ssi on Packet dr opped.
37.26.148.240 | srael 147.237.0.19 |mdimatal.idf.il [Bad TCP sequence mﬁsg ;ansmt wthdifferent | ooitor 6
185.32. 179. 249 |Israel 147.237.77. 243 |nubi le.i o . i1 Streamng Engine: TCP Inval id —ivalid segnent retransmission. | o 6
Ret r ansm ssi on Packet dr opped.
213. 8.204. 38 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
5. 40. 138. 109 Sai n 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
158. 69. 3. 187 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
188. 172.244.59 |Austria 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 4
188. 172.244.59 |Austria 147.237.76. 200 |eitan. aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
188. 172. 244.59 |Austria 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
87.71.6.11 | srael 147.237.72. 156 |anan. i df .il drop Frst packet isn't SN drop 3
213.57.70.7 | srael 147.237.72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46.19. 86. 173 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 3
46.19. 86. 8 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 3
46.19. 86. 8 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
167. 114. 212. 195|Canada 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
46. 19. 86. 173 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 3
188. 172.244.59 |Austria 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
167. 114. 212. 195|Canada 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
158. 69. 3. 187 Lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 3
167. 114. 212. 195|Canada 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
46.19. 86.8 I'srael 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg ;ansmt wthdifferent | oitor |3
141. 226. 217. 158|l srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 3
158. 69. 3. 187 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46.19. 86. 173 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 3
24.127.38.78 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
167. 114. 212. 195|Canada 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
188. 172.244.59 |Austria 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
46.19. 86. 173 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d AGK nunber aert 3
167. 114. 212. 195|Canada 147.237.76. 147 |chinuch. aka. i df .i1 |SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 2
167.114. 212. 195|Canada 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
156. 204. 13. 8 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
167. 114. 212. 195|Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 2
167.114. 212. 195|Canada 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 2
188.172.244.59 |Austria 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2




09-05-2016-00:04:06 to 09-05-2016-01:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.129. 91 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 96
37.26.148.240 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 57
2.53.160. 15 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 56
176. 13. 23. 58 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
81.0. 251. 10 g;%ri . 147.237.72. 166 |aka. i df . i | \?wilt;(:“f defd. ilﬂa#;ihnc;rr:ozni? dﬁ;ﬂff;’;}(mo‘m L on B ock 4
185. 32. 179. 249 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
66.249.83.219 |[lIsrael 147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
66.249.83.220 |[Israel 147.237.77.216|dover.idf .il D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
87.71.7.135 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
45.79.71. 122 Lhited Sates [147.237.77.74 |lawidf.il Unknown HTTP Request Method 1 in URL B ock 1
77.125.7. 174 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 1
46.19. 86. 173 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Met hod c4aba000 in URL B ock 1
45.79.71.122 Lhited Sates [147.237.77.74 |lawidf.il Mal formed URL Bl ock 1
109. 64. 118. 132 |l srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66.249.81.212 |[Israel 147.237.77.216|dover.idf . il D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
46. 19. 85. 36 I 'srael 147.237.76.42 |refuah.idf.il Distributed Ml fornmed UR Bl ock 1
178.137. 4. 87 kr ai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for v aka. i df.i|/mai n/ hone/ defaul t.aspx [B ock 1
2.53. 169. 29 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ nav. css B ock 1
77.138. 240. 236 |France 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Method POBT for waw aka.idf.il/main/snalinismalimaspx |B ock 1
66.249.76.75  |israel 147.237.72. 166 |aka. i df . i | lu;z;f’tzg‘;r_'7zfdlég‘gf§3§/sfotrz o asp! show or um asp Bl ock 1
45.79.71.122 Lhited Sates |147.237.77.74 |lawidf.il Mil tiple Ml forned HTTP Header Line from45, 79.71. 122 Bl ock 1
109. 67. 161. 123 |l srael 147.237.72. 166 |aka. i df . i | maﬁ; ' (?f"‘i‘jl ?:T'ai' n\fgc?;tj's/o?ﬁ ylurrlllniyunpr acessauest | onnal e, asix None 1
46. 19. 85. 36 I srael 147.237.76.42 |refuah.idf.il D stributed Wknown HTTP Request Met hod Bl ock 1
5.22.134. 166 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/i nages/ shared/bul et 1. gif |B ock 1
79.180.241. 149 |[israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df.i |l Unaut hori zed URL Access to wwwi i df .il/894-en/i df gdover. aspx B ock 1
45.79.71.122 Lhited Sates |147.237.77.74 |lawidf.il Mil tiple Ml formed URL from45. 79. 71. 122 Bl ock 1
109. 253. 193. 213]I srael 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 85. 36 I srael 147.237.76.42 |refuah.idf.il Illegal HITP \ersion B ock 1
207.46.13.76 Lhited Sates [147.237.72.166|aka.idf.il Unknown Pararet er 136¢d360 in ww aka. i df . i1/ nmai n/ hore/ def aul t . aspx [None 1
66.249.76.106 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter list in wwaka.idf.il/negurininews/ None 1
45.79.71.122 Lhited Sates |(147.237.77.74 |lawidf.il Ml tipl e Unknown HTTP Request Method from 45, 79. 71. 122 B ock 1
157. 55. 39. 246 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66.249.83.221 |[Israel 147.237.77.216|dover.idf .il Dstributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
46.19. 86. 173 | sr ael 147.237.76.42 |refuah.idf.il Mal for med LR B ock 1
45.79.71.122 Lhited Sates [147.237.77.74 |lawidf.il Mal formed HTTP Header Line 4 Bl ock 1
66.249.76.117  Israel 147. 237.77. 216 |dover . i df . i | e e el dover. aspx Bl ock 1
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